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PaclumpeHHble BO3MO)XHOCTIN AN1sl 3aLMTbl OT HEM3BECTHbIX 1 MaCKNPYIOLLMXCS
Knbepyrpo3s — 6e3 npmene4veHns akcnepTos no IT-6esonacHocTn

CerogHsl NpoABUHYTble KnbepaTaki CNOCO6HbI MOIHOCTbIO Napann3oBaTb PaboTy NPeAnpUATUA N HAHECT
OLLY TUMbIN GMHAHCOBbI N penyTaunoHHbIN ywwep6. Kpaxka AeHeXHbIX CpeacTB U KOHGMAEHUNaNbHOI
MHbOpPMaLMK, yTeps [OBEPUS KIIMEHTOB U3-3a HEAOCTYMNHOCTM CEPBMCOB N APYrNe HeraTuBHble
NocneacTBUS Yrpo3 CYLLEeCTBEHHO BANSIOT HAa CTabUIbHOCTb 1 YCnelHoe pa3BuTie 6usHeca. CerogHs

AN NPefoTBpPaLLEHNS U3OLLPEHHbIX KnbepaTak HEAOCTAaTOYHO UCMONb30BaTb TONbKO TPaAULNOHHbIE
peLueHns, HanpaBneHHbIe Ha 3aWnTy NepuMeTpa ceTu (MexXceTeBble 3KpaHbl, MTOYTOBbIE U BE6-LUIO3bI,
NPOKCK-CepPBEPBI), a TaKXe pabounx CTaHUUIN 1 cepBepoB (aHTUBMPYChI 1 NNaTPOPMbl AN 3aLUUTHI
paboumnx MmecT ¢ 6a30BbIM PyHKLMOHaNnoMm). CoBpeMeHHble KOMMaHM BCe Yalle paccMaTpuBaloT BapuaHT
NpUoBGpeTEHNS CrNeLNann3npoBaHHbIX CPEACTB O6HaPYXXeHUS, paccnefoBaHnsa U pearnpoBaHns

Ha CNOXHbl€ UHUNAEHTDI.

o ¢ Kaspersky Sandbox: a¢ppekTnBHOE M AOCTYMNHOE
Komy noaxoant - | pewieHue ansg NnpoTNBOAENCTBUS CNIOXKHbIM Yrpo3am

: .-Kaspei‘SkY S@JndbOX BoT y>xe 6onee nBanuatu net «J/labopatopurs Kacnepckoro» co3naeT 3allmUTHble
= TEXHONOTUN AN KPYMHbIX 1 MasblX KOMMaHWN 13 pasHbiX OTPaCNen 1 C pasHbiM YPOBHEM
3penocTtu Vib-npoueccos. bnarogaps nccnenoBaHsM, MOCTOSHHOMY PasBUTLIO
N DOCTUKEHVSIM B O61acTI akTVBHOIO NMovcka yrpo3, paccnefoBaHns MHLMAEHTOB
1 pearnpoBaHus Ha Hix, «JlabopaTopus Kacnepckoro» coxpaHsgeT BeayLume No3vumm
B 6opbbeE C KNbepnpecTyNMHOCTbIO.

60ﬂbLL|V|M KOMMaHWSAM,
K@'er e He romu BblOENATh «J'Ia6opaTop|/|9| KaCﬂepCKOFO>> npennaraetT pgn npoaykKToB 1 CepPBNCOB
OI‘IOHHVITeTIbeﬂE pecypchl

~Ha IT-6e3omnacHoOCTb

LNS NPOTUBOLENCTBIS CIOXHBIM YrpO3aM:

Kaspersky Anti Targeted Attack — onsg 0BHapyXeHWs 1 paccnefoBaHns N30LLPEHHBIX
- KpynHeiM opraHmsaumsim k) Y03 1 LIE/IEBbIX aTak Ha YPOBHE CETW.
C reorpadunyeckm pacnpene- - Kaspersky Endpoint Detection and Response — nnsg obHapyXeHus, paccneioBaHns
NEHHON NHDPACTPYKTYPOW, V1 yCTPaHEeHMs! CIOXHbIX KNGepyrpos, HanpasneHHbIX Ha pa6oq|/|<? MecTa 1 cepsepbl.
*_He IMEIoLLUM CMeLMancToB Kaspersky Threat Intelligence Portal — nopTan, o6ecneuyvsatoLLii LOCTYN K 061a4HOM
= NecoYHuLe, aHanUTnYecknm otyeTam o6 APT-aTakax 1 Apyrum cepercam
o [T-BesofacHocTy VHbOPMUPOBaHYIS 06 Yrpo3ax.

- KomnaHusm, KOTOprM . Y106l 3dPEKTUBHO UCMONB30BaTb 3TN NPOAYKTbI 1 CEPBUICHI, KOMMAHNAM HEOBXOANM
BAXHO, YTOBb! LLITATHbIE crneumannsnpoBaHHbIl, XOPOLLIO NOAroToBNEHHbIN IB-oTaen. OaHako oepuumt
| e e creuvanncToB, 0bafatoLLX HY>XKHOW KBanndukaumen, 1, kak cneacTsme, Bblcokas
"B, Tf CTOVMMOCTb UX YCIYr CTaHOBSATCS CTOM-)akTOPOM ANS MPUOBPETEHVIS NPOLYKTOB,
TIONHOCTBIO COCpeJJ'OTO”eHb ; HanpaBieHHbIX Ha 60PbBY CO CMOXHBIMK Yrpo3amu. [laxke ecrm Takue creumanicTbl
Ha KPUTNYHBIX 3a4a4ax e Y KOMNaHWN eCTb, OHW 3arpy>eHbl TEKYLUMMIU 3a4a4amMu 1 BBICBOBOANUTb UX pecypchl
He TaK NPOCTO. DTO NPUBOANT K HE3ALWULLIEHHOCTI KOMMaHMA OT CNOXHbBIX YrpO3.

PelweHune Kaspersky Sandbox ocHoBaHO Ha 3anaTeHTOBaHHOM TexHonormm*

1 MOMOraeT OpraHV3aungaM NPOTUBOCTOATL KOMMIEKCHBIM YrpO3am, COCOBHbLIM
06X0ANTb UCTMONb3YEMYIO 3alnTy pabounx mecT. Kaspersky Sandbox paclunpseT
BO3MOXHOCTW Kaspersky Security ons 6usHeca 1 No3BONSET KOMMNAHMSM MOBBLICUTb
YPOBEHb 3aLUULLEHHOCTI Paboumx CTaHUNIA 1 CEPBEPOB OT HEM3BECTHOIO
BpenoHocHoro MO, BMPYCOB-LUIMPPOBANbLLVKOB, SKCAIONTOB HYNEBOro AHS

1 APYrnX yrpos, n Bce aTo — 6e3 npusneyeHns ib-aHanuTmkos.

OTO 3HAUUT, YTO KOMMaHKSM BOJbLLE He npnaoeTcyd HaHMMaTb N NprBeKaTb
BbICOKOOMNa4YMBaEMbIX CNELNANINCTOB. A KpynHble npeanpunaTing C pacnpeneeHHbIMn
CETAMN CMOT'YT ONTUMN3NPOBaTb Pacxodbl Ha 3allnTy yaaneHHbIX 06bEKTOB

* Homep naTteHTa — US 10339301B " a WwTaTHbIX VIb-aHanMTKoB.
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MocTaBka n pa3ssepTbiBaHNe
Pelweruve Kaspersky Sandbox noctaengaeTtcs
B BUAe ISO-o6pa3sa co BCeEMM HEOBXOANMbBIMU
3aLUNTHBIMU KOMMOHEHTaMW. EFo MOXHO
pasBepHyTb kak Ha PU3n4ecKoM cepaepe,
TaK 1 Ha BUPTYaribHbIX cepBepax Ha 6ase
VMware ESXi.

WNHTerpauns

- SIEM-cuctembl MOTyT nonyyath
MHPOPMaUMo 06 yrpo3sax, 0BHapYKEHHbIX
Kaspersky Sandbox. OHa oTnpasnseTcs
yepes Kaspersky Security Center
B O6LLEM MOTOKE COBBITUIN.
B Kaspersky Sandbox peanunsosaH API
4719 MHTerpaumm ¢ ApyruMmn peLleHnsaMu.
OH no3BoNgeT oTNPaBnaTb daiinbl
B Kaspersky Sandbox ang ckaHnpoBaHus
1 3anpalunBaTh AaHHble 06 1X penyTaumn.

Macwra6upoBaHue

PeweHrre nopnepxusaeT o 5000 pabounx
MECT W NIerko MacluTabupyeTcs,
obecneunBas HenpPepbIBLLYIO 3aLLNTY
KPYMHbIX MHOPACTPYKTYP.

Knactepusauuns

Heckonbko cepBepoB MOXHO 06beAVHUTD

B KflaCcTep o149 ysennyeHnd nponssoanTesib-
HOCTW 1 NOBbILLEHNE OOCTYMHOCTW.

Pa6ouue ctaHuum /
cepBepbl

Kak paboTtaeTt Kaspersky Sandbox

B ocHoBe Kaspersky Sandbox — akcnepTHble 3HaHNS B 061acT MPOTUBOCTOSHUIA
CNOXHbIM yrpo3am 1 APT-atakam. PelleHre TeCcHO nHTerpmnposaHo ¢ Kaspersky
Security ans 6naHeca 1 Toxe yrnpasnseTcs Yepes koHcosb Kaspersky Security Center.

Kaspersky Security ons 6usHeca 3anpalunBaeT faHHble O MOA03PUTENIBHOM O6BbEKTE
13 0bLLEero onepaTmMBHOMO Kellla BepAVKTOB Ha cepaepe Kaspersky Sandbox. Ecnu
06bekT yxe npoeepsancs, Kaspersky Security ans 6usHeca nonyyaeT BEPAVKT

1 peann3yeT OANH U HECKOSbKO BapMaHTOB pearnpoBaHng, Takmnx Kak:

YnaneHve 1 oTnpaska Ha KapaHTWH

YBEAOMIEHNE NONb30BATENS

MpoBepka KpUTU4eckmx obnacTei

Mownck oBHapyXeHHOro obbekTa Ha OPYrX MalllHaX B 3alMLLLaeMon CeTu

Ecnu BepavkT He yaoaeTcs nonyunTb 13 kella, Kaspersky Security ons 6usHeca oTnpasnseT
nogospuTenbHbln Gain B Kaspersky Sandbox n oxupgaeT otBeTa. Kaspersky Sandbox
nosyyaeT 3anpoc Ha NPoBepKy darina 1 3anyckaeT ero B N30I1MpOBaHHON CpeLe.

OBBEeKT CKaHNPYETCS Ha BUPTYanbHOM MallHe, OCHALLEHHOW MHCTPYMEHTaMu 41s
SMYNALMN TUNNYHON paboyei cpelbl (ONepaLVOHHON CUCTEMBI C MPUAOXEHUSAMY).
YTOBbI ONpenennTh, SBASETCS N OOBbEKT BPEAOHOCHbIM, MPOBOANTCS NOBEAEHUYECKUN
aHanna, cbop 1 06paboTka apTedakToB. ECNn 06bEKT COBEPLUAET BPEAOHOCHbIE
nencteug, Kaspersky Sandbox knaccubuumpyeT ero kak speaoHocHoe [MO.

Taknm 06pa3om, B Xo[e aHann3a B necouyHuLe Galiny npuceanBaeTcs BEpanKT.

OTOT BEPAVKT B peXVMe peanbHOro BpeMeH OTNPaBNseTCs B OBLLUMIN OnepaTUBHbIA
Kel BEPAMKTOB. [locne aToro Apyrme XoCTbl, Ha KOTOPbLIX YCTaHOBMIEHO pPeLleHe
Kaspersky Security ons 6usHeca, MOryT 6GbICTPO Nofy4YaTb AaHHbIE O penyTauun dalina,
He NPOBOAS ero NOBTOPHbIV aHann3. B peaynstate obecneunsaeTcs buicTpas
06paboTka Nofo3pUTENbHBIX 06 BEKTOB, CHMXAETCH Harpy3ka Ha cepBepbl Kaspersky
Sandbox 1 noBbIWaeTCcs CKOPOCTb 1 3PDEKTVBHOCTb pearpoBaHns Ha Yrpo3abl.

Kaspersky Sandbox — BaxxHoe gononHeHue k Kaspersky Security ons 6usHeca.
OHO aBTOMaTU4YECKM BNIOKUPYET NPOABUHY ThIE, HEM3BECTHbIE W CNIOXHbIE YTPO3bl
6€e3 NpYBIeYeHNs AOMOHUTESNBHBIX PECYPCOB U NO3BONSET VIB-aHanuTrkam
COCPELOTOUNTBLCS Ha OPYrX BaXHbIX 3afa4ax.

O6wuii kew
BEPANKTOB

3anpoc penyTaummn o6bekTa
(CMHXPOHHBIN pexmm)

PacnpepeneHune Harpysku

I'Ionyquwe oTBeTa

OTKa30yCTONYMBbIN
Knactep

(aCMHXPOHHBIN PEXIM)

QKE: OTﬂpaBKa noAO3PUTENbHOIo o6bekTa Ha aHanu3
1

MonyyeHune pesynsTaToB aHanM3a

Kaspersky WHTepHeT
— Sandbox
—]
(. J
SIEM
DKCMopT AaHHbIX 06 06HapyxeHun B popmate CEF
I

LleHTpanu3oBaHHOe yrnpaBneHne, O6HOBEHME
1 NpoBepka paboToCnoCco6HOCTH

www.kaspersky.ru
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