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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MmaBa 1. Mepbl NpegoCTOPOXHOCTU

MNepea ncnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NMOMHUTL HUXecneayioLee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHoctn. OgHako, Kak 1 nobon
anekTponpubop, B Criyyae HenpaBuITbHOrO MCMOMb30BaHUS MOXET Bbi3BaTb MoXap, YTO, B CBOIO
oyepeadb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo usbexaHne HecvacCTHbIX

cny4vaeB obs3aTenbHO N3yy4nTe MHCTPYKUUMIO.

BHUMAHUE!
Wcnonb3ayiiTe npu 3kcrniyaTaumy TOMbKO COBMECTVMble YCTPOMCTBa. Mcnonb3oBaHMe YCTPOMCTB, He

OD,O6peHHbIX npoussoaunTenem, HegonycTtmmo.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTaumu!
N3berante OnNUTENbHOrO WCMOSMbL30BAHMSA WKW XpPaHEHMs Kamepbl B HebGnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
o1 -30 go +50 °C).

e W3berante nonagaHns NPAMbIX COMHEYHbIX JSyYen B TeYeHne ANUTENbHOro BpeMeHu, a
TaKke HaxoXaeHust NobrIM30CTN OTONUTENbBHLIX N 060orpeBaTenbHbIX NPMOOPOB.

e |3b6eranTte 6M30CTU C BOAOW UINMN UCTOYHUKAMU BIAXXHOCTH.

o 3berante 6nu3octn c yctpomcteamu, obnagarowmnmm 60nblINM SNEKTPOMArHUTHBIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

e HeponycTm MoHTaXx kamepsbl Npu Temnepatype Huxe -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTU KamMepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIMIM «beapa».

B cny4yae HeKOppeKTHOMN paboTbl Kamepbil:
e [lpn oBHapyxeHun gbima nnu Heobbl4HOro 3anaxa.
e [lpn nonaganun Bogbl NN ApYyrmx MHOPOAHbLIX OOHEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHUMN Kopnyca:

BbinonHuTe cneayrowmne AeMcTBUN:
e OTKNIOYMTE Kamepy OT UCTOYHMUKA NUTaHUS U OTCOeAMHUTE BCE OCTarnbHblE NpoBoAa.
o Casxutecb ¢ cepBucHbiM UeHTpoMm OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOKeTe HauTu Ha canTe http://www.beward.ru/.
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Be\,VARD Inasa 1. Mepwvl npedocmopodrcrHocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSIOXUTE KaMepy B YNaKoBKY MPoOuU3BOAUTENS Mnn NoGon apyrown

MaTepuan cooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTunauuma
Bo n3bexaHune neperpeea, HM B KOEM Cllydae He BNOKMpYyNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynTe Msrkylo Cyxyld TKaHb [Ons MPOTUPaHMS BHELLUHMX MOBepxHocTen. [ns
TPYAHOBLIBOAMMbBIX MATEH WUCMNONb3ynWTe Hebonblioe KONMMYEeCTBO YUCTSLLEro cpeacrtea, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He wvcnonb3ynte netyune pacTBOpUTENW, TakMe Kak CMMPTOCOAEpXKaliMe cpeactsa wnm

6€H3VIH, TakK Kak OHM MOTyT noBpeanTb KOpnyC KaMepbl.
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Be\'vARD Inasa 2. Obwue ceedenus

MaBa 2. O6wure cBeaeHud

BEWARD B1210DM — aTO KynosbHag, 3allulLieHHas OT BO3OENCTBUS BHeLWHen cpeabl IP-
BMAeoKkamepa aHTMBaHOANbHOMO WCMOMHeHWs, paspaboTaHHas AN NPUMEHEHUss B cucTemMax
npodeccnoHanbHOro  BuaeoHabniogeHus. Buageokamepa B1210DM  ucnonb3yeT  BbICOKO-
yyBcTBUTENBHBLIN KMOT-ceHcop ¢ paspelleHnem 720p 1 NporpeccuBHbIM CKaHUPOBaHMEM. Takue
TEXHONoruu, Kak pexmm «OeHb/Houb», pacluvMpeHHbIn AMHaMUYECKUn AuanasoH ¢ umMdpoBon
obpabotkon curHana (DWDR), cuctema wymonogasneHus (2D/3DNR) BbiIrogHo oTnuyaroT
AaHHYI0 Kamepy, NO3BONSAs el COOTBETCTBOBATb BbICOKMM TpeboBaHWsM, NpeabsBnsemMbiM K

COBpPEeMEHHbIM CUCTEMaM BI/ID,eOHa6J'I roaeHn4.

<

e\ pR®

Puc. 2.1
IP-kamepa BEWARD B1210DM nosBonsieT npocMaTtpuBaTb BUAEO B pearnibHOM BpPEMEHMU

yepes cTaHaapTHbIM MHTepHeT-6pay3aep.

Kamepa cnocobHa BbigaBaTb BMOEOMOTOK B dpopmaTtax cxatua H.264/MIPEG. dopmar
H.264 wnpeanbHO noaxoOuT ANs  YCNOBWUA  OrpaHUYeHHOW norockl nponyckaHuda. [lpu  ero
NCNONb30BaHMM AOCTUraeTCs HaUMEHbLUNIA TpaduK 1 xopollee KayecTBO nsobpaxeHus. dopmat
MJPEG npegHasHayeH ns 3anucu 1 npocMoTpa BUaeons3obpaxeHus B Hauny4dwem KkadecTBe, HO
TpebyeT BonbLUMX CETEBbLIX PECYPCOB M MECTa Ha XXEeCTKOM Aucke (Npu 3anucu).

Kamepa B1210DM nogkntwo4aeTcs K CeTU Mnpu MOMOLWM MNPOBOAHOINO WHTepdenca
10/100BASE-TX Ethernet n umeet nogaepxky PoE.

Mognepxka kapT namsaty Tuna MicroSD nosBonseT caenatb cucTeMy BuaeoHabnogeHus
ewe 6onee HagexHoW: BakHasd MHGOpPMaUnUa He NponageT nNpu notTepe CoeanHEHUs, B MOMHOM
obbeme oHa MoXeT ObITb COXpaHeHa Ha KapTe namsatu. B pganbHenwem, ee MOXHO OyaeTt
BOCMNPON3BECTN KaK HEMOCPEACTBEHHO C KapTbl, TaK MU yAaneHHO Nocre yCTpaHeHUs TEXHUYECKMX

npobrem ceTu.
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Be\'vARD Inasa 2. Obwue ceedenus

2.1. OcobeHHoCTU IP-BUAaeokamepbl BEWARD B1210DM

¢ BbicokokauecTBeHHbI KMOIT-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

e [lo 25 kagpoB B cekyHAy npuv paspelleHnn 1280x720 nukcenen

o [lopoepxka kapT namatn Tuna MicroSD/SDHC

e [IpodeccroHanbHoe NnporpammMHoe obecrneveHne B KOMIMIEKTE

o [lopgoepxka OOHOBPEMEHHOro KOAWMPOBAHWA ABYX MNOTOKOB B dopmatax H.264 wu
MJPEG

o Pexum «[eHb/Houb»

e PaclmpeHHbIn AuHaMUYeCKnin AnanasoH ¢ Lmudposon obpaboTtkon curHana (DWDR)

o Llndposas cucrema wymonogaenenuns (2DNR, 3DNR)

o BcTpoeHHbin Beb-cepBep Ans HabnogeHUs 1 HAaCTPONKN

o [lopgpepxka npotokonia HTTPS c pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B03MOXHOCTb MPOCMOTpPa 3anncaHHbIX hannoB ¢ MOMOLLBI BCTPOEHHOrO nneepa

o BCTpoeHHbIN OeTekTop ABUKEHUS

e Bbibop noToka (oCHOBHOW/anbTepHaTUBHbIN) Npu 3anucu Bnaeo Ha FTP

e Bbibop paspelueHus kagpoe ons 3anucu Ha FTP, kapty namaTtu u no E-mail

o Co3gaHve o4yepenm npu yctaHoBreHHOW nepegade dannoe Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeJOCTYyMNHa.

e 3awuTa OT BHELLHErO BO3OENCTBMSA NO cTaHaapTy IP66

e [lutanme no kabento Ethernet (tTexHonorms PoE)

o [lopoaepxka ONVIF

2.2. OCHOBHbIEe XapaKTepPUCTUKHU

1. CaetouyBCTBUTENBHLIN anemeHT: HD 720p, KMOI1 1/4” OmniVision ¢ nporpeccuBHbIM
CKaHMPOBaHNEM

O6bekTMB: cMeHHbIM M12 (Ha BbIGOp)

YyscTBUTENbHOCTL: 0.3 5K (AeHb)/0.1 nk (Ho4b)

CkopocTb paboTbl 3aTBOpa: oT 1/25 ¢ go 1/8000 ¢

PaspeweHne: 1280x720 — ocHoBHOW noTok; 960x576, 640x360, 320x184 -
anbTepHaTUBHbLIA NOTOK

OnHoBpemeHHoe koaupoeanue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

CkopocTb kagpoB: o 25 kagpoB B CeKyHAy ANsi BCeX pa3peLLeHnit

g o~ w N

BCTpPOEHHBIN MHOTO30HHbLIV AETEKTOP ABWKEHUSA C PErYNIMPOBKON YyBCTBUTENBHOCTU

© ® N o

[o 10 ogHOBpEeMEHHbIX NOAKHYEHUN
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Be\,VARD Tnasa 2. Obwue ceedenus

10. OTnpaBka kagpoB C BbIOOPOM paspeLleHust Mo 3reKTPOoHHoW noyTe, Ha FTP-cepsep u

KapTy namsiTu no pacnuMcaHuio Nepuoavyeckn u npu BO3HUKHOBEHWUM TPEBOXHOIO
coObITHS.

11. OtnpaBka BMAEO C BbIGOPOM MOTOKa (OCHOBHOW/anbTepHaTuBHbIN) Ha FTP-cepBep u
KapTy naMsaTu N0 pacnucaHuio 1 Npu BO3HMKHOBEHUN TPEBOXHOIO COObITHS.

12. Nutanue: DC 12 B, 0.15 A/ PoE (802.3af, Class 1)

13. Pabouas Temnepartypa: ot -30 go +50 °C

14. Noppepxueaemble npotokonel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, PPPoE (PAP, CHAP), IGMP,
ICMP

15. MNMopaepxka oTpacnesoro ctaHgapta ONVIF 2.01

2.3. KomnneKTt noctaBku
e |IP-Bngeokamepa c yctaHOBNEHHbIM 06bekTuBoM M12
o KomnnekT kpenexa

e CD-guckc nporpaMmMHbIM obecneyeHnem n ,EI,OKyMeHTaLl,I/leIZ

BHUMAHUE!
BEWARD ocTtaBnsieT 3a coboi npaBo Ha U3MEHEHME KOMMIEKTaL MM 000pyA0BaHUS U ero fodbix

XapakTepucTuk 6e3 npeaBapuTenbHOrO YBEAOMIEHUS.
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B@\,UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA
3.1. Pa3smepsbl IP-kamepbl B1210DM

A

54

@107

Puc. 3.1

Pa3mepb| YKa3aHbl B MUNITUMETpPax.

3.2. OCHOBHbI€E 3/1IEMEHTbI
Ona poctyna K BHYTpeHHMM 4vacTtam |IP-kamepol BEWARD B1210DM Heobxogumo
OTKPYTUTb TPY BUHTA C KPECTOBLIM LUSTNLIOM U CHATb METarnm4yecknin Koxyx (CM. NyHKT 4.3).

KamepHbiii Mogynb 6e3 KpbILKX Kopryca NoKka3aH Ha PUCYHKE HIKeE:

O6bekTuB (1): 06bekTmB ¢ kpenneHnem M12. MNpn pasmbiToM n3obpaxeHnn Heobxoanmo

HacTpouTb (POKyC kamepsbl (CM. NYHKT 4.3).
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Be\«vARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

NMPUMEYAHMUE!
M3HavyaneHO 06beKTUB KaMepbl ke cHOKyCcMpoBaH 1 He TpebyeT JONONHUTENBHON HACTPOWKM.

CtonopHoe KonbuOo oOObLekTUBa (2): npegHasHadyeHOo Ans dukcaumm ob6bekTMBa B
onpeaeneHHoOM NosioXXeHun OOKYCUPOBKM.

MoBOPOTHLIN MexaHu3M (3):COBOKYNHOCTb MNOABWXHbBIX 3NIEMEHTOB KaMepHOro moayns,
obecneunBatoLLmMx TMOKy0 perynmpoBKy HanpaeneHms o63opa kamepbl.

BuHTbl ¢pukcaumm (4): npegHasHadeHbl Ang mKcaLmM NOBOPOTHOrO MeXaHu3ma nocre
yCTaHOBKW HanpasneHus 063opa kamepsbl (CM. NyHKT 4.3).

CeTteBoM pasbem (5): pasbem Ethernet ona nogknoyeHus kamepbl K ceTu WHTepHer,
poyTepy unvM KommyTaTtopy npu nomowm ctaHgaptHoro 8P8C (RJ-45) wTtekepa. B komnnekT
noctaBkn BXoauT nepexogHuk RJ-45 — RJ-45.

[aHHaa Mogenb kamepbl nogaepXuBaetr TexHonormo POE — BO3MOXHOCTb Modayu
nUTaHWsa No ceTeBoMy Kaberto.

PasbemM nutaHua (6): npegHasHayeH Ans nNogavv MUTAHUA MOCTOSIHHBIM TOKOM C

napameTpamn 12 B, 0.15 A. lNonapHOCTb NOOKITHOYEHNS: @_G_®

BHUMAHUE!
OpHoBpeMeHHad nofgaya nUTaHus ¢ UCNoSb30BaHNEM TexHonornn PoOE u pazbeMa nuTaHus 3anpetleHal
Mpn nogade nuTaHne 4Yepes pasbem, UCMONb3YNTE TOMLKO NCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (7): JaHHas KHOMKa npegHasHadeHa ansa cobpoca BCex HaCTpPOeK Kamepsbl
B 3aBOACKMe ycTaHoBKM. [Ina cbpoca HacTpoek HeobXxoOuMO B TeYeHWe OEeCSATU CeKyHA HaxaTb
KHOMNKy cOpoca Tpu pasa C NpoMeXyTKkamn B OA4HY 1 Bonee cekyHObl Mexay HaKaTUaMM.

Paszbem aHanoroBoro BuageoBbixoaa (8): npenycmoTpeH ans obnerdeHus npouecca
YyCTaHOBKWM HanpasneHus ob3opa Kamepbl Npu €e MOHTaxe, NyTeM MOAKIHYEHUS NOPTaTUBHOMO
MOHUTOPA.

YnnotHutenbHoe KonbLo (9):06ecneymBaeT 3amnTy OT NPOHUKHOBEHUSA YacCTUL, BHELLHEN
cpeabl BHYTpb Kopnyca kamepbl no ctaHaapTy |P6G6.

Cnot kaptbl namatu (10): npegHasHayeH [Ons YCTaAHOBKM KapT namatm dpopmara
MicroSD/SDHC. Wcnonb3ynte kapTy namaTn Ans 3annucu BUAEOAaHHbIX Kak NpyM BO3HUKHOBEHWU
TPEBOXHOro cobbITUSA, TaK U B PEXMME NMOCTOSIHHOW 3anuncu. Takke npegycMOTpeHa BO3MOXHOCTb
pe3epBHOM 3anncuK Npu OTCYTCTBMM COELAMHEHUS C CETbIO.

BHUMAHMUE!

Fopﬂqaﬂ 3aMeHa KapTbl NamMATU He nogaepXunBaeTca Kamepoﬂ N MOXeT NpMBeCTU K NOBPEXOEHUIo
obopyaoBaHusa 1 noTepe AaHHbIX!

He oTkntovarTe kamepy BO BpeMs hopMaTUpOBaHNSA KapTbl NaMaTH.

Kamepa He nogaepXuBaeT KapTbl HaMﬂTM,HpM(bOpMaTMpOBaHMM KOTOPbIX Obino CO340aHO HEeCKOITbKO

pas3nenos.
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Be\»UARD I nasa 4. Yemanoska u nooxknouenue IP-xamepol

naBa 4. YcTtaHOBKa n nogkntoyeHue |P-kamepbl

4.1. O6wume cBegeHnA o noaknyYeHum IP-kamepbl B1210DM Kk ceTtun

IP-kamepa B1210DM moXeT noAaknoyaTbCs K nokanbHoW cetn nubo cetn VHTepHeT npwm
nomow nposogHoro coeaunHenus (Ethernet). [MogkniovyeHne MOXET OCYLLECTBNATLCA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTenbHOr0 CeTeBoro 06OpyAOBaHUS
(mapwpyTtusartopbl, komMMmyTaTtopbl). B HacTtoswee Bpemsa Haubonee nonynspHbIMKM CNnocobom
noaknoyeHna K cetn MHTepHeT aBndeTca NogkniodeHne yepes BblaenieHHyo nuHuio Ethernet
(Puc. 4.1).

- Mapmipytusarop

Puc. 4.1
OCHOBHbIE Warn n pekoMeHgaumm no yCTtaHOBKE M HaCcTpOMKe KamMepbl OnNuvcaHbl ganee B

[aHHOM pyKOBOACTBE.
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Be\«vARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHgauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMM CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

o |P-kamepa BEWARD B1210DM npeaHasHadeHa ansa OCyLLeCTBIIEHNSA
BUOeoHabnogeHns ¢ npegenbHon Temnepatypon akennyatauum ot -30 go +50 °C.

e W3berante nonagaHusa Ha Kamepy NPsiMbIX COMHEYHbIX fyYen B TeYeHue ONUTENbHOro
BPEMEHM, a TaKKe HaxoXOeHWa nobrmM3ocTn OTonNUTENbHLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBeféT K MOSBMEHMUIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXKHOCTW.

o |3berante ONM3oCTM C YCTPOMCTBAMU-TEHEPATOPAMU MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoWcTBa C YyyeToM noaBoda
coefvHUTENbHbIX Kabenewn.

e W3Gerante cnocoba KpenneHus kamepbl, OOMyCKaloLWero 3HaduTenbHyl Bubpauuto.
[aHHoe Bo3gencTBMe CHU3UT 3(PEKTUBHOCTb AeTekTopa ABWXKEHMS U YETKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHnss HeobxoaMmo pasmellatb Tak, 4ToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBPEeXAeHMe W M3MEHeHue HanpasneHus ob3opa
Kamepbl.

e HanpasneHne o63opa (30Ha BuaeoHabnwaeHUs) Kamepbl AOMKHO ObiTb TBEPAO

onpeaeneHo Ha MOMEHT YCTaHOBKMN.

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxe -10°C — HegonycTum! B npoTuBHOM cnyyae, LLenocTHOCTb

nsonsaunn kabens KamMepbl MOXET ObITb HapyLleHa.
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Be\«vARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

PekomeHpaumu no npoknagke kabensi Tuna «BUTasi napa:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb My4YKM JNEKTPUYECKMX W CnaboTouHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3MEKTpUYEcKMe
kabenn B pasHbIX OTCeKax WM CeKuusx, MUMEeKLWmnX ChfowWwHble MpoaosibHbIe
neperopogkMm € npeneriom OrHecTomkoctu He MeHee 0,25 4 u3 Hecropaemoro
MaTepuana Tonbko B paboymx 30HaxX Ha pacctosHum He Gonee 15-Tm meTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckne n cnabotoyHble kabenu gonyckaeTcsa npoknaabiBaTb napannensHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKkTpu4eckoro nonsi, obpasykolierocss oT
anekTpudeckoro kabens, 6ynoet 6onee 3 B/M, TO HEO6XOONMMO YBENUYNUTL PaCCTOSIHUE
MEeXOy ONeKTPU4eckUMn U crnaboTouHbIMM  Kabenamm unmM  CHM3UTbL  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BwuTonapHble u anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TONbKO Mo4 MpPsiMbiM
yrmnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI MPOXOAUTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsgHblX flaMn AHEBHOro cBeTa (NMOMUHECLIEHTHbIX Nnamn) u
APYrnX BbICOKOBOSbTHbBIX YCTPONCTB, COAEPXaLLMX Pa3pAaAHMKN.

e HeakpaHupoBaHHble BUTONApPHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MEeTpPOB OT UCTOYHWKOB CUSIbHbIX 3NEKTPOMAarHUTHbIX NOMex, obpasyowmnx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nons cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMW HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensmMn [OOMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MEeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NIEKTPOMarHUTHbIX Nomex, 0Opasylowmnx Hanps»KeHHOCTb
3reKkTpudeckoro nons cebiwe 3 B/m.

e [lpoknagka BUTOW Napbl MeXAy TOYKaMWM MOAKMYEHNs OO0SPKHA NpPOM3BOAUTLCS
uenbiMn Kyckamu, Npyv 3TOM HanpasfeHue Tpacchbl crnegyeT 3apaHee npogymaTtb Tak,
4YTOBbI €€ NPOTSHKEHHOCTL Oblfa Kak MOXXHO MEHbLLE.

e MuHumanbHbIn paguyc usrmba gna kabena — deTblpe AmameTtpa kabensa (mnm 1
Anm=2,5 cM), HO CyLlecTBYIOT pekoMeHZauuu pasmelwlatb kabenb Takum obpasom,
4yTobbl 06ecneymBaTb U3rnb pagmycom 2 aronma (5 caHTUMETPOB).

o MakcumanbHasa gnvHa cermeHTa gormkHa 6biTb He 6onee 100 meTpos.

BHUMAHUE!
Mpoknagka kabens Tuna «sutad napax» B NBX nsonauum npu temnepatype Huxe -10°C — HegonycTumal

B NpoOTMBHOM Clly4ae, LeNmoCTHOCTb nsondaumm kabenst MoxeT ObITb HapyLlleHa.
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Be\vARD I nasa 4. Yemanoska u nooxknouenue IP-xamepol

4.3. MoHTax |IP kamepbl

O6wwmn BMa npouecca MoHTaxa IP-kamepbl npuBeneH Ha PucyHke 4.2.

>— W/ WS

Puc. 4.2
1 — MOHTaXHasa NOBEpPXHOCTb 4 — KpenexHble BUHTbI
2 — oTBepcTua nog Arbens 5 — KOXyXx Kamepbl

3 — KaMepHbIA Moy b

[nsa MoHTaxa IP-kamepbl BbIMONHUTE criegylolume enCTBUS:

War 1: pacnakynte IP-kamepy.

LWar 2: oTkpyTnTe 3 BMHTA C aHTMBaHAAmNbHbLIM LUNNMLOM TOrX Y CHUMUTE KOXYX Kamepbl
(Puc. 4.3).
A &

<

\l
)

auuthe®

-6

Puc. 4.3
LWar 3: HameTbTe OTBEPCTUS HA MOBEPXHOCTU CTEHLI/MOTONKA ANs Kpennenus IP-kamepsbl.

MpocBepnuTe oTBEpPCTUSA. BCcTaBbTe NnacTukoBblie A0GENs B OTBEPCTUSA.
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Be\vARD I nasa 4. Yemanoska u nooxknouenue IP-xamepol

War 4: 3aKkpenute IP-Kamepy npn nomMmoLwin BMHTOB U3 KOMMNJIEKTA MOCTaBKU, UCNONb3yA

OTBEpPCTUA B OCHOBaAHWUN KaMepbl.

War 5: npm Heob6xoammocTn HacTponte hokyc o6bekTmBa. [Ansa aToro ocnabbte cTonopHoe

konbLo 2 obbekTnBa 1 u BpallaiTe 0ObEKTUB, Noka He AoGbeTechb NPUEMIIEMON HOKYCUPOBKU.

3atem 3admkcupyrite 06bEKTUB NPY MOMOLLM CTONOPHOrO Konbua (Puc. 4.4).

Puc. 4.4

NMPUMEYAHME!

B cBasn c NnpuMMEeHeHNneM B KOHCTPYKUMU KaMepbl C(bepVI‘-IeCKOFO Kynomna, 3Ha4eHud (bOKyCI/IpOBKI/I B
NOJIOXKEeHUAX C 3alUUTHBIM KOXYXOM U 0e3 Hero MOTYT OTJIIMHaTbCA O HEKOTOPbIX TUMNOB 00BEKTMBOB.
Ons nony4yeHuna C(bOKYCVIpOBaHHOFO M306pa)KeHVIF| npun yCTtaHOBJIEHHOM 3aLUUTHOM KOXyXe HaCTpOVITe

(bOKyC 6e3 KOXYyXa, a 3ateM, NnoBepHuTe 00beKkTMB KaMepbl Ha crneagyrwuiee 3Ha4YeHne yrna:

BHO03616M125P2 - ~5° NpOoTUB YaCOBOW CTPENKM;

BHO6018M125P - ~15° npoTUB 4aCOBOW CTPESKU;

BL08018B-IR - ~40° npoTUB YaCOBOW CTPENKW;
BL12018B-IR - ~90° npoTMB YacoOBOWN CTPerku;

BL16018B-IR - ~180° npOTMB 4YacOBOW CTPESKN.

War 6: npu HeobxogumocTu oTperynupynTe HanpasneHve ob3opa kamepbl. [na atoro

ocrnabbTe Tpu BUHTA UKCAUMKW, pa3BEPHUTE MOBOPOTHLIA MexaHu3M kKamepbl B Tpebyemoe

NONOXEeHWEe U 3aTAHUTE BUHTLI (Puc. 4.4).
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Be\vARD I nasa 4. Yemanoska u nooxknouenue IP-xamepol

NMPUMEYAHMUE!

[nanasoH perynupoBk/ NOBOPOTHOrO MeXaHW3Ma B ropu3oHTansHown nnockoctn coctasnset 100° (no 50°
B K&XXAOM HanpasneHun, cm. Puc. 4.5).

[nana3soH perynnpoBku NOBOPOTHOrO MexaHn3mMa no Beptukanu coctaensieT 120° (cm. Puc. 4.6).
[nanasoH BpallieHs NOBOPOTHOrO MeXaHu3Ma BOKpPYr OC BU3MpOBaHUs obbektuea coctasnset 180° (no

90° B KaxOaoM HanpaeneHun, cMm. Puc. 4.7).

BHUMAHUE!
Perynuposka HanpaBneHus 063opa AomkHa NPpOM3BOANTLCS NIaBHbIMU ABMXKXEHMAMM 6e3 yeunuii. Mpu
BO3HWKHOBEHWW Marnenwmx 3aTpyaHEeHNA Uy NoJo3pUTENbHbIX 3BYKOB HEOOXO0ANMO HEMEOTEHHO

OCTaHOBUTb PErYNMPOBKY BO U3bexaHne NoBpexaeHus wnerda BugeoMoayns v rnosioMku IP-kamepbl.

120

Puc. 4.5 Puc. 4.6

Puc. 4.7
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Be\»UARD I nasa 4. Yemanoska u nooxknouenue IP-xamepol

BHUMAHUE!

BpaLU,EHVIe NOBOPOTHOIo MexaHn3mMa BOKPYr oCu BU3NPOBaAHUA obbekTmBa Ha 90° OOImKHO npon3BoanNTbCA

TOJIbKO U3 Ha4YalribHOro 3aBOACKOIro nosyioXXeHusd. Kor,u,a I'IOBOpOTHbIVI MeXaHU3M HaxoauTCA B 3aBOCKOM
MONOXEHNW, N306paKeHne C KaMepbl, 3aKPENSIEHHON Ha NOTOMKE, UMEET KOPPEKTHYIO MPOCTPAHCTBEHHYHO
opueHTaumo Npu npocMoTpe Yepes Beb-nHTepdenc. Mpn atom onummn « OTpaxeHuey, «epeBopoTy,

«[MoBopoT» (CM. «PyKOBOACTBO MO 3KCMyaTaumMmy», NyHKT 7.4) AOMKHbI BbITb OTKMIOYEHbI.

War 7: npoBepbTe NMPaBUIibHOCTb pasMeLlleHnda YyNNOoTHUTESTbHOIo KoJibua 9 B oCcHOBaHUU

kamepsbl (Puc. 3.2). YCTaHOBUTE 1 3aKpenuTe 3allUTHbIA KOXYX KaMepbl NPy MOMOLLN TPEX BUHTOB.

BHUMAHUE!
Tpw BUHTA KpenneHust KpbILKM Kopryca Heobxoammo 3atarveaTth 40 ynopa. HapylieHne repmeTuyHoOCTM

Kamepbl MO NpUYnNHE OTKPYHEHHbIX BUHTOB KPbILLIKN HE ABJTAETCA I'apaHTVIVIHbIM crny4yaem.

LWar 8: pa3mecTute COeQMHUTENbHYK YacTb NPOBOAA B HEOOCTYMHOM AN nonagaHus
BMnarm MecTte unm B MOHTaXXHOM KOpobOKe CO CTeneHbio 3alimTbl OT BHELUHEN cpeabl He MeHee IP54
(cTeneHb 3aWnTbl 3aBUMCUT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 c pasmepamu
120x80x50 mm.

BHUMAHUE!

MoHTaxHas kopobka HE BXOOUT B KOMNNEKT NOCTaBKM kKaMepbl 1 NpuobpeTaeTcst OTAENBHO.

BHUMAHUE!

MoHTax kamepbl npu TemnepaTtype Huxke -10°C — Hegonyctum! B npoTMBHOM crnyyae, LieNloCTHOCTb

n3onsaunm kabens KamMmepbl MOXeT ObITb HapyLleHa.

War 9: nogkntounte IP-kamepy k KOMMyTaTopy/MapLUpyTU3aToOpy C NOAAEPXKKON
TexHonorun PoE nubo yepes PoE-uHxekTop. Mpu oTcyTcTBMM 060pyaoBaHMs C NoaaepXKom
TexHonorun PoE noakntounte nutaHmne kamepsbl, MCNonb3ysa 610K NnuTaHns HanpsbkeHnem 12 B,

pekomeHayembin BEWARD.
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Be\VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.4. YctaHoBKa / usBne4vyeHue KapTbl naMAaTn

OTtkntounTe nutaHme. CHUMUTE 3aLlLMTHBIA KOXYX, BbinonHue «LWar 2» nyHkra 4.3.

YctaHoBuTe kapTy namsati MicroSD obbemom go 32 '6 B cnoT, kak nokasaHo Ha PucyHke 4.8.

Puc. 4.8
PasBepHunTe KapTy KOHTakTaMu K NOBEPXHOCTM OCHOBAHWUSA KamMepbl U K CROTY N BCTaBbTE B

CNoT OO Lenyka.
Ons n3BneyeHust kapTbl NaMATU HaXMUTE Ha ee Topel [0 LWen4yka, W MpPYXUHHbIN
MeXaHM3M BbITONIKHET KapTy M3 crnoTa.

CobGepute 1 nogknounTe Kamepy, BbINONHMB Wwark 7-9 nyHkra 4.3.

4.5. NMpoBoaHoe NoaknYeHne Kamepbl K ceTu
Wcnonb3ysa coeavHutenbHbin kabenb ¢ pasbemom RJ-45, nogknioumte |IP-kamepy K

nokansHon cetu (k LAN-uHTeppency mapLipytusatopa).

BHUMAHMUE!
Mpoknagka kabens Tuna «BuTas napa» B MNBX nsonauum npu temnepatype Hmke -10°C — HegonycTumal

B NpoTMBHOM cCrilyYae, LeJloCTHOCTb nsondaunm kabenst MoxeT ObITb HapyLleHa.

B cnyyae HeoGxoaMMocTW, coeauHUTENbHbIA Kabenb MOXHO MPUOGPECcTU OTAENbHO WUNK,
npu HanNU4YMM HeobXoaUMbIX MaTepuanos, MHCTPYMEHTOB W OMbITa, U3rOTOBUTbL CAMOCTOSITENbBHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C ogHoro KoHua C apyroro KoHua
1 8 1: beno-opaHXxeBbii 1 8 1: beno-opaHxeBbii
[T 2: OpaHxXeBbIn (m 2: OpaHxXeBbli
CHW3Y: - CHW3Y: .
3: beno-3enéHbin 3: beno-3eneHbin
4: CuHun 4: CuHuin
CMEPEAM: ﬁ 5: beno-cnHumn CMEPEQM: ﬂ 5: beno-cuHun
18 6: 3enéHblil 18 6: 3enéHblil
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Be\,VARD I nasa 4. Yemanoska u nooxnouenue 1P-kamepol

7: beno-Kopu4HeBbLIN 7: Beno-kopu4HeBLIN

8: KopnyHeBsbliit 8: KopnyHeBbin

[nsa narotoBneHmsa «npsamoroy» kabens Heobxoaumbl: kabenb UTP (BuTaa napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYEHUss nap (ykasaHHoOM B Tabnuue) obecneuymsaroTcst
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENUMYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
cvrHana, a criefoBaTtesnbHO, 1 3asBneHHas CKOpoCTb nepeaayn aaHHbix 100 Méut/c.

B cnyyae ucnonb3oBaHua obopypoBaHusi ¢ nogaepkkon texHonormm PoOE pgoctatouvHo
NoaKkMiouYNTb Kamepy npu nomowm kabens Tuna «BuTaa napay». [lpy aTOM wucnonb3oBaTb
AOMOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXHO.

Ecnn Bbl He MmeeTe obopymoBaHuMsi C nogaepkkonm TexHomnormm PoE, gononHuTenbHo

nogknounte IP-kamepy K UCTOUHUKY nutaHna 12 B pekomeHgosaHHoMy BEWARD.
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BC\VARD Inasa 5. Hacmpoiixa nposoonoeo coedunenust

MnaBa 5. HacTponka npoBogHOro coeguHeHUs

Ons Ttoro 4ytobbl IP-kamepa B1210DM pabotana B Baluern nokanbHOM ceTM COBMECTHO C
ApyruMm obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHMUE!

OnuncaHnMe yCTaHOBKM M HacCTPOWKU COeAMHEHMUS1 BbINOfHEHO Ha npumepe Windows 7 MakcumarnbHas.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (DYHKUMIN MOryT oTnudatecsa ot Bawen sepcun Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. Onpepenexue napameTpoB NPOBOAHOW NIOKaNbHOW CeTH

B cnyyae nogknioyeHnss no kabento Ethernet Heobxogumo onpegenuTtb  Tekywime
HaCTPOWKN NPOBOAHON CETH.

D,J'IFI onpeneneHna TeKywnx HacTpoek HpOBOﬂ,HOVI nokKanbHOM CceTu I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 9ToN ceTu. Haxkxmute llyck — lMaHens ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

r‘EE Microsoft Office Excel 2007 Fomyucs

Wzo6b) EHWA

*“I"J BnokHoT
Myzbika
E DVR Server
Wrpei
W BRSController

Komnetotep
m BEWARD IP Visor

TNarens ynpaenenns
Q BEWARD Player

YcTpoiicTea W NpUHTEPEI

L, Crpwmn
L Mporpamusi No ymonuaHnto

[
ﬁo Cny#Bbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Bcenporpammel

| Haiimu npozpa. galine 2 | | anepmeuue pabotel Gl

AN
Puc. 5.1

B oTkpbiBlEMCHA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU
3apad] B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).
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BC\VARD

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT

@ocmo‘rp COCTOAHMA CETH U 3a,qa

BuiGop napameTpoe gomMaluHedd rpynnel u obwero
ADCTYNA K A3HHBIM

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Mporpammbl

¥aanenne nporpammel

Puc. 5.2

-
D )

MpocmoTp:  Kateropua ~

YueTHble 3aMWcK NONL30BaTENER W

CEMEMH...
@' JoBasneHne u yAaneHne yHETHbIX 3anncei
nonb3oeaTencei

@' YcTaHOBKE POANTENECKOTO KOHTPOA ANA BOEX
nonb3oeaTencei

Odopmnerme 1 NnepcoHannsauma
MsmeHeHne Tembl

WMzmenenne dona pabouero crona
Hacrpoiika paspewierng sxkpana

Yachl, A3LIK 1 PETWOH

CreHa packnagkn KNasnatypel WK Ay
cnocoBoB BBOA

Mzmenenne Asbika MHTepdeiica

CneunansHble BO3MOXHOCTH
P Lyt Windows nap pbl
OnTurMKnsaumMa n3oBpakeHnA Ha 3KpaHe

B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MoakntovyeHne no nokanbHon cetu] (Puc.

5.3).

L <« Cetbm Wureprer v LlenTp ynpasnequs cetami n oBLImmM gocTynom - || [Mouck & naneau ynpasnerus 2

Manens ynpasneqnsa -
ACMBLUHAA CTpaHnLa

paancra BEWARD
MamennTe gononHuTENEHBIE (3707 KOMNBIOTEP)

napametpel obuero goctyna MpocmoTp akTMBHbX CeTei

Cemn 4
OBuecTBeHHan ceTb

Wzmererne CeTeBbIX NapaMeTpoe

Heckoneko cetei

MpoCMOTP OCHOBHBIX CBEAESHWIA O CETW W HACTPORKa NOAKIHOUEHWA

5

| |
N - A
zmeHeHne napametpos cu,

0 MpocMoTp NonHoi KapTel

Wureprer
Mogknrouenne nan oTENRYEHIE

Tun goctyna: WHTepHeT

Mogrntouenna:

sl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOTO, npaMoro nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyNa,

? MeaenrounTeca k ceTi

MeakaroyeHne wAn NOBTOPHOE NoAKMNIOYEHNE K BecnpoBogHomy, NPOBOAHOMY, MOASMHOMY

CETEBOMY C

K VPN,

WK MO Ak

BulBop AomMaLLHER rpynnkl W NapameTpos oBLUEro AocTyna

Cra. Takcke

Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK

W3MEHEHWE NAPAMETPOB oBwero AocTyna.

Bpanamaysp Windows
Jowmalunaa rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesatens

Puc. 5.3

NMPUMEYAHUE!

JnarHocTika n MCNPAaBNeHNE CETEBBIX I'IpOﬁJ'IEM WKW NoAyYeHne CEELEHWI 0f WCNpasneHnn.

I'Ip|/| HanM4YnUM HECKOMNbKMX NOOKITHOHYEHNI Bbl6€pI/ITe TO, K KOTOPOMY NMiaHNpyeTCA NOAKIMHYNTD IP-Kamepy.

PykoBoacTBo no

CKayaHo ¢

TEXK/TI04YN. P
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH M

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT

IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/fc

AKTMBHOCTE

OTNpaBneHoy —— %l! = [puHATO
4

BaifT: 79 188 140 I 805 509 770

[ @Cﬁoﬁcrsa ][@OTmmquTb] [ﬂmarna:rma ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOr0O MOAKIMYEHUsT HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHomnky [CBoncTBa] (Puc. 5.5).

@ MoaxntoueHWe NO ACKaNbHO# CETH - CcBOCTEa M

Cem | Opemyn

MNognioueHie yepes:

l-"' Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OIMEueHHES KOMMOHEHTEI MCMOMEEY0TCA STUM N0 MKMIDYSHNEM
Bl Kaspersky Anti-Vinus NDIS 6 Fiter -
¥ gﬂnanmpcﬁmm nareTos QoS

vl gCnyxﬁa LOCTYTE K @ainam u npuH'repaM ceTei Micr—,
[l < [ooToron P

-V B MpoTokon MHTepHem BEPCHA -i{TCF‘ |F‘v4l .

| <. [lpaitsep B/8 ToNonora kaHanbHOr0 yPOBHA

i OTBETUMK 06HAPYKEHMA TONONOrVKM KBHANBHOTO YPOE ™

ol |

YeTaHoBUTE Yoanams | CaoilcTBa I

Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOTOOpakaeTcsa MHGOpMaUMs O HacTponkax CeTeBOro
noakntodeHnsi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. MNonyuutb IP-agpec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckn DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aansd

onpefeneHns napameTpoB NOKanbHOW ceTu nepenanTe kK NyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTso no HOHKIIG ODM 20
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e —
Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) &u

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE

Puc. 5.6
2. Ucnonb3oBaTb cnepywmn IP-agpec: IP-agpec 3agaetcs nonb3oBaTeneM BpPy4YHYHO

(Puc. 5.7):

e —
Ceoitcrsa: Mpotokon Wktephera sepainn 4 (TCP/IPv4) i b Iéu

Obume

MapameTpel IP MOryT HASHEYATHCR BETOMATHHECKH, ECIW CETE
NOAAEPHUBSET 3TY BOSMOXHOCTE. B NPOTUEHOM Cy4ae NapaMeTpel
IP MOXKHO MOAYHMTE ¥ CETEE0M0 aAMAHWCTPATOPA,

(:) Mony4nTe IP-anpec a5TOMaTHYEKK

(@ Wcnonb3osaTh cnenytowwii IP-anpec:

IP-agpec: 192 .168. 1 .
Macka noaceTu: 255 . 255 . 255 .

OCHOBHOI WAKD3: 192 .168. 1 .

MonyuuTe aapec DNS-cepeepa aETOMaTMHETKH

@) WnonbsoBaTte cneaytowme agpeca DNS-cepsepos:

MpeanouTaemeni DNS-cepeep: 192 . 168 . 1 .

AnsTepHaTHEHEIN DNS-cepeep:

[CINonTeepaUTL NapaMeTps! Npu BbxonE

Puc. 5.7
3anvwunTte, nnbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHOM W03, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanun ceTeBble napamMmeTpbl KOMMNbKOTEpa, TO nMocrne HaCTPOVIKM KamMepbl 6y,u,eT
HEBO3MOXHO BEPHYTb UX B NepBoOHa4aribHOE COCTOAHUE OJ1d BOCCTAHOBIIEHUA NOLOKIMKOYEHUA K nokarnbHoON

cet n/mnu cetn IHTepHeT.

PykoBoacTBo no

CKayaHo ¢

TEXK/TI04YN. P
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5.1.1. OnpegeneHue napameTpoB ceTu Npu AMHamu4yeckom IP-agpece

NMPUMEYAHMUE!
HaHHbin nyHKT PykoBoacTBa npedHasHadeH AONns onpefeneHus napameTpoB floKanbHOW CeTn npu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepsepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,ElHOIZ ceTtun

HaxmuTe lyck — lNaHenb ynpasneHus (Puc. 5.8).

@ Internet Explorer
@ Skype BEWARD

JloxyrenTel

LEE Microsoft Office Bxcel 2007

ﬂ BnokroT

DVR Server

Myzbika

Wrpei
BRSController

Komnstotep
BEWARD IP Visor

Manens ynpasnesna
BEWARD Player

Ycrpoiictea n nprHTepe!

-'E, Caybel

Mporpammbl NO yMo4aHo
Chy:#6bl KOMNOHEHTOE o

Cnpaska 1 NogaepaxKa

»  Bcenporpamme

[ Haiimu npozpamss u gaiizer Sasepiuerue pabotol | ¥

Puc. 5.8
B oTkpbiBlEMCA AOManoroBoM OkHe BbloepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

Haﬂp{)ﬁxa napamMeTpoB KOMMbHOTEpPa Mpocmotp:  Kateropus ™

MpoBepKa COCTOAHNA KOMNBHOITEPA i cemMerH...

f@ j  Cwvcrema n 6esonactocTs YUeTHbIe 3aM1cy NoMb30BaTeNeR 1

ApXMBMPOBAHINE A3HHBIX KOMMBIOTEPE @,ﬂ.oﬁasnar—ma W YABNEHWE YHETHBIX 33NHCER
Mowck u ncnpasnexne npoBaem nene3cearensi

'@' YCTaHOBKA POAMTENECKOTS KOHTPONA ANA BCEX

— nonb3oEaTenei
W [0 OCMOTP COCTORHNA CETH W 33434
-2,

Beifop napamerpos gomaluHeid rpynne u obuyero ‘ QOdopmneHne 1 NepcoHanmsaLmna

(REEY T EATIRED, zmerenme Temel
: 1zmerHermne dona paboyers cTona
HacTpoiika paspeluenma skpana

, / OBopyaosaHre 1 3BYK
'--. MpocveTp yorpoicts n npuHTEpoE
| JloBaenenwe ycrpoictea Yacol, A3bIK M pervox
- CMena packnagk KnasuaTypel WM ApyTi

MporpaMmel B cnocobos sBosa
h‘ Ypanenme nporpamme! zmerenrwe aseika wHTepdeiica
CI_\ELLMBJ"II:\HIJ\E BO3MOXHOCTH

Pexomengyembie Windows napamerpel
OnTUMKUSaUNA NSDBPEXEHNS HE IKpaHE

Puc. 5.9

PykoBoacTBo no

CKayaHo ¢
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B oTkpbiBLIEMCA AnanoroBom okHe Haxmwute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHMUE!

MpocMmoTp aKTMEHBIX CETER

% :".: <« Cete v Minteprer v Llewtp ympaenenun cetamm u oBLIMM A0CTyNOM - H [Mouck & nareau ynpasneHus Pl

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

&; &, 0 MpocMeTp neaHoi kapTel

BEWARD Heckoneko ceteit WrTeprer
(3ToT KoMNbrOTER)

MogkntoueHne nin CTEAOYEHHE

Cets 4 Twun goctyna: WHTeprer

MoaknioueHna: @ MoakntoueHne no
NOKanbHOR CETN

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHORD, MOAEMHOro, npamaro uan YPN-nogenoderns
WA ¥E HACTpoliKa MapLUpyTUSaTopa WNK TOUKK A0CTYNa.

OBuwecTBeHHaRA CETh

Mzmenenne ceTeBbX NapameTpoE

%u HacTpoiika HOBOMO NOAKNMOMEHHUA WK CETH

‘5. MoAKNHUNTEECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NPpoBE0AHOMY, MOAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntodedie K VPN,

Q% Buibop Aomalunei rpynnel v napameTpos ebLere qoctyna
JocTyn k daiinam u NpuHTEPaM, pacnonoKEeHHBIM H3 APYTNK CETEBbIX KOMMBHOTEPAX, WK

W3MEHEHNE NapameTpos ofillero gocTyna.

¥eTpanenue nenonagok

JuarHocTuka U MCnpaeneHne ceTeBeix Npob. WK nony cBegeHMiA 06 nCnpasneHum,

Puc. 5.10

Mpy HanUuMKM HECKOMbKUX CEeTEBbIX MOAKMIOYEHMI BbIBEpUTE TO, K KOTOPOMY MIAHMPYETCs MOAKIOYNUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMKy [CBeaeHwus] (Puc. 5.11).

T —
@ CoctoaHue - MNogxnoyeHie No NoKansHoW etk & M

Ofuwme

MogknodeHue

IPV4-NOAKAKOHEHNE: WHTEpHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocToAHWeE cpeabl:
AnuTensHoCTE: 04:47:33

CKOpoCTE: 100.0 MéwuT fc

MoaknioqeHo

AKTWBHOCTb

1
OTnpasneHo —— %F ——  [puHATO

79 188 140 |

805 508 770

[ @Cﬂoﬁcraa ] [@C)Tmow'rh] [ [AMarHocTuKa ]

Puc. 5.11

B okHe «CBefeHuns 0 ceTeBOM MOAKIOYEHUM» MpeAcTaBrneHa creayowas uHgopmaums

(Puc. 5.12):

PykoBoacTBo no

CKayaHo ¢

TEXK/TI04YN. P
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CDEAEHHSI O CETEEOM NOAKAHDHEHMM - u

[pnonHUTensHble CEENEHWA O CETH:

CeolicTe0 3HaueHue

OnpegenexHei anA no...

Ormcanwe Realtek PCle GBE Family Controller
PUIMISCKUA aapec 14-DA-ES-D1-84-20

DHCP skniouet Oa

Appec |Pvd 192.168.1.120

Macxa noace [Pvé 255.255.255.0

Aperpa nonyyera 6 qespana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32

LWntos no ymonvanwo IP... 152.168.1.254

DHCP-cepsep |Pvd 192.168.1.254

DNS-cepsep |Pvd 192.168.1.254

WINS-cepsep IPv4 192.168.1.157

Cryxfa NetBIOS uepes... Oa

NokaneHei IPv-anpec... fed0:487d:5df5:7cbd:adde®12
Wntes no ymonyanme |P...

DMS-cepeep IPvE

Puc. 5.12
Ecnn B atom okHe Bbl yBugenu ctpokn — «DHCP BknwoyeH - fa», «Agpec IPv4 -
XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3Ha4yeHune |P-agpeca),— 3HauuT IP-agpec Bawemy MK
HasHayeH aBTomaTuyeckn. Macka nogcetu ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceteBoro wnw3a — B ctpoke [WLUnto3 no ymonyaHuwo IPv4], agpec DNS-cepBepa — B CTpoke
[DNS-cepBep IPv4]. 3anuwute, nnbo 3anomHuTe p[aHHble napameTpbl (IP-agpec, Macka
nogcetn, Ceteson wnto3, DNS-cepsep).

BHUMAHUE!
Ecnv Bbl He 3anucanu ceTeBble MNapaMeTpbl KOMMbOTEpPA, TO MOCMNE HACTPOWkM Kamepbl Oyger

HEBO3MOXHO BEPHYTb 1X B NepBoOHa4arilbHOe COCTOAHUE ON1d BOCCTAHOBIIEHUA NOAKIMKOYEHUA K JIoKanbHON

cetn n/mnu cetn VIHTepHerT.

BHUMAHUE!

Ecnu B okHe «CBefeHUA 0 ceTeBOM NOAKMOYeHUN» Bbl yBUaenu CTpoku:

«DHCP BknrouyeH - Oar»; «Agpec IPv4 aBTOHaCTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HaveHue |IP-agpeca),— 3Haunt Bam He yganock nogknoumTbes K npoBogHon cetn (DHCP-cepsep He
npuceoun IP-agpec Bawemy [l1K). NpoBepbTe NpaBunibHOCTb NOAKMIOYEHUSA K MPOBOAHOM ceTu. B cnyvae

HeobxoAMMocTn obpaTuTech K BawemMy cucteMHomMy agMUHUCTPaTopy.
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5.2. U3meHeHue napameTpoB NIOKanbHOW CeTU ANs NoAaKnYeHus K IP-kamepe

Mo ymonuaHuto IP-kamepa B1210DM umeet IP-agpec 192.168.0.99. YTtobbl nogxknountbea
K Kamepe ONns nepBoOHaYarnbHOW HACTPOWkM Heobxoaumo, 4YToObl Baw komnbroTep Haxogwuncs B
TOW ke nogcetu, 4to n kamepa. lNpun atom IP-agpeca kamep, KOMMbIOTEPOB U NHOOLIX APYrUX

YCTPOWCTB B CETM HE AOMMKHbI COBNagaTb Mexay cobon.

BHUMAHMUE!

Ecnn Bbl nnaHvpyeTe noakniounTb Heckomnbko |P-kamep, TO Ons Uckn4veHus koHdnukta IP-agpecos

noaknoyanTe kKaMmepbl MO OOQHOW U n3MeHsnTe ux IP-agpeca Ha nobble cBoOOAHLIE B Ballern nokanbHom
ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yto Baw [1K, nogkntoveHHbIn K npoBOoAHOWM cetu, u IP-kamepa, ¢uanyecku

MOAKIIOYEHHas K TOM xe ceTu, Nnbo Hanpsamyto k Bawemy K, HaxogsTca B ogHon nogcetn, Bel moxeTe

cpasy nepeiTu K nyHkTy 5.3 AaHHoro PykoBoacTBa.

0na nameHeHus TEeKyLMnX HaCcTpoeK KOMMNbTEPa B nokarnbHomn I'IpOBOLI,HOIZ CeTN HaXXmMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

L’e Internet Explorer

@ Skype BEWARD

| X5 Microsoft Office Excel 2007 ey

Vsobpaenna

J BnokHoT
Myzeika
@ DVR Server
Wrpel
Q ERSController

Komnerotep
@ BEWARD IP Visor

Manens ynpaenexna
@ BEWARD Player

YerpoiicTea n npuHTEpSI

:--.(.-"I-: Cn Bbl
gy YK
porpamMmmbl No yMon4aHno

L
ﬁo Cnys#Bbl KOMNOHEHTOR
Cnpaska n nogaep>xka

»  Bcenporpammel

|

e - T ——— —
| Hatimu npozpamis: u ghaiinei 3asepuueHne paboTbl |10

Puc. 5.13
B oTkpbiBlEMCA AManoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOAHMA ceTU M
3apad] B pasgerne [CeTb u UHTepHeT] (Puc. 5.14).
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HacTpoiika napameTpos KoMneoTepa

Cuctema v He30NACHOCTL
MpoBepka coCToAHMA KOMNEHOTEPE
ApxMBMPOBAHNE JaHHBIX KOMMBIOTERE
Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

[MpocMoTp COCTORHNA CETH 1 3a,u,a

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

O6opyaosaHe 1 38yK
MpocroTp ycTpofcTe  NpUHTERCE
JoBasneHue ycTpoicTea

lNporpammel

¥AaneHue nporpammel

==

- | | TMouck & naHenu ynpasneHus

Mpocmotp:  Kareropua >

YueTHble 3anucK NoAb30BaTenei u

CEMEWH...
'@' JloBagneHne n yaneHNE YUETHBEX 33MUCER
nob30BaTENEl

'@' YcTaHoBKa POAMTENECKOrD KOHTPONA ANA BCEX
noL30BaTENEl

OgopmaeHne M NepPCoHaNnsaLmMa
Mzmererme Teme

W3menenne dona paboyero crona
HacTpoiika paspeluenna axpana

Yachl, A3bIK U pervoH

CMEH2 packnaskv KNasnaTypsl WK Apyrix
cnocoBos BEoda

Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pexomengyenebie Windows napamerper
ONTMMU3ALNA M30BPEKEHNA HA 3KpaHe

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).

HTepHeT b LleHTp ynpaenenna cetAmn n obwmm goctynom

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

L
W3meHeHnE NapameTpos ca,

BEWARD
(3ToT KoMMsOTER)

apsnTepa
zmernTE gononHUTENEHEIE

napamerpel obLEro AocTyna MpocmoTp akTHBHEX CETER

Cem 4
OBLecTEeHHaA CETE

3meHEHNE CeTeBbIX Na PaMeTpoB

Heckonsko ceteit

o0 I

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNHOUYEHUA

0 Mpecvotp nonHoil kapTel

WrrepHer
MogkntoueHne NN oTKIIOYEHNE

Tun goctyna: WhTeprer

Mogkntouerna:

Cr. TakoKe
Bpanamay3p Windows
Jomawnan rpynna

CeoiicTea oBo3pesaTenn

NMPUMEYAHUE!

? Hacrpoiika HOBOTO NOAKAFONEHNA MW CETK

HacTpofika BecnpoBciHOro, LUMPOKCNOADCHOrD, MOAeMHere, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

'5. MogrntoumnTeca K cetn

MogKNHOYEHNE NN NOBTOPHOE NOAKAHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouenne k VPN,

% Brifiop gomaluneii rpynne v napamerpos obLwero goctyna
Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HA APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEHEHME HENON3Z0K
JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

MpY HanMU4YUM HECKOMbKMX CETEBbIX MOAKMOYEHUI BbibepuTe TO, K KOTOPOMY NSaHMPYeTCs MOAKIOYUTD

IP-kamepy.

PykoBoacTBo no
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B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

@ CocroaHue - Mogk no no| ¥ cemn M
Ofiwme

MoaknodeHie

IPv4-noakmoYeHre: WHTepHeT
IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CocTosHWE cpeabl: MoaknoYeHo
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBmT/c

CeeaeHms.. .

AKTWBHOCTE

-

OTnpaeneHo — %! ——  [MpuHaATo

79 188 140 I 805 509 770

[ '@'C&oﬁcrﬁa ]['@'O‘rmmun‘rh] [ﬂnarHochKa ]

Puc. 5.16
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEeHNss HeobxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

U Mogkniosenme no noKansHOR CETH - CEORCTBA

Cemw | Ooctyn

MoaknioyeHue yepes:

I l? Realtele RTL8139/810x Famity Fast Ethemet cetesoi ane

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
Q MnaHuposwmk nakeTos QoS

QCnyxﬁa LOCTYNA K Painam v npuHTepam ceTen Micr—
-2 [poTokon MHTepHeTs sepcin & (TCP/1PvE)

Bl Mpotokon WHTepHeTta sepoin 4 (TCP/1Pvd) . =
-& lpaisep 6/B TONONOra KAHANEHOro YPOBHA

& OTBeTUMK 0BHEPYXEHMA TONONOMMK KaHaNEHOTD YPoE =

3] |
| ()

Onmucanme

MpoTokon TCP/IP - cTaHaapTHEN NpoTokon rnofansHems
ceTeil, 00ECTIeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOISACTEYIOLMMKM CETAMM.

oK ] [ Ommena

Puc. 5.17
B nosBuBLLEMCSA OKHE HEOGX0AUMO YCTaHOBUTb 3Ha4YeHusa IP-a,u,peca n Mackm noaceTu.

Buibepute nyHkT [Ucnonb3oBatb cneayrouwmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HEeT HeobxoaumocTu (Puc. 5.18).
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Ceoiictea: [Npotokon WktepHeta sepann 4 (TCP/TPvd) . &u

Ofiwme

MapameTpel IP MOMYT HA3HEHATECA AETOMATUHECKM, ECIN CETh
NOAASPHUBEET STY BOSMOMHOCTE. B NPOTMBHOM Clydae napaMeTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHNCTPATOPE,

() NonyauTe IP-aapec SETOMATUYECKI

(@ Wmonb3o6aTh cneayowmi IP-anpec:
IP-appec: 192 .168. 0 . 20

Macxka noaceti: 255.255.235. 0

OcHOBHOIA WKo3:

MonyunTe aapec DNS-cepeepa aBTOMaTUYECKM
@) Wnonb3oBaTe CRenyowmMe aapeca DNS-cepeepos:

Mpeano4nTaeMkIid DNS-Cepeep:

AnbTepHaTHEHbIR DNS-cepeen:

|7 NoaTeepAMTE NapameTpel Npu BexonE

Gl

Puc. 5.18

[na npuMeHeHnsa n3ameHeHun HacTpoek HaxkmuTe KHomnky [OK] Bo BCex OTKPbITbIX OKHax

5.3. NMonyyeHne goctyna K |IP-kamepe ¢ nomoubto 6pay3epa Internet Explorer

Ona poctyna k kamepe c nomowbio Opaysepa Internet Explorer 3anyctute ero n B

aZpecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamepbl, a <port> —

3HayeHvne HTTP-nopTa. MNMocne atoro HaxmuTe [MepenTtn], nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!

IP-kamepa BEWARD B1210DM no ymonyaxuio umeet IP-agpec 192.168.0.99.

NMPUMEYAHMUE!

Ecnn gns HTTP-nopTa ncnonb3yetcs 3HavyeHue no ymonyaHuio — 80, Toraa Ang AoCTyna K Kamepe B

agpecHou cTpoke bpaysepa goctatouHo BBecTu «http://<IP>/», roe <IP> — |IP-agpec kamepsbl

a@ (2 hitp://192.168.0.99/ I (2 MycTan cTpanua h o * {:‘.;r}

) |

Puc. 5.19
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5.4. NMonyyeHne goctyna K Be6-nHTtepdency IP-kamepbl

War 1. na npocmoTpa u3obpaxeHus ¢ IP-kamepbl npu nomown 6Gpaysepa Internet
Explorer ncnonbaytotca koMnoHeHTbl ActiveX. Internet Explorer He UMeeT 9TMX KOMMNOHEHTOB B
CBOEM cocTaBe u 3arpyxaeT ActiveX HenocpeacTBEHHO C kamepbl. ECi KOMMNOHEHTHI elle He

yCTaHOBMEHbI, Bbl yBUAUTE cneagytollee coobLLeHNE:

i Y
CooBueHue ¢ seb-cTpaHnLBl ‘ M

I.-" "-.I CHcTeMa onNpesennna, 4To y Bac He ycTanosnen OCK, ycTaHoBuTe

Y ceiivac?

[ ok || Owena

“ _——

Puc. 5.20

Haxmute [OK]. B HuxHen 4actn okHa Opay3epa nosiBUTCA BCMMbiBaloLlee OnoBelleHne

cuctembl 6e3onacHocTn (Puc. 5.21).

=
@ hitp://192.168.0.99/login.asp nL-c | (= WEE SERVICE

JinA ucnonsaosanun Firefox, Google Chrome IE Tab noxanyiicta o3HakoMTecs ©

3107 BeB-calT NbITaETCA YCTaHOBNTE HagcTpoiiky ActiveX Control (2013.11.04) wzpatens BEWARD Co., Ltd.

B uem sakntouaerca puck? Ycranoeuts

Puc. 5.21

HaxmuTe Ha kHonKy [YcTaHOBUTB].

BHUMAHUE!
YcTaHoBKa KOMMOHEHTOB ActiveX, HeoBXoauMbIX Ansi NPOCMOTPa M300paxeHus ¢ Kamepbl, BO3MOXHa

Tonbko Ha 32-6uTHyt0 Bepcuto Bpayaepa Internet Explorer.
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BC\VARD Inasa 5. Hacmpoiixa nposoonoeo coedunenust

War 2: cuctema 6GesonacHocTn Opay3sepa Internet Explorer 6ygetr aBTOMaTU4ecku

6nokvpoBaTb ycTaHoBKy ActiveX. [1na NpOAOImKEeHNS YCTaHOBKN HaXMUTEe KHOMNKY [YcTtaHOBUTL] B

OKHe NOATBepPXAeHust ycTaHoBku (Puc. 5.22).

- S — —
Internet Explorer - MNpeaynpexaerve cucTemsl Ebesonacuocmh u

YCTaHOBATL 3TO NporpaMMuoe obecneuenne?

@ Mma: ActiveX Control (2013.11.04)

WMsaatens: BEWARD Co., Ltd

E] AononHUTENEHO Y¥CTaHOBWTH ] lHe YCTEaHEBNMBATE ]

lg“j DalAnk 13 MHTEpHETa MOrYT BeITe NONE3HEl, HO 3TOT TN haina MOKET

MoBPEAMTE KOMMBIOTER, CNeAYeT YCTaHaBNMBATE MPOrPaMMbl, MOMYHEHHEIE
TOMBKO 0T AOBEPEHHOMO M3AETENA. DaKTopbl DUCKS

Puc. 5.22

War 3: ana KoppekTHOM ycTaHOBKM KOMMOHeHToB ActiveX 3akpowite Internet Explorer u

HaxmuTe [OK] B OKHe, NpeacTaBneHHOM Ha PucyHke 5.23, ecnn TakoBOe NOSABUTCS.

I'-W'arning ﬁ

IE windows must be close befare install ocx, OK?

Puc. 5.23

LLar 4: B okHe, npeAcTaBneHHoM Ha PucyHke 5.24, Haxmute KHonky [Install].

. ——
vico L =
@‘ Install ‘ ‘ Uninstall ‘

Puc. 5.24
LWar 5: nocne ycnewHon yctaHoBku Bbl yBuaute cooblieHne «Register OCX success(C:\)»

B HWKHEW YacTu AaHHoro okHa. Haxmwute kHonky [Close] ans BbIxofda M3 OkHa ycTaHoBKM (Puc.

5.25).
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’
@ Install OCX ‘ ===
@’ Install ‘ Uninstall ‘

| Register OCX success(CNetVideoX)

Puc. 5.25

NMPUMEYAHME!
B onepaunoHHoli cucteme Windows 7 n B Opaysepe Internet Explorer 9.0 HasBaHuMsi MEH Wnn
CUCTEMHbIE COOOLLEHNST MOTYT OTNMYaTbCH OT Ha3BaHWN MEHIO M CUCTEMHLIX coolblieHuin B apyrux OC

cemerictea Windows unu B gpyrux 6paysepax.

NMPUMEYAHMUE!

Mpu yctaHoBke ActiveX B OC Windows 7 npu BKIIOYEHHOM KOHTPOME Y4YeTHbIX 3anucen Oyaet
OOMNOMHUTENbHO NPOM3BOAUTBLCA OMOKMpPOBKA YCTAaHOBKM, O 4YeMm mnonb3oBaTento OydeT BblgaHo
AononHuTenbHoe onoselleHne. [nsd paspelueHust YCTaHOBKM HeobXxoauMMo yTBepauTerbHO OTBETUTb B

nosABUBLLEMCA OKHE.

LWar 6: otkponTe Internet Explorer n B agpecHon ctpoke BBeauTe IP-agpec kamepbl.

War 7: oTkpoeTcsi OkHO aBTopu3auumu. Beegute umsa nonb3osBaTena v naponb. [lo
YMON4YaHMIO NCNonb3yeTcs UMs nonb3oBatens — admin, naponb no ymonyaHuio — admin (Puc.
5.26).

BHUMAHUE!
Mocne aBTopusauun Bbl MOXeTe U3SMEHUTbL MMSA MOMbL30BATENS U Naporb B MeHo Hacmpouku —
CucmemHbie — [NTonb3o0eamenu. B cnyyae yTepu naponsa unm nMeHu nornb3oBaTens, IP-kamepy MOXHO

BEPHYTb K 3aBOACKUM YCTaHOBKaM. Ona C6p008 HaCTpoeK HeobXxoauMOo B TeYeHMe OecaTu CeKyH HaXaTb

KHOMKy cbpoca Tpu pasa ¢ npomexxyTkaMmu 6onee 1 cekyHAbl MeXay HaxkaTUAMU.
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0 - & || @& wEB SERVICE

[na ucnonezoeanuA Firefox, Google Chrome IE Tab noxanyicra o3HakomTecs ©

Puc. 5.26

lMocne ycnewHon asTopu3aumun Bel nonyunte goctyn Kk Be6-uHtepgency IP-kamepsl (Puc.

] )
e @ & http://192.168.0.99/login.asp \WEB SERVICE X

BE@\VARD

e OB crmiox yeenwuums [B5) Passepwyn [ CootHowenve [ Opurunan Vizobpaxetne

Puc. 5.27
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Ecnm no kakum-To npuynHam yctaHoBka ActiveX npowwna HeKkoppekTHo, Bbl MoxeTe

YyCTaHOBUTb HeO6XODMMbIe KOMMNOHEHTbI BPY4HYIO. ,D,J'IFI 9TOro, Ha CTpaHunue aBTopmn3aunm HaXxKMnTe

CCbISIKY, KaK NoKa3aHo Ha PucyHke 5.28:

T ~— e ==Es

p
= -
e@ @ http://192.168.0.99/login.asp p-C | & WEB SERVICE G ok 3

B@WARD C*

Wma: [admin—}
O

whwmmmummmnyam@

JinA ucnonssosauna Firefox, Google Chrome IE Tab noxanyiicra o3HakoMTech ¢

Puc. 5.28
[na Hayana npouecca yCTaHOBKN HaXmuTe KHomky [BeinonHuuTe] (Puc. 5.29):
. . ==
e@ @ http://192168.099/login.asp p-c ‘@wsa SERVICE ‘ | ok

[na ucnonszoeanuA Firefox, Google Chrome IE Tab noxanyiicta o2HakoMTeCh

Brl xoTuTE BEINOAHKTE MK coxpannTe NetVideoX.exe (850 KB) ¢ 192.168.0.997 BeinonwnTe CoxparnTe b OTmera

Puc. 5.29
[anee, cnegynTte npyBegeHHON Bbile UHCTPYKUMK (cM. Puc. 5.22-5.26).
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5.5. \ameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepe3 Be6-uHTepcenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

4YTOObI OHa Haxoaunacb B OAHOWN NOACETU C ocTanbHbIM 060pyaOBaHUEM.

BHUMAHME!

[ns coBmecTHOW paboTbl HECKOMBKMX YCTPOWCTB B OAHOW NoaceTy Heobxoammo, YTobbl y HUX coBnaganu
nepBble Tpu YacTu (okTeTa) IP-agpeca, U NONMHOCTLIO coBnaaarna Macka NnoAceTu.

Hanpumep, IP-agpec Bawero MK — 192.168.1.120. |P-agpec pasgeneH TouykaMn Ha YeTbipe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 1, 4 okTeT — 120. Bam Heo6Xx0aAMMO N3MEHUTL
IP-agpec kamepbl Tak, YToObl MX NepBble TPM OKTeTa coBraganu, To ecTb IP-agpec kamepbl OOMmXKeH
nmeTb Buna: 192.168.1.XX. YeTBepThili OKTET IP-agpeca kaxaoro ycTporcTBa 06a3atenbHO AOMKeH ObiTh

nHansnayalnbHbIM.

[nsi n3meHeHns ceTeBLIX HACTPOEK KaMepbl B [MABHOM MEHK BeOG-nHTepderica HaxmuTe

kHonky [HacTpowku] n nepengute B meHto Cemsb — LAN (Puc. 5.30).

BE\VARD

ToKankHele HacTpoiika LAN

Bugeo

Cers Wcnone3osats IPv6 [ ]

DHCP

> OCHOBHBIE

T cor -

IP-agpec
> PPPOE SARSC | 192 168. 1 . 166

Macka noace™ | 555 . os5. pss
DSt 100 6.1 . 254

> E-mail

> FTP

MpepnounTaemeil DNS

> DONS i 102. 168. 1 . 254
AneTepHamieHbi DNS | 500 . 106 1 20

MAC-agpec 00-5A-21-32-51-0B
> RTSP
» s

3anuce

> PFTP

Tpesora

CucTeMHble

Puc. 5.30
B nonax [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTMBHBLIN DNS] HY)XHO BBECTU Takune 3HayeHus, 4Tobbl kKaMmepa nonana B O4Hy noaceTb
C ocTanbHbIM obopygoBaHveM. [na aToro obpaTutecb K paHee 3anucaHHbIM, TeKyLuMm
HacTpovikamMm NMPOBOAHOM foKanbHOM cetu (CM. NyHKTbl 5.1 unn 5.1.1) n, B COOTBETCTBMM C HUMWU,

yCTaHOBUTE BbllLEeYyKa3aHHbIE MapamMeTpbl.

NMPUMEYAHUE!
B cnyyae HeoGXoaoMMOCTU ANS HAcTPOMKM CeTeBbIX MapamMeTpoB YCTPOWCTB obpatutech K Bawemy

CeTeBOMy afMUHUCTPaTOpY.
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[ns NnpMMeHeHUs1 U3MeHeHWI CeTeBbIX HACTPOEK KaMepbl HaXMuUTe KHomnky [CoxpaHuTb],

nocre 4yero NOABUTCA yBeJOMIMEHNE O Nepes3arpyske yCTponCTBa.
Mocne nepesarpyskn IP-kamepa 6yaeTt gocTynHa no 3agaHHoMy Bamu IP-agpecy. Ha atom

HaCTDOIZKa npoBOAHOIO NOAKNK4YeHNA |P-KaMepr 3aBepLlieHa.
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5.6. Bo3BpaTt HacTpoek noakntoyeHus MK kK nepBoHavyanbHbIM 3Ha4YEHUAM

I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

YT06bl BEPHYTb 3HAYEHMSI NMPOBOAHOIO CETEBOrO MOAKIOYMEHUSI K YCTAHOBIIEHHLIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OeicTBuS.

Haxwmute lMyck — lManenb ynpaeneHus (Puc. 5.31).

9 Internet Explorer >
@ Skype > BEWARD
|5 Microsoft Office Excel 2007 Nl Aowpaermur

WsoBpaxenna
_.a BroxHoT »

Myssika
@ DVR Server

Wrpsi
m BRSCentroller

Komnbrorep

w BEWARD IP Visor
w BEWARD Player

T
Tiagn, Ty
oy, Gl

Makens ynpasaerns
YcTpoiicTea 1 NpUHTEpL

Mporpammel Mo yMon4aHu:

)
4, Cnyxcbel komnonenTos _
Cnpaska u nogaepxka

> Beenporpaue

o= - | T ———
‘ Hadmu npozparmsi u alisei 2 |

3asepLuenne pabotel | F

Puc. 5.31
B oTkpbiBwEMcA AguanoroBoM OkHe BbibepuTe nyHKT [[IPOCMOTP COCTOAAHUA ceTU M

3apayv] B pasgene [CeTb n UHTepHeT] (Puc. 5.32).

F=REERX
6 [ owconaremympanenis 5]

@ v [MaHenb ynpasneHna

Ha::TpoﬁKa napaMeTpoE KOMNbHITERA Mpocmorp:  Katercpua =

Cucrema v DesonacHoCTs
MpoBepka cOCTOAHNA KOMMNBIOTERE
ApXMEWPOBAHME JAHHBIX KOMMEHITEDE
Mownck u ncnpasneqne npobaem

NHTepHeT
[1 OCHMOTE COCTOAHWMA CETW M 33434 I

BeiGop napameTpoe gomaluHei rpynnel u obuere
A0CTYN3 K A3HHBIM

ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpPUHTEROE
JloBasnenne ycrpoiicTea

[porpammel

¥aaneHne nporpammbl

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrieHa packnagkv KNaBmaTypbl Wan apyrix
cnocoboe BEOA

MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

Puc. 5.32
B oTkpbiBLIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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E=SREEx

m ;.: €« Ceto v MHTepHeT b LLEHTp ynpaBneHina ceTamn 1 oBuimm gocTynom - || TMouck & naHenu ynpaanesus e

Manens ynpaenexma -
ACMELUHARA CTpaHNUE

Mzmenenne napameTpos
agantepa

VIZMEHNTS AONOAHNTENBHEIE
napameTpel obLere AocTtyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

MpoCcMOTP OCHOBHBIX CBEAEHWA O CETH M HACTPOMKa NoAKNHUEHWA

A w @

BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo
Heckoneko cetei HHTepHeT
MpocmoTp akTUBHBIX CETeil MogkNHO4EHNE UK OTKNHOUEHNE

Cemn 4
OBuwecTaeHHan ceT

Tun gocTyna: WHTepHer

MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika GecnpoBodHoro, LWMPoKSNoADCHOrD, ModemHero, npamore wan VPN-nogentodedns
WM KE HACTPOIKE MAPLUPYTU3ITOPa AW TOYKN JoCTyna,

‘5‘ MogKNHYUTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD WAK Nogkntodedne k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos obliero aoctyna

OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
W3MEHEHWE NapaMETPOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

[AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHWA 06 ncnpasneHin,

Puc. 5.33

B oTkpbiBLIEMCS OKHE HaxmuTe kHonKy [CBoncTBa] (Puc.5.34).

@ Cocroanue - Mogkam4enne No NoKanbHOH < .
Ofiwne

MoakntYeEHe

IPv4-noaKmOYEHME: WHTEpHET

IPvG-NOAKMOHERNE: Bes goctyna Kk MHTepHeTy

COCTOAHUE cpefbl: MopknioYeHo
044733

100.0 MBMT fc

AnMTensHOCTE:
CKOPOCTh:

AKTMBHOCTE

—_——
OTAPaBNEHD —— &1! ——  [IPMHATO

BaiiT: 79188140 |

805 509 770

(B i )| Borenvors) (vemacmns

Puc. 5.34

B OTKpbIBLWEMCA OKHE CBOWCTB CETEBOro MOAKIYEHMUS HeO6XODMMO Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
vl .Q Mnarmposwwk nakeTos QoS
[w] gCnyxﬁa AOCTYNE K aifnam 1 npuHTepaM ceTeit Micro—,

.2 [TpoToKon

-. P MpoTokon HHTepHem BEPCHN -i{TCF‘ IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA
i OTBeTUMK 0GHAPYXEHWA TONONOrMKM KaHaanoro )"pOE -

[l I

)

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.36
OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawewmy MK HasHavyancs aBTOomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] wn [[onyuntb appec DNS-cepsepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTkpbITbiX OKOH (Puc. 5.37).

Ceoitcrea: Mpotokon MkTepHeTa sepenn 4 [I'CPJ"]PM]__& lélg

Obme ANbTEPHATHEHARA KOHQHM ypaLmMs ‘

MNapameTpel IP MOryT HasHAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOMOMHOCTE, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE Y CETEEOr0 AOMMHUCTPATOPA.

(@ Monyunts IP-aApec a5TOMATUNECKI I

{0) MNoNb30BaTE CREAYHOWMA [P-aapec:
IP-aapec:
Macka NoAreTH:

OCHOBHOA WK

| (@ MonysnTb anpec DNS-CepEEpa SETOMETHUHECKK I

(7) Mnons308aTh CNEAYIOWKE aapeca DNS-Cepsepos:

MpeanouMTaeHeR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BbIX0AE ——

Puc. 5.37
Ecnu nsHavaneHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Toraa BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykoBoacTea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.38).
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Ceoitcrea: Mpotokon Wktephera eepcun 4 (TCP/IPvA) @Ig

Obwne

MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BTN CETE
NOAAEPHMBZET 3TY BOIMOKHOCTE, B MPOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPETOPA,

() MonyunTe IP-anpec aETOMATHUECKM

(@ Wcnonbsosate cieaytowmii IP-agpec:

IP-appec: 192 168 . 1 .
Macka noaceTu: 255,255,255 .

OCHOBHON Whos: 192 168 . 1 .

Mony4mTe agpec DNS-cepsepa asTOMATHHECKN

a WnonesoBaTte cneayolwme agpeca DNS-cepsepos:

MpeanourTaemeiin DNS-cepeep: 192 .168. 1 . 1

ANbTEPHATUEHLIA DNS-CEpEED:

[T NoaTeepanTE NapaMeTRE! NPK BEIXORE

Puc. 5.38

5.7. TpoBepka npaBUNBLHOCTM HACTpPoOeK MoaknyeHnsa IP-kamepbl K
NokKanbHOW ceTun

[Ona KOHTpONsi NpaBWMNbHOCTUM CEeTEBbIX HACTPOEK KamMepbl W KOMMbOTEPA HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblibepuTe cTpoky [Internet Explorer].

Beegute B agpecHon cTpoke IP-agpec, nNpuUCBOEHHbIM kamepe  (Hanpumep:
http://192.168.1.166) (Puc. 5.39).

o )| 2 httpi//192.168.1.166/ £ - 3| @ Mycras crparinua x A

Puc. 5.39
an npaBUIibHbIX HaCTPOVIKaX OTKPOEeTCA OKHO aBTOopusauunn. ,D,J'Iﬂ aBTopusaumn Beegnute

UMs nonb3oBaTtens u naponb, nocne vero Haxmute [OK] (Puc. 5.40).

BHUMAHUE!

Mms nonb3oBatens no ymonyanuto: admin. MNMaponb no ymonyaxumio: admin.

PykoBoacTso no HOHKIIG ODM 39
W T=XK/1I04N.pgh L=


Пишущая машинка
Скачано с

Штамп


I'nasa 5. Hacmpotixa npoo0Ho20 coedunenus

Besonachocts Windows

iexplore.exe

[lna Bxoaa Ha cepeep 192.168.0.70 Hy>XHbI MMA
NONbL30BaTENA W Naponb. Cepeep COOGLI.[BET 0 TOM, UTO OH
Haxoautca B B1210DM H.264 IP Camera - 005A2132E16D.

| admin

OK

D 3anoMHUTE YUETHbIE AaHHbIE

o

Puc. 5.40

Mpn nNpaBMNbHO BLINOJTHEHHbLIX AeNCTBUSAX Bbl cMoxeTe 3antn B BebG-uHTEpdenc yepes

Gpaysep 1 yBnaeTb nsobpaxenue ¢ Bawen IP-kamepbl (Puc. 5.41).

NMPUMEYAHMUE!

Puc. 5.41

B CrnyyYyae HeyaadHoro coegunHeHusa C Kamepon, npoeepbTe NPaBuJiIbHOCTb MOAKIMHOYEHUA K ﬂpOBOﬂ,HOVI

CeTn, BepHUTeCb B Ha4varno [aHHOW rnaBbl 1 noBTopuTe HaCTpOI7IKy. B cny4yae HeobxooMmMocTun O6paTVITer

k Balemy cucteMHoOMy agMUHUCTpaToOpYy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHUA o noaknovYeHun IP-kamepbl K cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOMbKo M3

nokanbHOM CeTu, HO U U3 ceTn NIHTepHeT.

B atom cnyyae ana ogHoBpemeHHOW paboTbl KOMMbOTEPOB, HOyTOykoB, IP-kamep u

apyroro obopyaoBaHus B ceTn VMIHTepHEeT, Yalle Bcero, UCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna K IP-BugeokamepaMm u3 cetn WHTepHeT, Kak npasuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. NmeeTca BblaeneHHbIM NpoBangepoM BHeLHMN cTatudeckun IP-agpec wnn PPPOE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNMIOYEHUSA TONbKO OAHOW IP-kaMepbl U He MOXEeT BbiTb Ha3Ha4yeH eLe Kakomy-
nmnbo yCTponcTBay.

2. VimeeTcs BblOeNEeHHbIM NpoBaMgepoM BHELLIHWA cTatudeckuin |IP-agpec, KOTOpbIn
NCnonb3yeTcsa Ans NoaKtoYeHns K cetn MHTepHET foKanbHON CeTu, K KOTOPOK, B CBOKO
ovepedb, NMaHMpyeTCs NOAKMYUTL OAHY WnM Heckonbko IP-kamep. [pu Takom
NOAKMIOYEHNN UCNOoNb3yeTca MapLupyTnsatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBWUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLupyTU3aTopoM NopToB.

3. [llpoeangep He BblAensieT BHEWHWW ctatudeckun IP-agpec. IP-agpec HasHayaeTcs
npoBangepomM ANHAMUYECKNU, TO €CTb TakK, YTO MPU KaXXJoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHSieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yeped ADSL n GPRS). B atom cny4yae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OAHOW WU HECKOMbKUX KaMep K ceTu
MHTepHeT, BHe 3aBMCMMOCTM OT TOro, Kakou |P-agpec BbligeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMO 3afenCTBOBaTb MHTEPHET-CryxObl, paboTtatowme ¢
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.
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6.2. Mopaknio4vyeHne nNpU CTaTUYECKOM BHELLIHEM

coeanHeHUun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

IP-appece wnu PPPOE-

Ans nogknioyeHnst IP-kamepbl k cetu MHTepHeT HeobXoAMMO M3MEHUTb €€ CeTeBble

napameTpbl B COOTBETCTBUM C AaHHLIMK, NOSyYeHHbIMM OT NpoBanaepa. Kak npasuno, npoeanaep

npegoctaBnsieT crneylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKkuin),

Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

Ana nonyyeHnsa goctyna K IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy

HeO6XOD,I/IMO BbINOJTHNTbL cnefyuwne waru:

War 1: nogkniounte IP-kamepy Hanpsimyio kK Bawemy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5

OaHHOro PyKOBO,EI,CTBa) B COOTBETCTBUN C HaCTpOIZKaMI/I, npeanoctasiieHHbIMU Bawwum MHTepHeT-

nposangepom (Puc. 6.1).
Be\VARD

TNokanbHele HacTporika LAN

Bupeo
Wcnonsaoeate IPv6 []

DHCP

CeTb

> OCHOBHEIR

T TT— 4 2
> PPRoE IP-anpec | 173. 104. 120 202

oo e
> E-mail } 255. 255. 255. 252
OCHOBHOA WA | 173 . 194. 120 211
Mpeanountaensid DNS | 173 j94. 122, 1
AnsTepHaTMEHbI DNS | 173 jg4. 122, 2

> FTP
> DDNS
> PFTP

MAC-agpec 00-5A-21-32-51-0B
> RTSP
> s

Januce
Tpeeora
CUCTEMHLIE

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kKamepa AomkHa OblTb 4OCTYNHA B ceTn VHTepHerT.

B npvBeaeHHOM npumepe npoBanaep NpeaocTaBun creayowme AaHHbIe:

e |P-appec: 173.194.122.202

e Macka noacetun: 255.255.255.252
e OcHoBHOWM wWn3: 173.194.122.211
e DNS-cepBep 1: 173.194.122.1

e DNS-cepBep 2: 173.194.122.2

B obwem cnyyae, anga obpaileHus k IP-kamepe 4Yepes ceTb VIHTepHET B agpecHOn CTpoke

Opaysepa BBOAMUTCA cneaywlowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepsbl,
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<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-

noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGLI OOpaTuTbCs K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxoammo HabpaTtk 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpu nopkntoyeHun K kamepe 4deped HTTP-nopT, 3agaHHbI NO ymMoOn4YaHuio (3HadeHne paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWE NO ctaTtudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT goctyn kK cetu WHTepHeT u4epes PPPoE-
coegvHeHue. B aTom cniyyae, oH npegoctaBnsaeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa B1210DM nopgpepxuBaet PPPoE-coeguHeHne. [na ero wucnonb3oBaHus
Heo6xoaUMO BbINONHUTE CreayoLme LWwarw:

War 1: nogkntounte IP-kamepy k Bawlei nokansHom cetr unu Hanpsimyto K MK (cm. Maey 5).

War 2: sBongute B meHio PPPoE-HacTpoek IP-kamepbl: Hacmpoliiku — Cemb — PPPOE.
(Puc. 6.2).

BEWARD [ roconcrn [ socponsmavors [ tocvon | tpuson | __owca__]

TNokaneHele HacTtpoiika PPPoE

Ayauo

Bugeo Brnownts []

Cern AyTeHTHdukaLyA

> OchosHsle e |

S Monkaosarens
- raons

BpeMs oHNaiH

> E-mail

> DDNS

> PPTP

> RTSP

> HTTPS
Banuce
Tpesora
TepMHHan
CHCTeMHEIE

Puc. 6.2
War 3: B TekcToBbIX Nongx [[Monb3oBaTens], [[Taponb] BBeANTE 3HaYEHUSA, NONYYEHHbIE
oT MIHTepHeT-npoBanaepa
LWar 4: Bbibepute TMn wudposaHua “CHAP” wnu “PAP” ans npoBepkM MNOASIMHHOCTU
CoeNHEeHUS.

LWar 5: ona npuHATUS U3MEHEeHN HaxxmnTe KHoMnKy [CoxpaHuTb].

BHUMAHMUE!

Ons BCTYynJeHna ceTeBblX MNapamMeTpoB B CUITY Tpe6yeTCﬂ nepesarpyska yCTpOﬁCTBa.
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War 6: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

BHUMAHMUE!

Mocne nogkntodeHuns IP-kamepsbl K BbigeneHHon cetu Ethernet oHa 6yaet goctynHa B cetu VIHTepHeT nog

IP-agpecom, NpMcBOEHHbIM e Balimm npoBarigepom n otobpaxaemebliM B none [Agpec] (cm. Puc. 6.2).

Ona obpaweHus k IP-kamepe B cetn VHTepHeT B agpecHon cTpoke Gpaysepa BBOAMTCA
cnenyowmin 3anpoc: http://<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, Ha3Ha4YeHHbIn Bawwmm
nposangepom npu yctaHoBneHun PPPoE-coeanHeHusn, <Port> — 3HaveHne HTTP-nopTta (no
ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!

Mpu nopkntoyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymMoON4YaHuio (3HadeHne paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa umeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAawmMmcs B

noKanbHOM ceTu
Ecnn goctyn B ceTb MIHTEpHET ocyLuecTBNsAeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, onst nogknoYeHus NoKanbHON CeTU NCMOoNb3yeTcs MapLupyTU3aTop.

BHUMAHUE!

[Ona ucnonb3oBaHUA [aHHOrO MeToda MNOAKMYeHus Heobxooumo 3apaHee npuobpectn y Baiwero
nposaiigepa MYBJIMYHBLIA CTATUYECKWA IP-agpec. [MpoBaigep npenocTaBnser, kak Npasuno,
OVNHAMUYECKUA BHYTPEHHWI IP-agpec, KOTOpbI [OCTYNEH TOMbKO B MOACETM npoBaiigepa.

MoaTomy yTouHMTE TUN ncnonb3dyemoro Bamu IP-agpeca 3apaHee.

Ins Toro, utobbl NnogkntounTbes K IP-kamepe n3 cetn NHTepHeET, Hago obpatuTtbes no IP-
agpecy, BblgaHHOMY NMpoBangepoMm («BHELWHUNy IP-agpec maplupytTmMsartopa), U K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEepHeT Ons Bcex Kamep, HaxoOsWuxXcs B OOHOW JloKanbHOW CeTw,
CyLLeCTBYeT TONbKo oauH IP-agpec (BblgaHHbIM npoBangepoMm). [1oaToMmy ons 4oCTyna K 9TUM kamepam

HEeOOXOAMMO KaXKAoN HasHa4yMTb CBOW rpynbl MOPTOB.

Ins atoro TpebyeTcs BLINONHUTL Cneayolmne oencTBus:

o /13meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKAMU, NMPUHATBIMU
B Bawen nokanbHowm cetn (CM. NyHKT 5.5 ANsS NpoBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO NepeHanpaBrneHns noptoB. [JaHHaa yHKUMA nossonseT
nepeHanpaensaTb obpalleHns u3 ceTn VIHTepHeT K KakoMmy-nnbo yCTpOWCTBY,
NOOKITOYEHHOMY K JloKanbHOW ceTu, ¢ BHewHero WAN-unHTepderica mapLlupytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneymBaeTcss NpPaKTUYECKM NHOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyulectByeT ABa cnocoba HaCTpOMKM MapLlupyTudauuun (nepeHanpaBreHuns

nopToB):

e ycnosib3oBaHme TexHonorun UPnP B kamepe 1 mapLupytmnsaTtope;

e pyyHad YyCTaHOBKa nNapamMeTpoB MepeHanpaBreHns MnopToB B  Kamepe WU

mapLupyTusatope.

NMPUMEYAHUE!

TexHonorusa UPnP gaHHOM Moaenblo Kamepsbl He noaaepXusaeTcs.
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6.3.1. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHusi IP-kamepbl K ceTu  WHTepHeT C€ nomoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLupyTN3aTopoB
pasnnyHbIX MoAEeNen BbINONHAETCS CXOXNUM 0b6pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeEeT crnefyowmn nyonnyHbin ctatudecknn IP-agpec, BblOaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapwpyTtmsatopa), «192.168.1.199» - IP-agpec kamepbl. [Ond HACTPOWKM UCMOSMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkniodeHus IP-kamepbl Kk cetn UHTepHeT TpebyeTca HasHauuTb MopThbl, Yepes3
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadveHus: HTTP-nopt — «80»,
MNopT AaaHHbIX — «5000», RTSP-nopTt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi BCex Kamep, HaxoOsWMXcsi B OOHOW JlOKanbHOW CeTw,
cylecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeobxoQMMO KaxaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[Ons nsmeHeHns noptos IP-kamepbl BbINONHUTE cnefyowne AencTBUs:

BHUMAHMUE!
MopT AaHHbIX 0653aTENbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pasrinyHble 3Ha4YeHnA nopTa AaHHbIX.

War 1. B BeO-mHTEpPdeNnce kamepbl OTKponTe pasgen MmeHiwo Hacmpoliku — Cemb —
OcHogHbIe.
War 2: Beeaute B none [[MopT AaHHbIX] HOBOE 3HA4YeHWE, OTNINYHOE OT 3HaYeHUst Mo

ymMon4aHuio. Hanpumep, nyctb B Ka4ecTBe NopTa AaHHbIX ncnonb3dyetca nopT «5001» (Puc. 6.3).
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Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

BE\VARD

ToKankHble OCHOBHBLIE HACTPOHKM

Bugeo

— HTTP nopr

Py ONVIF-nopt (2000

> PPPoE

> E-mail

> FTP

> DDNS

> PPTP

> RTSP

> HTTPS

Januce

Tpesora

CucTeMHble

Puc. 6.3
LWar 3: Ans npuMeHeHnst HacTpoeK HaXXMUTe KHOMKy [CoxpaHuTb|.
Takum obpasom, nopTbl AnNs JOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTn ByayT:
HTTP-nopT — «80», MNopT AaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cneaytowme noptbl: HTTP-nopt — «80», lNopT
JaHHbIX — «5002», RTSP-nopT — «554» u 1.4.

Kamepa HacTpoeHa. OcTanoch NpasunbHO HACTPOUTL MapLLIpyTM3aTop.

[na HacTpoMKM MapLupyTU3aTopa BbINOJSIHUTE crneaylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBMBLLEMCSA OKHE aBTOpM3aLMn BBeAUTE NOTUH 1M napornb. [locne

yOa4HoW aBTopM3aLmmM OTKPOETCS OCHOBHas CTpaHuLa HacTpoek mapLipytusartopa (Puc. 6.4).

450M Wireless N Gigabit Router
Model No. TLAWR2543ND

TP-LINK'

Status

Quick satup

wePs
Network

Firmware Version: 3.13.27 Build 121207 Rel 613550
Wireless

DHCP
USB Settings
Forwarding LAN

Hardware Version: WR2543ND v1 00000000

!

security
Parental Control

Access Control

Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255255 2650

Wireless

Wireless Radio:

Name (SSID):

Enable
TP-LINK

Puc. 6.4

War 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nossBuBLIEMCH MEHIO

HaxmuTe kHonky [Add New] (Puc.6.5).

PykoBsoacTeo no FOAKNG ODM 47
W T=XK/1I04N.pgh L]


Пишущая машинка
Скачано с

Штамп


I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK'

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP

Enable All Disable All Delete All

USB Settings

— Previous Next
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.5
War 3: go6aBbTe npaBuna nepeHanpasneHns noptos ans IP-kamepsl (Puc. 6.6). 3apanTte

cneayoLwme napameTpbl:
[Service Port]: ykaxuTte nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN NepeHanpasreHns nopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopTos AnanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopT, UCMOMb3yeMblil B aHHbI MOMEHT Ans A0CTyna K Kamepe 13

nokansHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, AnA KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.6).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardi Protocol: All -

s Status: Enabled -
- Port Triggering
== Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

Puc. 6.6
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BekVARD I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

LWar 4: HaxmuTe KHOMKY [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.

6.7).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next |

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.7
LWar 5: Tem xe cnocobom aobaebTe npasunio ans nopta RTSP (Puc.6.8).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify
T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delste
Forwi
Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All
- Port Triggering
-DMZ L

Previous Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing
Bandwidth Control

IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.8
LWar 6: n ewe ogHo npaswunio and NopTta aaHHbIX (Puc. 6.9).

BHUMAHUE!
HTTP-noptel 1 RTSP-nopThl Kamep MOXHO nepeHanpasnsaTb C MOMOLLbIO BUPTYanbHOro cepsepa, ogHako

NOopPTbl AaHHbLIX Y KaMep OOJIKHbI ObITb pa3HbIMU N TPpaHCNNPOBATbLCA NMOPT B I'IOpT!
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BekUARD I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

181 80 192.168.1.199 Al Enabled Modify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
P 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-uPnP
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9
LWar 7: ecnu Bbl ucnonb3yeTte HECKONbKO Kamep, To Bam HeobxoanMmo noBTopuTh Wwarn 2-6

Ans octanbHbIX kamep (Puc.6.10).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port 1P Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding [_Previous ]

Dynamic DNS

System Tools

Puc.6.10

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbLI NOMAY4YMTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblgaHHOMY nNpoBanaepom («BHewHun» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3HayYeHHbIN Kamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpalweHnsa K Kamepe u3 cetu
WHTEepHeT Heob6xoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Ipunosxcenus

MpunoxeHus

MpunoxeHne A. 3aBoACKNe YCTaHOBKM

Hwxe npueeneHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKUX YCTAaHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
Lnto3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMmMHUCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
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MpunoxeHue B. NapaHTUnMHbIe 06A3aTenbCTBa

B1. O6wue cBepgeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHbl cootBeTctBoBath TOCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOJTHEHNSI YCTPONCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTaloLLENn
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS crnegyeT WUCMNOoNb3oBaTb CeTeBble PUNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. dneKkTpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TPebOBaHUSAM dreKkTpomMarHuTHon comectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonoMex, cosgaBaeMblX annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKOBOACTBE MO aKcnnyaTauuu ans
KOHKpeTHOro ycTtponctea. [na yCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MUTaHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [N yCTPOMCTB C BHELUHUM
CTabunM3npoBaHHbIM adanTepoM MNUTaHUS — UCTOYHUK nutaHus 5 B 5% wnm 12 B £10%

(HanpspkeHne nynbcauun — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetolwme BCTPOEHHbIM BNOK NUTaHUS, OOMKHbI ObiTh 3a3eMneHbl nyTem
MOAKMIOYEHNss K creumanbHblM pO3eTKam OMeKTPONUTaHWs C  3aseMriieHneM wunu nytem
HenocpeacTBEHHOIO 3a3eMfIeHMs Kopryca, €CnvM Ha HeM npefycMOTpeHbl cneuuarbHble
KpenexHble 3neMeHTbl. 3a3emneHve 9neKTponpOBOAKU 34aHUA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MYS (MpaBuna Yctponctea AnekTpoyctaHoBok). Ob6opynosaHme
C BbIHOCHbIMW Oriokamu nuUTaHWs M agantepamMu Takke AOMKHO ObiTb 3a3emneHo, ecrnv 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHusa. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn u NVHWIA, NPOKNaAblBAaeMbIX MO HapYXXHbIM CTeHaM 30aHUA U Ha
Yyepakax, OOIPKeH BbITb BbIMNOSTHEH 3KPAHMPOBAHHLIM Kabernem (Mnu B MeTannopykase), 1 fIMHUK
OOIMKHbI ObITb 3a3eMneHbl C ABYX KOHUOB. [lpuyem, ecnu oamH KOHeL, aKpaHa nogkntoyaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3a3eMfieHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMieHuo Yyepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA N NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMOMELLEHNsIM, Ha BXodax 0bopyAoBaHWUS OOSDKHbI OblTb YCTaHOBMEHbI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNocMOTpeTb B TEXHUYECKOM OMUCaHMM  KOHKPETHOro
obopynoBaHusi. MakcumanbHasa pabodvas Temnepartypa — 3TO TeMnepaTtypa, Bbllle KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLecce ANUTeNbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSAUMM yCTpOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokaM M CO CTOPOHbl 3agHen naHenu ycTtponcTtBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unuM  CTOWKy JommkHa ObiTb obecnedyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B LWKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpyXXaloLlero Bo3gyxa M BeHTUNsSuMa AOMKHbl obecnedmBaTb
HeobxoauMbIA  TemnepaTypHbi  pexum obopyaoBaHus (B COOTBETCTBMM C  TEXHUYECKMMM
XapakTepUCTUKaMM KOHKPETHOrO 060pya0BaHMS).

MecTo ansa pa3smeLyeHns o6opyaoBaHus AOMKHO OTBeYaTb crieaytowmmMm TpeboBaHnAM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoB BMaru, arpeccuBHbIX cpes.

B) B nomewieHun, roe ycrtaHaenvBaeTca oOOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OA4HOro pasa B
rog C Uenbl yganeHus u3 Hero nbinn. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4YyeHune npoaoInKUTESNIbHOro BpeMeHw.

B9. NMoakntovyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNIOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaA4YeHMEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. NapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnmyHbiX KOHUrypaumsx n obnactsax NpMMEHEHUs!, U He AaeT HWUKaKOW rapaHTuu,
yTO 0BGopyaoBaHMe ob6s3aTtenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHMAMWU KNMEHTa npwu
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NOBpeXOeHUN BHELWHUX WHTepdencoB obopyaoBaHMs (CeTeBblX, TeNeMOHHbIX, KOHCOMbHbIX W
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM M YCIOBUI XPaHEHWS,

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXap, HAaBOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHW MO pa3MeLLEHMIO, NOAKIIOYEHNIO U SKCMyaTaunm;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOOAT 3@ paMKM OOMNYCTUMbIX 3KCMfyaTauMOHHbIX XapakTepucTuk, nnbo He
NnpeayCcMOTpPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4YecTBO WU

T.M.).
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MpunoxeHue C. lNMpaBa n noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBreHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIMEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTalibHble TOProBble MapKn npuHaanexar ux sragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbiX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboyumx XapakTepucTuK, Wnm
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundudecknx uenax. OO0 «HIMM «besapg»
NPUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO Mo akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a NioOble oneyaTtku wnu
NPOMycKK, KOTOpPblE, BO3MOXHO, NPOU3OLLINN NpY HanMcaHun gaHHoro PykoBoacTtaa.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcnsiyataumm N3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeasaputensHoro yeegomnenus. OO0 «HIIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXKaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WUITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HaCTOSILLEM
PykoBoacTtBe no akcnnyatauum, U OocTaBngeT 3a cobon npaBO BHOCUTb M3MEHEHMS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onvucaHHble B Hem, B noboe Bpemsi 6e3 npegBapuTenibHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBUNbHONW WNW  HEMOMHOW, wunu BBOAMT B 3abnyxaeHue, mbl Oyaem Bam «kpawnHe

npu3HaTesibHbl 3a Bawu KOMMEHTapun 1 npeaioxXeHuns.

C3. Npenynpexaexnsa FCC

3710 06opyaoBaHME ObINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NONOXEeHUsT O LNUPOBLIX YCTPOMCTBAX, NpuHagnexawmx kK knaccy A, 4vactu 15 [lpasun
depepanbHon komuccum no ceasm (FCC). 3tu orpaHnyeHuss 6binn paspabotaHbl B Lensx
obecneyveHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPWM WUCMONb30BaHWUA
obopynoBaHUA B KOMMeEPYECKUX Lendx. 3To obopyaoBaHME MOXeET M3rnydatb, reHepupoBaTb U
MCNonb3oBaTb SHEPrui B pagvmovacToTHOM AuanasoHe. Ecnn pgaHHoe obopypoBaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMIOHEHUSIMW OT HacToswero PykoBoacTea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a nNpu yCtaHoOBKE B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTtom cnyyae Bnageneu Oyaet o6s3aH mMcnpaBnsTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNoOMeEXM BO BHELUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTeslb MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPDI.

C5. Noagepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHbIE AaHHble Bbl MOXeTe HaWTu Ha canTe

http://www.beward.ru/.

Mepen obOpaweHueM B Crnyxby TEXHUYECKON NOAOEPXKKU, MOXKarnyncra, NoaroToBbTe
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuobpeTeHus
IP-o6opynoBaHus), Aata noKynku.

e CoobLieHns 06 owmnbkax, KOTopble NOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpOGnemsl.

e Bepcua npowwvBkM n 4yepe3 kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HMKNa npobnema.

e [lponsBegeHHble Bamu gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Yem nonHee OyaeTt npeacrtaeneHHas Bamu mHdopmauwms, Tem ObicTpee cneumanuctbl

CEePBUCHOrO LieHTpa CMOoryT nomoyb Bam pelmnTb npobnemy.
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MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue

= = = > \;/ > \g/ x x o o

Pesuansa / SN Mopenb S = Do: % 8 8 8 ol o % % 8 8 8 8 | =Z| ol o
Ol z| 2| 2|l Zz @] o] ®m| m| O] @ o| m| & m| ®| @] &a] O O B| @
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + +
21488\9/30/02278 TP-Link TL-POE150S + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + + + + + + + + + + + +
AFOOO\éLZH{OOOSZ Planet POE-2400 + + + + + + + + + + + + + + + + + + + + + +
A3101\]/.?lz{00490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + +

V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + +
A920431700088 PlazgitZE\G/'aW' + + + + + + + + + + + + + + + + + + + + + +
A920424400021 PI%%;B';\G/I\SAW' + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + - - + +
2415000211 Beward STL-11XP + + + + + A + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + gk + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + 4+ + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + 4 + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + .- + + + + + + + + + + + + + + + + + + +
1400100141 B%\gjgijgl\:,v + + + + + + + + + + + + + + + + + + + + + +

(6]
~
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MpunoxeHue E. MMoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensdemblin NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynbtumeannHbelx ciyx6 3G UMTS.
MHorve coBpemMeHHble MOBUIbHbIE TeneOoHbl MMET (PYHKUMM 3anucu 1M npocMmoTpa ayamo u

Bugeo B hopmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIM paspellaeT KOMMOHEeHTaM MporpamMmMHoOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 4A3blka(-0B), UCMONb3yemMoro Ans ux
co3gaHus. Beb-Opaysepbl MoOryT ynpaensaTb anemeHTamu ynpaeneHus ActiveX, gokymeHTamm
ActiveX wn cueHapusmmn ActiveX. 3OnemeHTbl ynpasneHmss ActiveX 4acTto 3arpyxawTcs Wu
WHCTanNNupyrTCa aBToOMaTUYecKn, Kak 3anpawmvBaembl. Cama no cebe gaHHasi TEXHOMNOMMUS He
ABNSAETCH KpoccnnaTtgopMeHHOM 1 NoaaepKmBaeTcsa B NofIHOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
abGoHeHTCKasA NWHUA) — MOLEMHAas TEXHONorus, npeBpallaiLllasl aHanoroBble CurHanbl,
nepefaBaemMble MOCPEACTBOM CTaHAAPTHOM TeNnedOHHON NNHUN, B LMAPOBbIE CUrHamMbl (MakeThbl

Ll,aHHbIX), no3BOJIAA BO BpeMA pa6OTbI coBepLUaTb 3BOHKWN.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pa3yroT ny4yn, CoeguHALLME 3a4HI0K TOYKY
00bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOSHME U Yalle Bcero
BblpaxaeTca B rpagycax. OObIMHO yronm 3peHust u3mepseTcss Ha 5uH3e, (OKYC KOTOpOW
yCTaHoBreH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHblE, HOPMaribHble N ANWMHHOMOKYCHbIE. B WMPOKOYronbHbIX 06beKkTMBax, KOTopble
Yallle BCero Ucnonb3yTecs Ans NaHOpaMHOro HabnogeHus, yron 3peHns coctaBngaeT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKYCHOro o6bekTmBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MPOTOKOST HM3KOrO YPOBHS, NpegHasHayYeHHbIn Ons
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT MPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCTpoeHHbIX
nosepx Ethernet. 3ToT npotokon wucnonb3dyetca gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOW ceTu TpaHcnuMpyeTcs 3anpoc gns novcka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 3TO (popmaTHOE OTHOLLEHME LUMPUHBI K BbICOTE KagapoB.
O6bwwmn dopmat kagpa, WUCMOMb3YEMbIA AONS TENEBU3NOHHBIX 3KPAHOB U KOMMbHOTEPHbIX
MOHUTOpPOB, cocTaendeT 4:3. TenesugeHne Bbicokon YyeTkoctTn (HDTV) ucnonessyet doopmaT kagpa
16:9.
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Authentication / AyteHTUduKauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsaBNEHHOrO MM  MAEHTMdUKaTopa; noaTBepxaeHue nognmHHocTn. OavH M3 cnocoboB
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosfib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOPEYUU HasbiBaeMOro «normHom» (login — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduAeHUManbHOW WHOPMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYeHMEM, KOTOPOe XpaHUTCA B crneumanbHon 6ase

OaHHbIX, U, B Cllfy4ae coBnageHuns, nponyckaeT nojib3oBaTtesid B CUCTEMY.

Auto Iris /| AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBToOMaTUYECKOE perynnpoBaHme
BENMMYMHbI guadparMbl Ansi KOHTPONSA KONM4ecTBa CBeTa, MOMagaltoliero Ha MaTpuuy.
CywectByeT gBa BapuaHTa aBTomaTudeckon perynupoBku anadparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOpMauun. BUTpenT NpMHATO Mcnonb3oBaTb MNPU M3MEPEeHUn 3PEKTUBHON CKOPOCTH
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MOXeT nepeaasaTbcsi cry»kebHasi HdopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMNeHcauus
3agHero cBeTa). TUNWYHbLIN NpUMEP HEeOOXOAMMOCTU MCMONb30BaHMA: YenoBeK Ha (POHE OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 0OLLYy0 OCBELLEHHOCTb CLEHBI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBETMOM (pOHEe OKHa BbINbETCH B UTOre "3acBeTKon" BCEN KapTUHKW. BkroveHne dyHkumm «BLCy»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomMaTn4eckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavaeTcs
ANS UCMONb30BaHUA B JNOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHMs (3anncu) B crnyxbe OOMEHHbIX
nmén (DNS) ansa obHapyXeHust Opyrmx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBasi agpecauusa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONSAOLWMI TMOKO ynpaBnsaTb NPOCTpaHCTBOM IP-agpecos, He ncnonb3ysi
XECTKMEe paMKu KrnaccoBon agpecauuun. Mcrnonb3oBaHWe 3TOro mMeToda MO3BOMSeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIM pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHWe pasnuyHbIX

MacoK NMoaceTen K pasnnyHbiM NoaceTAM.

CCD / N3C-maTpurua — 370 CBETOUYBCTBUTESNbHBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX

UMPOBLIX KaMmepax M NpeacTaBnsaloWUin coOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'II/IKCGJ'IGI‘/‘I), KOTOpble npeo6pa3y+0T CBETOBYIKO 3HEPIrnid B 3J1EKTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn opmy, MoOXeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkm AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI1
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeMbld TUM NONYyNpOBOAHMKA,
KOTOPbIA UCNONb3yeT Kak oOTpuuaTenbHyl0, TaK W MNOMOXUTENbHYK 3NEeKTPUYECKyo Lerb.
[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT ObiTb BKoYeHa B noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOSHEPTMK, YeM MUKPOCXEMBbI, UCNONb3yoLme
TONbKO OAMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHns KMOIT B HEKOTOpbIX MUKpOCXEMax
cogepxaTt cxembl 06paboTKM, OAHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBaTtb ¢ [M3C-

OaT4ynkamun, KoOTopble ABNAKTCA TakkKe bonee OopormMuy B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npyumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOMO AOMEHHOIO UMEHU YCTPOMCTBY (KOMMbIOTEPY, CETEBOMY HaKOMUTEMIO) C
AnHamnyeckum IP-agpecom. 31o mMoxeT 6biThb IP-agpec, nonyyernHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npuv yoanéHHoMm [octyne depe3 mogem). [pyrme MaluHbl B

MHTepHeTe MOryT yCTaHaBnmBaTb coeagunHeHne C 3TOM MaLUMHOM MO OOMEHHOMY UMEHWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm y3sna) — 3T0 CeTeBOW NPOTOKOS, MO3BOMSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrue napametpbl, Heobxoaumele ona pabotel B cetn TCP/IP. OaHHbIn
NPOTOKON paboTaeT no MoLenun «KNueHT-cepBep». [ns aBTOMaTMyeckon KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBoro YycTponcTBa obpaiwjaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero HyXHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHayaeT knueHTam IP-agpeca BHyTpu
3aflaHHOro AuanasoHa Ha onpeferneHHbld rnepuod BpemeHW. [aHHyto yHKUMIO noadepKusatoT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LinchbpoBoe yBenuuyeHne — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTUKK, @ C MOMOLLBIO KaapMpPOBaHUS NMOMYYEHHOrO C MaTpuubl n3o6paxeHns. Kamepa Huyero He
yBENMYMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

NnepBOHAYanbHOro paspeLLeHus.

Domain Server /| CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkoTEpamu (Ha
KOTOpbIX YCTaHOBMeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMkax

AOOMeHa noNydaeT Yy4eTHyr 3anuncCb, KOTOpasa 00bI4HO paspewaet 3apermcTtpnpoBatbCAa W“
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ncrnonb3oBaTb tobon KOMMNbOTEP B AOMEHEe, XOTA OAHOBPEMEHHO Ha KOMMNbKTEP MOryT ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)VILIMpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEUMYLLECTBEHHO B JTOKanbHbIX
KOMMNbloTEPHbIX ceTsx. CrtanpapTel Ethernet onpepensitoT npoBoAHble  COEAVMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJIYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu Bo3HMKHET HEOGXOOUMOCTbL NepeyCTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCTbLIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSIb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTbld U WHTepHeToM. Bpanamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensM OyaeT paspelleH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nMporpaMMHoe obecrieveHune, paboTalollee Ha KoMMbloTepe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOI7ICTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBA Kamepbl, onpeaensioLlee LWMPUHY ropusoHTanbHoOM 3oHbl 0630pa, KoTopoe
B CBOIO ouvepedb usmepsdeTtcs B rpagycax. Onpenendercsa Kak pacCctodHne oT nepedHen rnasHom
TOYKM [0 nepegHero dokyca (Ans nepegHero YOKyCHOIO pacCTOsiHUA) U KakK pacCTosiHue oT
3a4Hewn rmaBHON TOYKM 00 3adHero dokyca (angd 3agHero ookycHoro pacctoaHus). MNMpu atom, nog,
rMaBHbIMM TOYKaMW MOAPaA3yMEBAKTCA TOYKM MepecedeHns nepegHen (3agHen) rnaBHOWM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas 4yacToTta — KONMYeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BblAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YepeccTpoyHOM  pas3BépTkM uHTepdenica RS-170 wm B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTcs u3 AByX OoTAeNbHbIX obnacren
NNHWIA YepecCTPOYHON pasBepTkn 262.5 nnm 312.5 Ha yactoTte 60 vnmn 50 My ans Toro, 4ToObLI
cchopmupoBaTtb MOMHbLIA Kagp, KOTOpbIM 0TOOpasnTcs Ha skpaHe Ha yactote 30 wnm 25 Ty, B
BMgeokamepax C NPOrpecCMBHOM pPa3BEPTKOM KaXabl Kagp CKaHMPYeTCA MOCTPOYHO U He

SBMISIETCS YepPEeCCTPOUHbIM; BOMNBbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / lpotokon nepepaum c¢annoB) — 3TO NPOTOKON

NPUIOXEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonos TCP / IP. OH ucnonb3yeTcs, 4ToObI
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obmeHuBaeTca parvnamum Mexagy KomnbtoTepamu/yctponctBamm B cetTn. FTP  nossonsier

nogkntoYaTbes Kk cepepam FTP, npocmaTprBaTth coAepXnMmoe KaTanoroB v 3arpyxatb gainbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpoTOKONam MpUKNagHoro YpoBHS U Ons
nepefayv AaHHbIX UCNONb3yeT TpaHCMNOPTHLIN nNpoTokon TCP. KomaHabl 1 AaHHble, B OTNMYME OT
OonbLlUMHCTBA APYr1X MPOTOKOMOB MepeaatoTcs nNo pasHbiM noptam. Mopt 20, oTkpbiBaeMbl Ha
CTOpPOHE cepBepa, UCMonb3yeTcs ANa nepefayn gaHHblx, nopt 21 - ans nepegayn komana. Mopt

ana npunemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIN Aynnekc npencraBnaeT cobow nepepady
AaHHbIX OHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMPOU3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cuctemMamun. Takke nonygynsiekcHas cBsidb obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNX 3a O4WH pas.

G.711 — crangapT gns npeacraeneHnsa 8-outHon komnpeccun PCM (MKM) curHana c
yactoton aumckpeTtusauum 8000 kagpos/cekyHoy u 8 out/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoachcdmumeHT ycuneHmsa — KoOapULNEHTOM YCUNEHUS SABMSETCSA KOIPPUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YyCuUnuTenb YCUNMBaeT Cuny curHana.
KoadhpmumeHTbl yennenuns obbl4HO BblpaXkatoTcsa B eanHmuax molHoctu. deunben (ab) sensetca

Hanbonee yI'IOTpe6VITeJ'IbeIM cnocobom ans n3mepeHnda ycuneHua ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, CepBep
KOMNblOTEpPa, OENCTBYIOWNIA B Ka4YeCTBE MEXCETEBOro LIM3a, 3a4acTylo Takke OeWCTByeT U B
KayecTBe MPOKCU-CcepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBOM LN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaenATb NAKeT AaHHbIX, KOTOPbLIA NPUXOaNUT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro wn3a and AgaHHOoro nakeTa.

H.264 — 370 MexayHapoaHbI CTaHO4apT KOAMPOBaHWUS ayauo M BMAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI CTaHAapT COAEPXKUT psii HOBbIX
BO3MOXHOCTEN, MO3BOMSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLuyto MrMOKOCTb NMPUMEHeHUs B pa3HOobpas3Hbix ceTeBbIX cpegax. Mcnonb3yetcs B LnMpPOBOM

TenesuaeHun Bbicokoro paspetuerus (HDTV) n Bo MHorux gpyrnx obnactax umdposoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUAEO- U APYrMMU

MynbTumMeama cavnammn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca OO NONyyYeHus

noagreepXxgeHma o ero npasuriibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuMwWéHHbLIA NPOTOKON nepepaym
runepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBbiBalTCA» B Kpuntorpaduyeckuin npoTtokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3almTta 3Tux gaHHblx. B otnunumne ot HTTP, anga HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCMONb3yeTcs AN NoAKNHYEHNS
MHOIOYMCMNEHHBIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTPaTOp NepefaeT BCe AaHHbIE B YCTPOWUCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TONbKO nepegaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsiOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUMKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unum

MapLpyTU3aTop He OTBEYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHAapToB ANnsi 6eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unn 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 I'Tu, B To BpeMs kak ctaHaapT 802.11a no3BonsaeT 3aAaTb CKOPOCTb A0

54 MouT/cek. Ha nonoce 5 Twu.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpPOCTbio 50
n306paxkeHun (Ha3biBaeMbIX MOMAMN) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocnenoBaTesnbHbIX MNons
(nonykagpa) 3atem obbeauHsitoTcs B 1 kagp. YepeccTpoyHas pasBepTtka 6bina paspaboTtaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
XOopolune pesynbTaThl NPy NPOCMOTPE ABWXKEHMS B CTaHAApPTHOM M300pakeHuu, XOTs Bcerga

CylleCTByeT HEKOTOPOE NUCKaXXeHne I/I306pa)KeHVIF|.

Internet Explorer (IE) — cepusa 6pay3epoB, pa3pabatbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN ONUCLIBaET
nbine- W BRaro- 3awuTty kamepbl BugeoHabnwogeHus. lMNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpPAbIX YacTuy (Hanpumep, undpa 6 o6o3HayaeT NOSHOE WUCKITHYEHne

nonagaHunA I'IbI.I'II/I). BTOpaFI umbpa obo3HavaeT ypOBEHb 3alluTbl OT MNonagaHuA Xuakocrten
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(Hanpumep, uncpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHI/IVI.)

IP-kamepa — uUMdpoBas BuAeokamepa, OCODEHHOCTbIO KOTOPOW SIBRsSieTCs nepepaya

BMaeonoToka B undcpposoMm cdopmate no cetn Ethernet, ncnonbaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSAEMbIA O XPaHEeHUs oTon3obpaxeHnn 1 NogobHbIX UM n3obpaxkeHui. NMpu cosgaHum
n3obpaxeHmns JPEG nmeeTcs BO3MOXHOCTb HaCTPOWMKM UCMOMb3YEMOro koadduumeHTa cxaTtusl.
Tak kak npun 6Gonee HM3KkOM KO3ppUUMEHTe cxaTuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaeTcs obbem dpainna, cywectByeT BbIOOp Mexay KayecTBOM M306paeHus n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCnuUTEeNbHasA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEBONbLLYIO TPyNny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egmHuua n3mMepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KaK OCBELUEeHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4YeHus

YyBCTBUTEITbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEANHEHHONO K CETU YCTPOMUCTBA UIK, TOMHEE, ero nHTepdeinc

OnAa NOAKNMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MEpPEHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BGUTLI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, YToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AorkHa paboTaTb Ha

ckopoctn 10 unu 100 MouT/cek.

MJPEG (Motion JPEG) — nokagpOBbli MeTO4 BUOEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SIBMSIETCS CXaTue KaXO4oro OTAEeNnbHOro kagpa BWOEonoToka C NMOMOLLLI anropytMa
ckatna wusobpaxeHun JPEG. lMpn cxatum metogom MJIPEG MexkagpoBasi pasHuua He

YYUTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbIi CTaHaapT, UCMONb3yeMblin NPenMyLLLECTBEHHO AN CxXaTus
umdgposoro ayauo u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMoOnb3yeTca ANd BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMPOKOBELLaHUA, B KOTOPbIX aKTUBHO UCNOJb3yeTCA CKaTnue Ll,l/ld.)pOBbIX BMOeO N 3BYyKa.
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Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaensawTca onpedenéHHoMmy MOAMHOXEeCTBY ajpecatoB. Hapsgy c
NPUOXEHUAMW, yCTaHaBMMBaOWUMN CBA3b MeXOy WCTOYHMKOM W OOHMM [onyyaTenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan nHpopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcs Kaxgomy
nony4artento MHpopmauun nocnaTb CBOW MakeT AaHHbIX, TO eCTb OAHa M Ta Xe MHgopmauns
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumn npeacraenseT cobon pacwmperne IP-
agpecauumm, No3BONAKoLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensMm. MHOXecTBO
nony4artenemn onpegenseTca NPUHaANEXHOCTbIO KaXA0ro U3 HMUX K KOHKpeTHOoW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAY4atoT TOMbKO YNeHbl 3TOW rpymnnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLEeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TpPaavUMOHHBIM Noaxodom. Hanpumep, gobasrneHne HOBbIX Nofib3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CNOCOBHOCTM CeTU. 3HaYMTENbHO COKpallaeTCsl Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX CoeIIHEHUN.

Ana peanusaumn rpynnoBoW agpecauuum B NOKanbHOW CeTu HeobOXoauMbl: MOoAAepKKa
rpynnoson agpecaumm ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguHEHUM K rpynne 1 nofiydeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXeHME, UCMOoMb3ylollee rpynnoByd agpecauuio,
Hanpumep, BMAeOKoHepeHUunsa. TexHonorua «MmynbTukacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratnyeckas WM guHamumyeckas agpecauums. [pumepom
cTtaTudecknx agpecos ansTcsa 224.0.0.1 — agpec rpynnbl, BKovawwen B ceba Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLlpyTuU3aTopbl fokanbHoW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Af9 MPOTOKOMOB MapLipyTusauum u Opyrux
HU3KOYPOBHEBLIX MPOTOKOSIOB  NOJAEpXKW rpynnoson agpecaumn. OcTtanbHble agpeca
OVNHAMWYECKNn  UCMOMb3ylTCA  npunoxeHnsmn. Ha  cerogHAWHWN  AeHb  6OMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPXKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UM MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEHU) — CeTEBON
NPOTOKON ANSA CUHXPOHU3aLMN BpeMeHU C ucnonb3oBaHueM ceter. NTP ncnonb3dyet ana ceoeu

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SABMSETCH TeNeBM3NOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, OnpeaensoLnin

NPOTOKOIbI B3aMMOOENCTBUS TaKux yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli opyM, CO34aBLUMKA  [daHHbIA  CTaHOapT, OCHOBaH

kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTkn U pacnpoCTpPaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoAeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBU3MOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TeneBM3MOHHLIM CTaHOApTOM B CTpaHax EBponbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonorus, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE C AaHHbIMU SMEKTPUYECKYHD SHEpruio 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C NPUMIOXKEHUAMMU,
BbINOSIHAEMbIMW Ha APYrMX CETEBbIX XOCTax (B TOM YMcCne C APYrMMU NPUOXEHUSIMU Ha 3TOM Xe
xocTe). B 0Bbl4HOW KNMEHT-CepBEPHON MoAenu npunoxeHne nnubo oxuaaeT BXOASAWMX OAHHbIX
UNn 3anpoca Ha CcoeavHeHue («cnywaeT nopT»), NIMbo nocbinaetT AaHHble UNu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbII7I npunnoxeHnem-cepBepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAUHEHUs) — TMPOTOKOS,  MO3BONSANOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepeepy nocpeactBOM TeNnedOHHON SIMHUM.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHEHMEe, Takoe kak NinHua DSL, 6ecnpoBoaHoe yCTPOMCTBO U KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib3oBaTenu nokanbHOM ceTn MoryT
nony4yatb OOCTYNn C WHAMBUAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHbIM CEeTSM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTUBHBIN CNOCOO Co3aaHMs OTAENbHbIX COEAUHEHWI C yAaneHHbIM CepBEPOM

ONA KaXXgoro nosjib3oBaTersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsigke WX pasMeLleHns Kaxayl LWecTHaguaTylo [OM  cekyHabl. To ecTb CcHadvana
nokasbiBaeTcsl NMMHKUA 1, 3aTeM 2, 3ateM 3 1 Tak ganee. Takum obpa3om, n3obpaxeHne He ObeTcs
Ha OTAenbHble nonykagpbl. B 3ToM cnydae NONHOCTbIO mcyesaeT 3PdeKT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbICOKMM.

RJ45 — yHMOUUMPOBAHHbLIM pas3bém, WUCMOMNb3yeMbl B TeNeKOMMyHUKauuax, umeet 8

KoHTakToB. Mcnonbayetcs ansa cosgadus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTom napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOuKy OGnvkanwen

CeTW, B KOTOPYH NaKeT AaHHbIX OOMKEH OblTb HanpaBrieH Kak B CBOW OKOHYaTEmNbHbIA MYHKT
HasHadeHns. MaplpyTmu3aTtop co3gaeT uW/wnuM  noAaaepXkuBaeT — crnieuuwanbHyto  Tabnuuy
MapLLpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLmio, Kak TONMbKO OHa OOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WHorga MaplupyTM3aTop BKMAYEH B KayecTBe 4acTu CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN MPOTOKON B peXUMe peanbHOro
BpeMeHM) — 3TO npoTokon IP ons nepegaynm gaHHbIX (Hanpumep, ayavo Mnu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofnioBke AaHHblE, HEOOXOAUMbIE A5
BOCCTAHOBJIEHMSI TOfl0oCa UNU BUAEOU300pakeHna B NPUEMHOM Y3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro NpoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas METKA U HOMEP nakeTa. OT! NapameTpbl MO3BOMSAKOT NPY MUHUMAaNbHbIX
3agepXkax onpedennutb MOpPsSiAOK M MOMEHT [OEKOAMPOBaHMST KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe HmKenexailero nNpoTokona TpaHCNOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeaayn NOTOKOB B peXume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNPaBreHUs, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHus
TpaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHOroagpecHom unn ogHoagpecHon nepenayun n ans
cornacoBaHus ncnonb3yembix kKogekoB. RTSP MOXHO paccmatpmBaTh Kak MynbT AUCTAHLUOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpegocTaBnsgemMbiMmM cepBepoMm Mmynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayecTBe cTaHAapTHOrO NpOTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatm TMna SD) — dopmaT kapTbl naLl-
namsaTn, paspaboTaHHbLIA ANS UCMONb30BaHWA B OCHOBHOM B MOPTATUBHbLIX YCTpoMcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapartax, MobunebHblx TenedoHax, KIK, kommyHukaTopax u cmapTtdoHax, GPS-

HaBuUratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMS HaKOMIEHWs JIeKTpUYecKkoro 3apsiga. OTa [fgeTanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopM1MpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTon npoTokon nepegayn MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMSIETCH «NPOCTbIM» NO CBOEN CTPYKTYpPE, TO OH OrPaHUYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTU COOBOLLEHUA Ha Momny4alrolemM KOoHLUEe, N OH OBbl4HO MCMOoNb3yeTcs C OOHUM U3

AOBYX OpYyrnx npoTOKOJ10B, POP3 unu MNPOTOKOJIOM UHTEPAKTUBHOIO A0CTyMNa K 3ﬂeKTpOHHOI‘;1 noyrte
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(I'IpOTOKOJ'I |MAP) CayY NPOTOKOJIbl NO3BOJIAKOT NOJIb30OBATESTH0 COXPAHATb COO6UJ,€HI/IFI B MOYTOBOM

ALMKE cepBepa 1N nepnoandeckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / lpoTokon TPaHCMOPTHOro YPOBHA) — 3TN ABa npoTokona (npotokon SSL sasnsaeTtca
npueMHuKkom npotokona TSL) gaBnsawTcA  Kpuntorpaduyeckumu npoTOKONamu, KOoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BGonblunHcTBE cnyyaerB npoTokon SSL ucnonb3yetcs
yepes npotokon HTTP, 4ytobbl chopmmpoBaTb NPOTOKON 3aLLMLLEHHON MNepenadn rmneprekcTa
(npotokon HTTPS) B kayecTBe MCMNOfb30BaHHOMO, Hanpumep, B MHTepHeTe And ocyLlecTBNeHns
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buge. [lpotokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadMyecKoro Kroya, YTobbl NoATBEPXKAATL MAEHTUYHOCTL CepBepa.

Subnet mask / Macka noacetn — GuTOoBas Macka, onpegensiwouwasi, kakas 4actb |IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakasi — K afgpecy Ccamoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTatop — KOMMYyTaToOpoM S$IBRSIETCS CeTeBOE€ YCTPOMCTBO, KOTOpoe
CcoefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblGMpaeT MapLupyT AN Nepecbisikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTOp siBNsieTca 6onee npocTbiM m
G6onee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLlpyTu3atop. HekoTopble KOMMyTaTopbl UMET

hyHKUMIO MapLLpyTMU3aTOpa.

TCP (Transmission Control Protocol / llpoTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepenaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - aTo TpaHCNOPTHLIN MexaHu3M, NpeaoCcTaBsoLWwmm
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTaHOBKOW COeAMHEHWS, 3a CHET 3TOro AaloLmi YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepn AaHHbIX U yCTpaHseT AybnupoBaHue npu noryyYeHun ABYX KOMMKM OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbI Nepnog BpEMEHU UMM YMCNO UTEpPaALMA UM NEPEXOO0B,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHune
TTL moXeT paccMaTpmBaTbCs Kak BEpPXHAS rpaHuLa BpeMeHU cylecTBoBaHuA |IP-gentarpammel B
cetn. MNone TTL ycTtaHaBnuBaeTca oTnpasutenemM gentarpaMmmbl U yMEHbLLIAETCHA KaXKabIM y3NOoM
(Hanpumep,  MapLIpyTM3aTOpPOM) Ha NYTU ero CcrnefoBaHUsA, B COOTBETCTBUM CO BpEeMEHeM
npebblBaHUs B [OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTAHOBUTCS paBHbIM HYMO A0 TOro, Kak AevTtarpamma npubyaeTt B MyHKT Ha3Ha4yeHwsi, TO Takas
agentarpamma otbpacbiBaetca u  oTtnpasutento oTtcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHMG BpPEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokon obMeHa [aHHbIMA C  OrpaHWYEeHWsIMA  Ha MepecbllaemMble  AaHHble MO  CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaBnsetcsa anbTepHaTuBon npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ONs Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOoTopble nakeTbl MOryT 6bITb NPOMYLLEHbI, €Crin CeTb NeperpyxeHa. T0 0COBEHHO
yaobHO npu nepegaye BumgeomaTepuanoB B peXvMMe peanbHOro BPEMEHW, NMOCKOMbKY He umeet
CMbICnia MOBTOPHO MepefaBaTbh YCTapeBLUy WHGOpMauuio, KoTopas BCe paBHO He Oyaet

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorusi, nos3Bofsowas nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 0b6opyaoBaHMIO,
pasBriekaTenibHbIM  YCTPOMCTBaAM WM UHTEPHEeT-LUN3aM) CoeauHATbCA  Mexagy  cobon
aBTOMaTMyeckn n paboratb COBMECTHO 4yepe3 eguHyt ceTb. [Mnatdopma UPnP crtpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTUYecKn nboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx 4ncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie ceTn Wi-
Fi, ceTu Ha ocHoBe TeNnemOHHbIX NUHWUIA, NUHUIK anekTponuTaHus u np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKasaTenb pecypcoB) — 3T0

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu aapeca pecypca B ceTu WHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIn crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOWCTBA MOXET 3arpyxatb u3 cetn NHTepHeT niobble undpoBbie OaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
06bIvHO Be6-6paysepoB, un Bbligawowmi um HTTP-otBeThl, 06bl4HO BMecTe ¢ HTML-cTtpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM Unm ApyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceten Ha 6ase craHgapta |IEEE
802.11. Jlwboe obopyaosaHue, cooTBeTcTBylowee cTaHgapty |IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMNOMb3yoLwas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOrO Nosib3oBaTens.

[1ns oCHOBHOWM ceTeBOM CTPYKTYpbl 0ObIMHO MCMOMb3yeTcsa KabenbHoe coeguHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHa3HayYeHHbIN Ans NnoryaBToOMaTU4eCcKoro

co3aaHus 6ecnpoBOHON AOMALLHEN CETMU. HPOTOKOJ'I npn3BaH OKa3aTb NMOMOLLb NOJ1Ib30BATENAM,

KOTopble He 00nagatT LIMPOKMMU 3HaHUAMKU O 6e3onacHOCTU B OecnpoBOAHbLIX CeTSAX, U Kak
crneacTeue, UMEKT CIOXHOCTU MpU ocyLlecTBrneHnn Hactpoek. WPS aBTomaTuyecku o603HavaeT
UMS ceTu U 3agaeT LundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus BuMAaeo — 3TO METOAMKa YMeHbLUeHMs pasmepa dpamna umnmdposomn
BMAeO3annucu nocpeacTtBOM  yAaneHus rpaduyeckmx 3rEMEHTOB, He  BOCMPUHUMaeMbIX

4yenioBe4yeCKnM rma3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMNONb30BaTb PasfiMyHble
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (OOKYCHBIM

pacCTOsSIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa - Bug kabens cBs3W, npegctaBnsieT cobon OAHY WM HEecKonbko nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOM, MOKPbLITbIX MNacTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHWUKOB MPOM3BOAUTCS C LIENb MOBLILEHUS CTEMEHM CBA3U Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa O[IMHaKoBO BNusieT Ha oba npoBoaa napbl)
N MOCNEAYIOLEro YMEHbLUEHUSI 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WCTOYHUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyl BpeMeEHU, B Te4eHne KOTOPOro CBeT BO3,EI,e|;1CTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEITIBHOIO MaTtepuana unu CBeTO‘-IyBCTBI/ITeJ'IbHOIZ mMaTpudbl Oonsa COO6LLI,€HVIFI emy

onpenenéHHon aKCnosnunin.

[eTekTop ABUXEHUSA — 3TO annapaTHbIN NMMB0 NPOrpaMMHbIN MOAYb, OCHOBHOMW 3adadven

KOTOPOro siBNsieTcs obHapyXeHve nepemMeLLaoLLmnxcs B nosie 3peHns kKamepbl 0OGbEKTOB.

[eTekTop caboTtaxa — 9TO NMpPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONSEeT ObHapyxuBaTb
TakMe cuTyauuun, Kak: pacOoKyCUpoBKa, NepeKpbiTMe UM 3acBeYnmBaHMe M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHasa noteps curHana. [pvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHM W3MEHEHMSI KOHTpacTa JokKamnbHbiX obracten kagpoB w3 BWOEOMOTOKA,
nony4aemoro c Tenekamepbl-getektopa. [Jetektop caboTtaxa aBToMmatnyecku BolbvpaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOOUMO OLEHMBaTb U3MEHEHME KOHTPacTHOCTUM BO BPEMEHM U, ecnu
N3MEHEHME KOHTPACTHOCTM B 3TUX 0bGnacTax npesBblllaeT HEKOTOPbI OTHOCUTENMbHbLIA NOPOT,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovnadparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpPOe perynupyeT KOMMYecTBO CBeTa, nonajawowero Ha martpudy. K3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBATb LEMbld psg nokasaTenen, BaxHbIX Ans

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoOe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003HavarLas

uMma caunTta unu ncnonbldyemMad B MMeHax 3JJIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEePHEeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-canToB, cepBepOB AMEKTPOHHOM NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka popme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBaiollee MOACBETKY 0ObekTa

HabnoaeHns ¢ nsny4yeHnem B MHPaKpacHOM ananasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa onis padoTbl KpyrinoCcyTOYHO
B pa3sHbIX YCMOBUSAX OCBELLEHHOCTU. B yCcnoBusix Apkov OCBELLEHHOCTU M3obpaxkeHne uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HauMHalTCs CyMEpKMW, n3obpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbilLaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kogek aTo 0bblMHO koaep/aekonep. Kogekn mcnonb3yroTcs B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Ans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayguocurHanoB B umdpoBon dopmat ansg nocnegyowen nepegayn. Kogek takke npeobpasyer
npuHMMaemble UUdPOBbIE CcUrHanbl B aHanoroBbln dopmat. B kogeke ogHa Mukpocxema
ncnonb3yeTtcs Ans npeobpasoBaHnsi aHaNoOroBoro curHana B umMdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMnH «Kogek» Takke MOXeT OTHOCUTBCH K KoMnpeccumn/gekomMnpeccumn, n B aTom
crny4ae oH 06bl4HO O3HaYaeT anropmTM NN KOMMbIOTEPHYO NPOrpaMmy Ansi YMeHbLUeHMs obbema

dhainos 1 nporpamm.

Hopmaano 3aMKHYTblIe KOHTAKTbl — TakKasd KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTblIe KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbI, @ B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHayeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA Ha MaTpULie BUAEOKAMEPbI.

OTHoweHMe curHan/lym — YUCIIEHHO omnpeaensieT coaepXaHue napasvTHbIX LyMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblie 3HayeHMe OTHOLWIEHMS CurHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmuKkcesnsa coctaBndeT KpOoLIEeYHYyto obnactb M306pa)KeHI/IF|.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CEeTAX, MO3BONALWAS KIMEHTaM BbIMOMHATbL KOCBEHHblE 3arnpocbl K Opyrum
ceTeBbIM crnyx6am. CHavana KnNueHT MOAKMoYaeTCsl K MPOKCU-CepBEpPY M 3anpallmBaeT Kakow-
nmMbo pecypc, pacrorioXeHHbI Ha ApYroMm cepeepe. 3ateM NpoKcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4yaeT pecypc Yy Hero, nuGo Bo3BpallaeT pecypc M3 COBCTBEHHOrO
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KaLlla. I'IpOKCM-cepBep No3BONSET 3aWmaTh KNNEHTCKNI KOMIMbOTEP OT HEKOTOPLIX CETEBbLIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMEeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin rnoBedeHne YHKLUMOHamNbHbIX 6rokoB Mnpu
nepenadve pAaHHbiX. PopmanusoBaHHble NpaBuna, onpeaensawllMe MnocneaoBaTenbsHOCTb U
dopmMaT CoOOLIEHMI, KOTOPbIMA OOMEHMBAIOTCA CETEBble KOMMOHEHTbI, fexalluue Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewieHne nM3ob6paxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYeK) Ha eanHuuLy nrowagn
n3obpaxeHus. NamepseTtcss B Meranukcensax unm otobpaxaeTtcsi B BUAe ABYX BENUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BolcoTa 1 WMpUHa Takke B JAHHOM Crlyyae U3MepPSItoTCS B MUKCENSIX.

Py4yHasa anacdparma — NnpoTMBOMNOMIOKHOCTb aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMMKHA BbINOMHATBCS BPYYHYKO ONS PErynMpoBKM KonuyecTBa CBeTa,

AJocTurarowero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapakTepucTuka, nokasbiBaroLLasi, kKakoe KOnmM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
AvadparMbl (MK, COOTBETCTBEHHO, YEM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUITA obbekTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

MCNonb30BaTbCA AJ14 nepeaadn I/IHd)OpMaLI,VII/I TONbKO B OAHOM HanpasJ1ieHUN.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobxoanMbIMUK XapakTepnctnkamm 3allnTbl OT BITUAHUA BHELUHEeNn cpeabl and pa60TbI Ha ynuue.

LiBeTHass Bupeokamepa — O9TO Kamepa, KoTopas pAdaeT usBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl BUgeokamep 4YepHo-6ernble, a Ans nonyyYeHus LUBETHOro nsobpakeHus
BO3MNe KaKOoW A4Yerku MaTpulbl GopMUPYOTCS LBETHble uIbTpbl. [epBbii unbTp NPUBHOCUT
KpacCHY0 COCTaBISOLLYIO LiBETA, BTOPON 3€MEHYI0, @ TPETUIN CUHIOK. Taknm 0Bpa3om, Tpu SYEnKu
CTaHOBSATCS OAHOWM Toukon B LBeToBOM popmate RGB. CriegoBaTtenbHO, BMECTO Tpex NUKCENen

Ha pe3ynbTupyroLem |/|306pa>i<eva| Mbl nofty4Yaem TOJ1IbKO OUH.

AnektpomexaHuyeckun WUK-bunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOEe
CMOCOGHO B OOHOM pexume nogaensaTb MHPaKpaCHbIN AnanasoH npu NoMoLWM UMHpaKpacHoro
WK-dpunbTpa, a B gpyrom pexmme VK-cunbtp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenaa OOCTYNHbIM BECb CNEKTP CBETOU3NTYYEHNA.
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