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Be\«UARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpegoCcTOPOXHOCTU

MNepea ucnonb3oBaHMemM HEO6XOANMMO NOMHUTL HUXKecTeayloLlee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B cny4ae HenpaBubHOrO UCMOMb30BaHMSA, MOXET Bbl3BaTb NoXap, YTO, B CBOIO
oyepeab, MOXeT noBneyvb 3a cobor cepbe3Hble nocneacTeusi. Bo mnsbexaHuMe HecHacTHbIX

cny4daeB obs3aTenbHO N3yynTe MHCTPYKUUMIO.

BHUMAHUE!
Wcnonb3ayiiTe npy 3KkcrniyaTauuu TOMbKO COBMECTMMble YCTpoiicTBa. Vcrnomnb3oBaHWe YCTPOWCTB, He

OLI,OGpeHHbIX npounssoaunTenem, HegonycTtnmo.

Cob6nioganTe MHCTPYKUMIO NO IKkcnnyaTauuu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMSA WKW XpPaHEHMs Kamepbl B HeOGMnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWIKOM BbICOKMX UMW HU3KMX TemnepaTypax (pabodvas Temnepartypa yCTPOWUCTB
oT -45 po +50 °C).

e W3beranTte nonagaHns NPSMbIX COMHEYHbIX SlyYen B TeYeHne ANUTENbHOro BpeMeHU, a
TaKke HaxoXaeHust NobIM30CTN OTONUTENBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3beranTte 6M30CTU C BOAOW UMM UCTOYHUKAMK BIAXXHOCTH.

e W3berante 6nM30CTM C yCTponCTBaMu, obnagarowmmm G60nNblLINM 3NEKTPOMArHUTHLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MeCTax C CUIbHOM BUBpaLmen.

e Heponyctm MOHTaX kamepbl Npu Temnepatype Huke -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HeKkOoppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbiMa nnu Heobbl4HOro 3anaxa.
e [lpn nonagaHum Bogbl NN APYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb.

e [lpn nageHnn Kamepbl UK NOBPEXAEHUN KOpryca:

BbinonHuTe cneayrowme AeNCTBUA:
o  OTKNHOUNTE KaMepy OT UCTOYHUKA NUTAHUS U OTCOEANHUTE BCE OCTarnbHble NPOBOAA.
e Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOXKeTe HauTu Ha caunTte http://www.beward.ru/.
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Be\«UARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS UK NoGon apyrou

MaTepunan cooTBeTCTBYHOLLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTunauuma
Bo nsbexaHune neperpeea, HM B KOEM Cily4ae He BNOKMpYyNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MArKyI0 Cyxylo TKaHb A5 NpOTUpPaHUMs BHELLIHMX nNoBepxHocTen. [Ons
TPYOHOBLIBOOUMBIX MATEH MCNOMb3ynte Heborbluoe KONMMYeCcTBO YUCTALLEro cpeacTtsa, nocne
4Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ucnonb3ynte netyyne pacTBopuTenu, TakMe Kak cnvpTocoAepXalivme cpeicrsa unm

6€H3VIH, TakK KakK OHM MOTyT noBpeanTb J1TaKOKpaCO4YHOE NOKPbITUE KaMepbl.
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Be\,UARD Inasa 2. Obwue ceedenus

MnmaBa 2. O6wue cBegeHust

BEWARD B2530RVZ — aT0 ynnyHas, 3alulleHHasa oT BO3OeNCTBUSA BHeLWHen cpedbl IP-
BMaeokamepa, paspaboTaHHas Ona  NpUMEHeHWss B cuctemMax npodecCcUoHarnbHOro
BugeoHabnogeHnsa. Bugeokamepa B2530RVZ wucnonb3yeT BbICOKOYYBCTBUTEMBHbLIN KMOT-
CEHCOp C paspelleHneM 2 Meranukcens U nporpeccuBHbIM CKaHMpoBaHMEM. Takme TexHomnoruw,
Kak pexum «[eHb/Houb», annapaTHbll 2-KpaTHbI PaCLUMPEHHbIN OUHAMUYECKUA AnanasoH
(2xWDR), cuctema wymonopasrneHus (2D/3DNR), a Tawke BcTpoeHHas WIK-noaceeTka,
BapudoKanbHbli OOBEKTMB C BO3MOXHOCTBbIO yAaneHHOW perynupoBkM yrna ob3opa wu
hOKYyCMpPOBKM U anekTpomexaHunyeckmn WK-comnbTp, BLIFOAHO OTAMYAOT AaHHYO MOAESb,
NMo3BOSIAA €N COOTBETCTBOBATb BbLICOKMM TpeboBaHWAM, MNpeabsABAseMblM K COBPEMEHHbIM
cucTeMam BuaeoHabnogeHus.

Puc. 2.1

IP-kamepa BEWARD B2530RVZ no3BonsieT npocmaTpuBaTbh BUAEO B pearlbHOM BPEMEHMU
yepes ctaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa nepegaBatb BMAEONOTOK B dpopmaTax cxatma H.264, H.265 n MJPEG.
®opmaTbl H.264 v H.265 ngeanbHoO nooxoasT B YCNOBUSIX OFPaHUYEHHOW MOMOChl MPONyCKaHUS.
Mpn MX Mcnonb3oBaHUM OOCTUraeTCa HaMMeEHbLUMA TpaduK M XOpoLlee KavyecTBO M306paKeHus.
dopmat MJPEG npegHasHadeH Ans 3anucu M NpocMoTpa BuOEOU30OpakeHus B Haunyudlwem
KayecTBe, HO TpebyeT 6onbLUNX CeTeBbIX PECYPCOB U MEeCTa Ha XeCTKOM Aucke (4518 3anvcu).

Moppepxka kapT namatn Tuna MicroSD nossonsieT cgenatb cuctemy BuaeoHabniogeHus
ewe 6onee HagexHon: BaxHas MHdopMauMs He nponageT npu notepe CoeguMHEHUs, B NOSTHOM
obbeme oHa MoOXeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MOXHO Oyaet
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TaK U YAANEeHHO Mocne yCTPaHEeHUs TEXHNUYECKNX
Hernonaaok ceTu.
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Be\’UARD Inasa 2. Obwue ceedenus

2.1. OcobeHHocTH |IP-BMgeokamepbl BEWARD B2530RVZ

e BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

o [lo 25 kagpoB B cekyHay npu paspewennn 1920x1080 nukcenen

o UK-nogceeTka ¢ ganbHoCcTbio paboTbl 4o 20 meTpoB

o [loppepxka kapT namatn Tuna MicroSDHC/SDXC (go 256 I'b)

e OpHOBpeMeHHOEe KoaMpPOBaHUA ABYX NOTOKOB B hopmaTax H.264, H.265 n MJPEG

¢ MoTOpM30BaHHLIN OOBLEKTMB

o Pexum «deHb/Houb», anektpomexaHnyeckmi UK-punstp

o ABTOMaTU4ecKas perynupoBka gnadparmel (APL)

e AnnapaTtHbI 2-KpaTHbIA PpacLUMPEHHbIN AMHaMn4eckui ananasoH (2xWDR)

o Llndposas cucrema wymonogaenenus (3DNR, 2DNR)

o BcTpoeHHbIn Be6-cepBep Ans HabnogeHns n HaCTPONKN

e [logoepxka npotokona HTTPS c pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B03MOXHOCTb NPOCMOTpPa 3anuncaHHbIX ParnoB C NOMOLLbIO BCTPOEHHOTO Nnreepa

e BcCTpoeHHbIN geTekTop ABMKEHUS

e Bbibop notoka (ocHOBHOW/anbTepHaTUBHbLIN) Npu 3anucy Bugeo Ha FTP, NAS u kapty
namsiTi

e Bnbibop paspelwieHus kagpos ansa 3anvcu Ha FTP, NAS, kapTy namaty 1 no E-mail

e 3awmTa OT BHELIHEero BO3encTang no ctaHgapty IP66

e [lutaHue no kabento Ethernet (texHonorus PoE)

o [lopoaepxka ONVIF
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Be\’UARD Inasa 2. Obwue ceedenus

2.2. OCHOBHbIEe XapaKTepUCTUKH

o (CaeTouyBCTBUTENBLHBIN anemeHT: 2 Mn, KMOI1 1/2.8" SONY Starvis ¢ nporpeccuBHbIiM
CKaHMpOBaHVeM

e OObekTuB: f2.7-13.5 mm, F1.4, AP

o YypctBUTEnbHOCTL: 0.002 nk (aeHb) / 0.001 nk (HouYb)

e CkopocTb 3aTBOpa: o1 1/25 ¢ go 1/40000 c

e PaspeleHune: 1920x1080, 1280x720 — ocHOBHOM NOTOK; 960x540, 640x360, 480x268,
320x176 - anbTepHaTUBHbIA MNOTOK

e (OpgHoBpeMeHHoe KoaMpoBaHWUE: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H264, H.264/MJPEG, MJPEG /MJPEG

o CkopocCTb KagpoB: 4o 25 KagpoB B CEKyHAOY AN BCEX paspeLleHni

e BCTpOEHHbIN MHOrO30HHbBIN OETEKTOP ABWXKEHNSA C PEryriupoBKON YyBCTBUTENBHOCTU

e [lo 10 ogHOBpEMEHHbIX NOAKIHYEHNI

e OTnpaBka kagpoB C BbIOOPOM paspeLleHnst No 3NeKTpoHHOM nouTe, Ha FTP-cepeep,
NAS-cepBep 1 KapTy MamsiTu MO pacnucaHuio NepUoaUYEcKn U NPy BO3HUKHOBEHWUM
TPEBOXHOIO COBLITUS.

e OrtnpaBka BUAeO C BbIGOPOM NOTOKA (OCHOBHOW/anbTepHaTMBHbIN) Ha FTP/NAS un kapTy
namsTM N0 PacnmMcaHuio 1 NPy BO3HUKHOBEHWUM TPEBOXHOIO COOLITUS.

e [lutanme: 12 B 0.7 A (DC), PoE (802.3 af Class 0)

e Pabouyas Temnepartypa: ot -45 gno +50 °C

o [lopgpepxmBaemble npotokonel: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
NAS (CIFS, NFS), DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, DNS, UPnP,
Bonjour, PPPoE (PAP, CHAP), IGMP, ICMP

o [loppepxka oTpacneBoro ctaHgapta ONVIF

2.3. KomnnekT nocTtaBku

e |P-BMaeokamepa C KPOHLUTENHOM U YCTaHOBMNEHHLIM OOBEKTUBOM
e KomnnekT Kpenexa, Knoy-uecTUrpaHHmK

e Bnaronornotutens

e OrtBeTHas 4YacTb repmeTnyHOro pasbéma RJ-45

¢ YnakoBo4yHasi Tapa

BHUMAHUE!
BEWARD ocTtaBnsieTr 3a cobov npaBO Ha W3MEHeHWe Komnnektauum obopyaoBaHus M ero nobbix

XapaKkTepucTuk 6e3 npeaBapuTenbHOro yBeaoMIeHus.
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Be\«UARD Inasa 4. Yemanoska u nooxknouenue IP-xamepol

MaBa 3. Pa3Mepr N OCHOBHbLIE 3J1IeMEeHTbI yCTpOﬁCTBa
3.1. Pa3smepbl IP-kamepbl B2530RVZ
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Puc. 3.1

Pa3amepbl ykaszaHbl B MUnnuMeTpax.

3.2. OCHOBHbIe 3neMeHTbI

OcHoBHble anemeHTbl IP-kamepsl BEWARD B2530RVZ paccmoTpeHbl Huxe (Puc 3.2):

™

3%\\\“@

Puc. 3.2

O61beKkTMB (1): MOTOPM3OBAHHLIN OOBEKTMB C MOCTOAHHOW M MOLIArOBOW PerynmpoBKON
yrna ob3opa 1 okycnpoBkon (onncaHbl B « PykoBoACTBE MO akcnnyaTauumn kamepol B2530RVZ»).

MK-noacseTka (2): B TeMHOe BpeMs CyTOK, NPpY HEAOCTaTOYHOW OCBELLEHHOCTU Kamepa
nepexoauT B pexum «Houb» (YepHo-6enoe nsobpaxeHne) u BrtovaeTca K- nogceeTka, koTopas
nossonsetr BecTM BuaeoHabnwogeHve paxe B nonHou TemHoTe. WK-nogceseTka sBnsetcs
anbTepHaTUBOW CTaHOAPTHOMY OCBELLEHUIO, HO MPU 3TOM OHa Maso 3amMeTHa OKPY>KatoLLMM.
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Be\«UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

Datumk cBeTa (3): bOTO3NEMEHT, NpefgHasHayYeHHbI ANS aBTOMATUYECKOro nepexopa

Kamepbl n3 pexuma «[deHb» B pexxum «Houb» n obpaTHo.

ConHue3awmTHbIA KO3blpeK (4): NpenatcTByeT MOnNagaHuio COMHEYHbIX IyyYer Ha
0OBbEKTMB U KOPMYC Kamepbl, UCKNoYas, TakuMm 06pa3oM, BO3MOXHOCTb MOSIBNIEHUS CONHEYHbIX
6rMKoB Ha n3obpaxeHuu, a Takke BO3MOXHOCTb Ype3MEPHOro HarpeBa Kamepbl COMHLEM.

KpoHwTenH (5): npeaHasHayeH angd kpennenus IP-kamepbl K NOBEPXHOCTU, a Takke And
HaCTPOWNKN NonoxeHus ob3opa (CM. NyHKT 4.3).

b6 7 8
Puc. 3.3
CeteBon pasbem (6): pasbem Ethernet ana nogkntoveHust Kamepbl K ceTu WVIHTepHerT,
poyTepy unm koMmmyTaTtopy npu nomowm craHgaptHoro 8P8C (RJ-45) wrekepa. [JaHHaa mogenb
Kamepbl UMEeET BO3MOXHOCTb Nogaym nutaHus Yepes Ethernet-pasbem (TexHonorus PoE).
Pazbem nutaHua (7). npegHasHayeH And nogadn NUTaHUS MOCTOSIHHBIM - TOKOM

HanpspkeHnem 12 B. [NMonapHOCTb NOAKIYEHMS: @'_C" @

BHUMAHMUE!
OpHoBpeMeHHasi nofava nuTaHus ¢ UCnosnb3oBaHneM TexHonormnm PoE n pasbema nutaHus sanpetyeHal

Mpn Nnogade nuTaHna Yepes pasbem, UCMOSb3YNTEe TOSNTbKO MCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (8): gaHHasa KHOMKa npegHa3HavyeHa anst cbpoca Bcex HaCTpoek Kamepbl
B 3aBOACKMe yCTaHOBKW. [ins cbpoca HacTpoek Heobxoanmo 3axaTtb KHOMKy copoca Ha 10 cekyHA,.
Cnot KapTbl namaATW: npegHasHayeH NS YCTAHOBKM KapTbl namsatM  opmata

MicroSDHC/SDXC (cm. n. 4.4). Wcnonb3ynte KapTy namatv OAns 3annucu BUOEOOAHHbIX, Kak B
pexume TPeBOrM, Tak U B pexume MOCTOSAHHOW 3anucu. Takke npegycMoTpeHa BO3MOXHOCTb

pe3epBHOM 3anncuK Npu OTCYTCTBMM COEAMHEHUS C CETbIO.
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Be\«UARD Inasa 4. Yemanoska u nooxknouenue IP-xamepol

MnaBa 4. YcTtaHOBKa 1 nogkrno4vyeHue |P-kamepbl

4.1. O6wume ceBegeHna o noaknoyeHum IP-kamepbl B2530RVZ k ceTn

IP-kamepa B2530RVZ MoXeT nogkntovaTbCa K fiokanbHon cetn nubo cetn NHTepHeT npwm
nomow nposogHoro coeanHenus (Ethernet). [MopgkniodeHne MOXeT OCYLECTBNATLCA Kak
Hanpamyto kK TK, Tak ©“ npu nomowm BCNOMOraTtenbHOro ceTeBoro 06OpyAOBaHUS
(MapwpyTtusatopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynspHbIM CNocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNo4YeHNne Yepeal BblAENTEHHYIO JTMHUIO Ethernet.

)

& Mapumipytusarop

L

Puc. 4.1
OcCHOBHbIE Warn n pekoMeHgaumm no yCTaHOBKE M HacTpOMKe KamMepbl OnNucaHbl ganee B

[aHHOM pyKOBOACTBE.
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Be\«UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKMWA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpM MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

o |P-kamepa BEWARD B2530RVZ npegHasHayeHa Onsa UCMNOSb30BaHUS B YCIOBUSIX C
npegenbHoOn TemnepaTtypon akcnnyatauum ot -45 go +50°C.

e W3beranTte nonagaHusa Ha Kamepy NpPsIMbIX COMHEYHbIX fyvyen B TedeHue ONUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnmM3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopos..

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnoaeHuss npuvBed€T K MNOSBMEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

o |3berante OnNM3oCTM C YCTPOMCTBaAMU-TEHEPATOPAMM MOLLHbBIX SMNEKTPOMAarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoMcTBa C YyyYeToM noaBoda
coeavHUTENbHbIX Kabenewn.

o W3berante cnocoba KpenneHus Kamepbl, JONYCKalOLero 3HauduTenbHyl Bubpauuto.
[daHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWKEHUS U YEeTKOCTb
n3obpakeHnsi B LieSioM.

e Kamepbl BuaeoHabnogeHnss HeobxoaAMMO pasmellatb Tak, YToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBPEXAEeHMEe W U3MEHeHWe HanpasneHus ob3opa
Kamepbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUA) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.

BHUMAHUE!
MoHTax kamepbl npu Temnepatype Huxke -10°C — HegonycTum! B npoTMBHOM crny4yae LenoCTHOCTb

nsonaumm kabens KamMmepbl MOXeT ObITb HapyLlleHa.
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PekomeHaauumu no npoknaake kabens Tuna «BUTasi napa:

e B «kopugopax xenatenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALMM Mo pasHbiM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3NEKTpuYeckme
kabenn B pasHblX OTCEeKax WM CeKUuusaX, MWMEKLWUX ChfAoWHble MpoaosibHbIe
neperopogkym € npegerioM OrHeCcToMkocTM He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNbko B paboumx 30Hax Ha paccTtosHuMM He Bonee 15-Tm MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckue n cnaboTtoyHble kKabenu gonyckaeTcsa NpoknagpiBaTe napannensHo Ha
paccTosiHuM He mMeHee 50 MM gpyr OT gpyra B pasHbix kabenb-kaHanax unm cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3nekTpuyeckoro nonsi, obpasykouwierocss oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6XOOMMO YBENUYUTL PacCTOSIHNE
MEeXOy ONeKTPU4ecKUMM U crnaboTouyHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MOA MPsiMbIM
yrmnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OMMKHbI NPOXOAUTb Ha PacCTOSHUM He
MeHee 125 MM OT ra3opaspsigHbIX flaMn AHEBHOro cBeTa (MIOMUHECLEHTHbIX Namn) u
APYr1X BbICOKOBOMbTHbBIX YCTPONCTB, COAEPXaLLMX Pa3pAaHMKN.

e HeakpaHmpoBaHHblE BUTONApPHbIE Kabenu AoMmKHbI NPoKNaabiBaTbCHA Ha PpacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, obpasyomnx
HaNPSYKEHHOCTb 3N1IEKTPMUYECKOro nosns cebile 3 B/m.

e PacnpepgenurenbHble YCTPOMUCTBA C 3a4€eNaHHbIMN HE3KPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensmMn [OOMKHbI pacnonaraTbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3MEKTPOMAarHUTHbIX MoMeX, O0O0pasyrolmnx HanpsKeHHOCTb
anekTpuyeckoro nong cebiwe 3 B/m.

[ I'IpOKnanKa BUTOMN napbl Mexay TOo4YKaMun nNoAKNKYEeHNA AOOJKHa npon3BoanTbCA
LUenbiMn Kyckamu, Npu 3TOM HanpaBfieHue Tpaccbl cneayeT 3apaHee npogymaTtbh Tak,
4YTOObI €€ NPOTSHKEHHOCTL Oblfa Kak MOXXHO MEHbLLE.

e MuHumanbHbIn paguyc u3rmba gna kabena — deTblpe AnameTtpa kabena (mnm 1
Anm=2,5 cM), HO CyLecTBYIOT pekoMeHAauun pasmelwlatb kabenb Takum obpasom,
4yTO6LI 06ecneunBaTb U3rnb paguycom 2 aronma (5 caHTUMETpOB).

¢ MakcumanbHas onvHa cermeHTa gosrhkHa ObiTb He 6onee 100 meTpoB.

BHUMAHUE!
lMpoknagka kabens Tuna «suTtad napa» B NBX nsonauum npu temnepatype Huxe -10°C — HegonycTumal

B NPOTUBHOM CJlly4ae UernnoCTHOCTb n3onAaunmn kabens MoxeT ObITb HapyLlleHa.
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4.3. MoHTax |IP-kamepbl

O6wmn BMa npouecca MoHTaxa IP-kamepbl NnpuBeaeH Ha PucyHke 4.2:

S~ S——
o R O I—_
] ] o
o) o
L —
A
Puc. 4.2

Ana moHTaxa |P-kamepb! BbINOMHUTE crneayolme AeACTBUS:

War 1: pacnakynte IP-kamepy.

LWar 2: HameTbTe OTBEPCTUS Ha NMOBEPXHOCTU CTEHbI/NOTOMKa ANa KpenneHusa IP-kamepbl.
Mpoceepnute oTBepCcTUS. BcTaBbTe nnactukosble Aobenn B OTBEPCTUS.

War 3: 3akpenuTe IP-kamepy npu NOMOLUM BMHTOB M3 KOMMMeEKTa MOCTaBKW, UCMOMb3ys
OTBEPCTUSI B OCHOBaHUWN KPOHLUTENHA KaMepbl.

LWar 4: otperynupynTte HanpaeneHne ob3opa kamepsbl. [1ns atoro ocnabbte BUHTHI 1, 2, 3
KPOHLUTEHA KaMepbl Npy MOMOLLM LLUECTUIPAHHOMO KItoya M3 KOMMIeKTa NOCTaBKW, pasBepHUTE

Kamepy B Tpebyemoe nonoxeHue n 3ataHuTe BUHTbI (Puc. 4.3).

1 2 3
Puc. 4.3
War 5: pasmectute coedVHUTENbLHYD YacTb NPOBOAA B HEAOCTYNHOM ANA nonagaHuns
Bnaru MecTe UM B MOHTaXXHOW KOPOOKE CO CTEMEHbLIO 3aluTbl OT BHELLHEN cpeabl He MeHee |P54
(cTeneHb 3awWnTbl 3aBUCUMT OT MecTa pa3melleHus), Hanpumep — TYCO 67051 c pasmepamu
120x80x50 mm. Mecta BBOga kabenem [OMKHbl ObITb LOMNONMHUTENBHO 3arepMeTU3VPOBaHbI

repMeTKaMu C BbICOKOM CTEMEHbIO aare3unmn k matepuany kabens (MBX) n MOHTaXHON KOPOBKH.
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Be\&UARD Inasa 4. Yemanoska u nooxknouenue IP-xamepol

BHUMAHMUE!

MoHTaxHas kopobka HE BXOOUT B KOMNNeKT nocTaBku Kamepbl U npuobpetaeTcsa OTAeNbHO.

BHUMAHUE!
MoHTax kamepbl Npy TemnepaType Huxke -10°C — HegonycTtum! B NpoTUBHOM cryyae, LLenoCTHOCTb

n3onsaunm kabens KaMepbl MOXeET ObITb HapyLleHa.

War 6: ¢ nomowpb Kabena  «nmaty-kopAa»  nogkntounte  IP-kamepy K
KoMMyTaTopy/MapLLpyTU3aTopy ¢ Noaaepxkon TexHonormm PoE (nnbo vyepes POE-nHxXekTop).

Ecnu Bbl He ncnonb3yeTte nogayvy nutaHus no TexHonormm POE, TO, Kpome NOAKMYEHUs
IP-kamepbl kabenem «naTty-kopA» K KOMMYTaTopy UM MapLipyTusaTtopy, K pasbemMy nutaHua IP-

Kamepbl He06X0ANMO NOAKITUNTL 60K NMNTAaHMS! MOCTOSTHHOIO TOKa HanpshkeHnem 12 B.

BHUMAHMUE!
Bo wu3bexaHue nonomku obopyaoBaHMs,  MCMONb3yMTe  TOMbKO  KOMMMEKTYLMeE,

pekomeHgoBaHHble BEWARD
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Be\«UARD Inasa 4. Yemanoska u nooxknouenue IP-xamepol

4.4. YctaHoBKa / usaBneyeHue KapTbl NnaMATH

[ns 3anvcy nHdopmaumm B pexumax TpeBorn 1 NOCTOsIHHOM 3anucu NCNonb3yeTcs KapTa
namatu popmata MicroSD/SDHC. Kpome Toro, npegycMoTpeHa BO3MOXHOCTb aBTOMaTUYECKOM

pe3epBHON 3anMcKu Ha kKapTy NaMaTK B Cry4ae noTepu CoeanHEHUs1 C CETbIO.

BHUMAHUE!

Ecnn kopnyc Kamepbl Obifl BCKPbIT MPU YCIOBUSIX OKPYXXaloLWen cpedbl, OT/MYHbIX OT YCIOBWUA B
npoussoactTeeHHoMm uexe OO0 «HIMIM «besapa», TO B npouecce anbHelLen akcnnyataumm BO3MOXHO
obpasoBaHue KoHAEeHCaTa Ha NOBEPXHOCTU CTEKNa NepeaHen KpbILLKK.

[ns npepoTBpalleHns obpa3oBaHus KOHAEHCATa Nepes 3akpbITUEM KPbILLIKA HE0DX0OMMO pacnakoBaTb 1
NOMEeCTUTb BHYTPb KaMepbl ABa NakeTa BraronornoTuTens 13 komnnekra noctasku (Puc. 4.5).

I'IpM KaXgom nocrneaywwiemMm BCKPbITUM  KaMepbl peKoMeHOAYyeTCA npoun3BoAnTb 3aMeEHY MNaKkeToB

BaronornoTuTenAa Ha HoBbI€E. I'Io1:|,p06Hee CM. MYHKT 4.5.

[ns yCTaHOBKN UM U3BMEYEHNUsI KapTbl NAMSATU BbINOMHUTE CreayoLwme warn:

LWar 1: oTknouMTEe NUTaHNE Kamepbl, CHAMUTE COSHLIE3aLLMTHBIN KO3bIPEK U OTKPYTUTE
nepeaHIo KpbILLKY KOprnyca kamephbl, NTOBOpa4MBasi €e NpPOTMB YaCOBOW CTPESIKN.

War 2: ycraHoBuTe (u3Bnekute) kapty namatm MicroSD/SDHC B cnoT, OTMEYEHHbIV
cTpenkon Ha PucyHke 4.4. [Insi 3TOro pa3BepHUTE KapTy KOHTaKTaMu K CNOTy M K MOBEPXHOCTH
nnaTtbl U BCTaBbTE B CNOT A0 LUenyka.

[na n3sneyeHns KapTbl NAMATA HAXXMUTE Ha ee Topew, A0 LWenyka — NPYXUHHbIN MeXaHN3m

BbITOJIKHET KAapTy U3 CrnoTta.

KapTta namatu

Puc. 4.4
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Be\«UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

War3: co6ep|/|Te M NOAKNKYNTE KaMepy, BbINOJIHMB WWarun 1B O6paTHOM nopsaake.

4.5. Flpe.qOTBpameHMe 3anoTeBaHUA CTeKrna nepe,qul‘/'l KPbILWKA

Ecnn kopnyc kamepbl Obinml BCKPbLIT MPU YCMOBUSIX OKPYXatoLen cpedbl, OTMIMYHbIX OT
ycrnoBui B npousBodctBeHHoM uexe OOO «HIIM «beeapg», To B npouecce garbHenwWemn
3Kcnnyataumm BO3MOXHO obpasoBaHMe KOHOEHCaTa Ha NMOBEPXHOCTWU CTEKna nepedHen KpbILKK.
[nsa npegoTtBpaleHnsa obpa3oBaHMsa KOHAEHCaTa KaMepbl KOMMEKTYOTCA BNaronornoTuTenem.

lMocne 3aBepLUeHNa AEUCTBUN, ONUCaHHbIX B NyHKTE 4.4 n Tpebyowmx BCKpbITUA Kopnyca
Kamepbl, HeO6X0ANMO pacnakoBaTb M MOMECTUTbL BHYTPb Kamepbl ABa NakeTa BrAaronornotutens

13 KomnriekTa nocrtaeku (Puc. 4.5), n cpasy (B TeueHne 5-10 munHyT!) cobpatb Kopnyc kamepbi.

Puc. 4.5
3akpyumBanTe NepesHIo KpbILLKY KOpryca akKypaTHO, KOHTPONMPYS MOMOXEHUEe NakeToB

BNaronornoTuTens.

B cnyyae ecnn Bam Heo6xoouMMo BCKpbITb KOpPNyC Kamepbl NMOBTOPHO (Hanpumep, Ans
3aMeHbl KapTbl NaMATU MM MOACTPOVKM OObEeKTMBA), BNAronornoTUTeNb PEKOMEHAYeTCS
3aMeHNTb HOBbIM, ABa nakeTta no 2 rpamma, FOCT 3956-76.

BHUMAHUE!
Mepen wcnonb3oBaHMeM BRaronornoTUTens ybeauTech, YTO OH XPaHUICH B FepMETUYHO 3aKpbITON

ynakoBke, B NPOTUBHOM Clly4ae, ero ncnosib3oBaHune sanpeLieHo.

B cnyyae ecnu npuobpeteHne wunu nNpaBUNIbHOE XpaHEHWe BMaronornoTUTens
HEBO3MOXHO, AOMYCTUMO MCMOMb30BaTb MOBTOPHO BNAronorfoTUTenlbs M3 KOMMSEKTa MOCTaBKMK,
npeaBapuUTENbHO MPOCYLLMB €ro B NPOTOYHOM rOpsiYeEM BO3AyXe WNKU B CYLUMIBHOM LiKady npu
Temnepatype 150-180 °C B TeyeHne 3-4 4 ons yaaneHus agcopbupoBaHHOW Briaru.

NMPUMEYAHUE!
MNpn onpeneneHHbIX BHELHWX YCMOBUSX OOMycKaeTcs (0OHaKo He PEKOMEeHOyeTcsl) KpaTKOBPeMEHHOoe
BCKpbITUE KOoprnyca kamepbl 6e3 3aMeHbl Bnaronornotutens. [lonyctumoe cymmapHoe BpeMsi HaxoxaeHs
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Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

Kamepbl CO CHATOW nepedHen KpbILWKOW cocTaBnsieT: npu Temnepatype Bbiwe 0°C — 20 MuH., npu

Temnepatype Huke 0°C — 60 MUH.

4.6. NMpoBoaHoe NoaKnoYeHne Kamepbl K ceTu

Mcnonb3ys coeguHuTenbHbli kabenb ¢ pasbemom RJ-45, nogkniouunte [P-kamepy K
nokansHom ceTu (k LAN-uHTepency mapLupytusatopa).

B cnyyae HeobxoomMmocTu, coeanHUTENbHbIN Kabenb MOXHO NpuMoBpecTn OTAENbHO Mnu,
npv HanM4YnM Heo6XOAMMbIX MaTepMarnos, MHCTPYMEHTOB U OMbiTa, N3rOTOBUTb CAMOCTOSATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C 0QHOM CTOPOHbI C Opyroi CTOPOHbI
1: beno-opaHxeBbIN 1: beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 8 2: OpaHxeBblIn
it 3: beno-3enéHbin it 3: beno-3eneHbln
CRISY: 4: CuHMIA CHIASY. 4: CUHUI
5: beno-cnHuin 5: beno-cuHuin
CMEPEAM: E%] 6: 3enéHbin CMEPEAM: E%] 6: 3enéHbin
138 7: beno-Kopu4HeBbLIN 138 7: Beno-kopu4HeBLIN
8: KopnyHeBbiin 8: KopnyHeBbin

[na narotoBneHusa «npsmoro» kabena Heobxoammbl: kabenb UTP (BUTas napa kateropum
5e unu Bblwe), ABa pasbema RJ-45 n yctponcteo ang obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYeHMss nap (ykasaHHoOM B Tabnuvue) obecneumBatoTcs
rapaHTMpOBaHHble NPOM3BOAUTENEM BENWYMHA W pacnpedeneHve 3adepXek pacnpocTpaHeHus
curHana, a cnegoBaTtenbHO, U 3asiBIEHHas CKOPOCTb nepeaayvn aaHHbIx 100 MéuT/c.

B cnyyae ucnonb3oBaHua obopynoBaHusi ¢ nogaepXkkon TexHomnormm PoE pgoctatoudHo
NOAKMIYNTL KaMepy C MNOMOLbI kabens Tuna «Butass napa». [lpu 3ToM uMcnonb3oBaTb
AONOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXKHO.

Ecnn Bbl He ncnonb3yete obopynoBaHusa ¢ nogaepkkon texHonorun PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHus 12 B, pekomeHgosaHHomy BEWARD.
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MnaBa 5. HacTpoika npoBoAHOro coeauHeHus

IOns Toro 4tobbl IP-kamepa B2530RVZ paboTtana B Bawen nokanbHOW CETM COBMECTHO C
Apyrum obopyaoBaHMeM, He06X0AMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTpOIZKaMVI OaHHOW CETWn, ANsl Yero, B CBOK ovepenb, H806XOD,I/IMO onpeaenntb 3TN HaCTDOIZKVI.

NMPUMEYAHME!
OnucaHne yCTaHOBKM M HaCTPOWKU COeAMHEHMs1 BbiMonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (DYHKUMIN MOryT oTnudatecsa ot Bawen sepcun Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpegeneHue napaMmeTpoB NPOBOAHOM FIOKaNbHOW CeTU

B cnyyae nogknioyeHnss no kabeno Ethernet HeobxogmMmo onpegenuTtb  Tekywime
HaCTPOWKN NPOBOAHON CETH.

[Ona onpepeneHnst TeKyWMX HACTPOEK NPOBOAHOW fOKanbHOM CETU WUCMNONb3ynTe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 3ToN ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

@ Skype BEWARD

r‘EE Microsoft Office Excel 2007 Aorymesrra

Wzo6) EHWA

,_‘,J BnokHoT
Myzbika
E DVR Server
Wrpei
W BRSController
Q BEWARD IP Visor

KomnetoTep

TNarens ynpaenenns
m BEWARD Player

)
D, CnycBil

YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
.,eo Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Beenporpammel

| | 3aeepiuenwe pabotel E

S ©
Puc. 5.1
B oTkpbiBlwEMCA OuanoroBOM OkHe Bblbepute NyHKT [[IpocMOTp COCTOsIHUA ceTu M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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=

- || Mouck & narenu ynpasnerus

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ™

Cucrema v Be30nNacHoCTL YueTHble 3anncy nonb3oBaTenei n
MpoBepka COCTOAHNA KOMMBIOTEDE ceMeH...

ApXMENPOBAHME A3HHBIX KOMMBIOTEPA @' JoBaBneHne 1 yAANEHNE YYETHBIX 3anncei
Mowck u wcnpaenedne npobnem noe3oBaTenci

@I YcTaHoBka POAWTENBCKOrND KOHTDONA 4NA BOEX

Cetn n MHTenHeT nonesoBaTensd

@ocmmp COCTORHWA CETH 1 3a,qa
BuiGop napameTpoe gomMaluHedd rpynnel u obwero OdopmneHue 1 nepcoHannsauma
AOCTYNa K AaHHbIM WMzmeneHne Tembl

' WMzmenenne dona pabouero crona

Hacrpoiika paspewerna skpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

3 CMeHa packnagkn KIaBnatyphl N Spyrix
I'IporpaMMhl \ ¥ cnocoBoe BECAR

¥aaneHne nporpammel Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Lyt Windows nap pol
OnTuMUsaumMa noBpakeHuA Ha 3KpaHe

Puc. 5.2
B oTkpbiBLWIEMCS OManoroBoM okHe HaxmuTe [[MoakniovyeHne no nokanbHom cetu] (Puc.
5.3).

MaHene ynpaeneHna - n . o -
e POCMOTP OCHOBHBIX CBEAEHWI O CETW W HACTPOIKa NOAKAKOUEHMT

n! | MpocMoTp NonHoi KapTel
MzmeHenmne napamerpos — .

3AaNTEpa BEWARD Heckoneko cetei Wureprer
MamennTe gonenHuTenEHBIE (3107 KOMBIOTED)
napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX cETER MeaknioyeHne nan oTKAMYEHNE

Cemn 4 Tun goctyna: WHTepHer
OBuecTEeHHaA CeTb Mogrntouenna:

W3mererne ceTeBbIx NapaMeTpos

gl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOrD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

s. MogknroumnTeca K ceTH

Mogknroyenne WK NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Cra, Takcke Joctyn k daitnam u NPUHTEPAM, PACNIONOMEHHEIM Ha 4PYTHX CETEBRIX KOMNBHITEPEX, MW

- U3MEHEHWE N3paMETPOE 0BLLErD A0CTYNE,
Bpanamayzp Windows P P Lo ey

Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

npl/l HaNM4YnUM HECKONbKNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY niiaHMpyeTCA NOAKIIOYNTb IP-Kamepy.

PykoBoacTBO no

CKayaHo ¢

' TEXK/TI04YN. PP
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Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH M

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD

AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/fc

AKTMBHOCTE

OTNpaBneHoy —— k'! = [puHATO
@
BaifT: 79 188 190 I 805 509 770

[ @Cﬁoﬁcrsa ][@OTMDHMW] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOrO MOAKMYEHUss HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHomnky [CBoncTBa] (Puc. 5.5).

@ MoaxnoueHWe NO JCKaNbHOM| CETH - CBOCTEa M

Cem | Operyn

MNognioueHie yepes:

l.-? Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OMMeueHHES KOMMOHEHTEI MCMIOMEEYI0TCA STUM N0 LKMIDYSHNEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -
¥ gﬂnanmpcﬁmm nareTos (oS

vl gCnyxﬁa LOCTYTE K @ainam u npuH'repaM ceTeil Micr—
[l < [ooToron P

-V B MpoTokon MHTepHem BEPCHI -i{TCF‘ |F‘v4l .
¥l . Jlpaitsep /8 Tononora KaHaNEHOr YPOBHA B
i OTBETUMK 06HAPYKEHMA TONONOTWK KBHANBHOTO YPOE ™

[En| [ | [x

chHoEuTb Yoanams | CaoilcTBa I

Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOpPOM oOTobpakaeTcs MHGOpPMaumMs O HaCTpOMKax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baulero
MK:
1. Nonyuntb IP-appec aBTOMaTuyecku: IP-agpec Ha3HavyaeTca aBTomatudeckn DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

onpefeneHns napameTpoB JIOKanbHOW ceTu nepenanTe kK NyHkTy 5.1.1 gaHHoro PykoBoacTea.
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Be\VARD Inasa 5. Hacmpotuika nposoonozo coedunenus

e —
Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) &u

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAWTE NEPaMETPEI MPW BLIX0AE

Puc. 5.6
2. Ucnonb3oBaTtb cneaywouwun IP-agpec: IP-agpec 3agaetca nonb3oBaTtenemMm BpyYHYHO
(Puc. 5.7):

e
Ceoiicrea: Mpotokon Wuteprera sepcuw 4 (TCP/IPv4) Iéu
e —

Obwme

MapameTpil IP MOrYT HA3HEYATHCA ABTOMETHHECKM, ECTH CETh
NOAAEPHUBAET STY BOSMOXHOCTE, B NDOTHBHOM Cly4ae napaMeTphl
IP MOMHO MONYUNTE Y CETEBOrD aAMMHWCTPATOPE.

() Mony4uTs IP-3ApEC BBTOMATHHECKH

@) Mnonb3o0BaTe CNEnYIoWMi IP-anpec: I

IP-anpec: 182 .16 . 0 .
Macka nogceTu: 255,255,255 .

OcHOBHOM Wo3: 192.168. 0 .

Mony4nTe anpec DNS-cepsepa aBTOMaTUHECKW

(@ Mnonb30BaThE CNeayoWwWe aapeca DNS-cepeepos:
Mpeano4MTaemsIii DNS-cepsep: 192.168. 0 .1

ANbTEPHATUBHGIA DNS-CEpsep:

[T NoaTsepauTs napameTpil npu seixone

Puc. 5.7
3anvwunTte, Nnbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTPOMKM Kamepbl Gyaet

HEBO3MOXHO BEPHYTb 1MX B NepBOHa4aribHoOe COCTOAHUE OJ1d BOCCTAHOBIIEHUA NOAKIMHOYEHNA K JoKanbHON

ceTu u/unu cetn VIHTepHer.

PykoBoacTBO no

CKayaHo ¢
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5.1.1. OnpegeneHne napaMeTpoB ceTU Npu AMHamuyeckom IP-agpece

I nasa 5. Hacmpotika nposooHoco coeduneHus

NMPUMEYAHMUE!
HaHHbin NyHKT PykoBoacTBa npedHasHayeH [AON1a oOnpeaeneHvsl napameTpoB foKanbHOW ceTn npu

HasHauyeHun IP-agpeca Bawewmy MK asTromatnyeckn (DHCP-cepsepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokarnbHom I'IpOBOLI,HOVI cetn

HaxwmuTe lyck — lNaHenb ynpasneHus (Puc. 5.8).

9 Internet Explorer
Q=

| X = Microsoft Office Excel 2007

L

d’j Bnoknot

@ DVR Server
Wrpsi

m BRSController

Komnstorep
Q BEWARD IP Visor

m BEWARD Player

T
e ChnyxBel

BEWARD

doxymenTsl

Vzobpaxenna

Myzeika

Manens ynpaenexmns
YerpoiicTea w npuHTepBl

Mporpammsl o yMonuanmio

Qe
ﬁ, ChnyxBel KOMNOHEHTOB »
Cnpaska W NOAAEPKKS

»  Bce nporpamms

3asepiuenne paboTel

Lo N - [ T ———
| Haiimu npozpammsi u gaiine |

B &

Puc. 5.8
B oTKkpbiBlwEMCA OuanoroBOM OkHe Bblbepute MyHKT [[IpocMOTP cOCTOsIHUA ceTu M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

E3 v Manens ynpasnenna »

HacTpoiika napameTpos KoMmnbtoTepa

.

Cucrema v Be3onacHocTs
Mposepka COCTORHNA KOMNBIOTEPS
ApXMBHPOBAHWNE A3HHBIX KOMMBROTERS
Mownck n ncnpaeneqne npobaem

|ﬂ;0:MOTp COCTOAHWA CETH 1 33434 I

Beifop napameTpos AoMaLLHER rpynnbl 1 oOLwerc
ACCTYNE K AZHHBIM

OBopynoBaHWe W 38yK
MNpocmoTp yCTpoicTs W NPUHTEPOR
' JoBasnenue ycTpoictsa

MporpaMmel

Yaanenne nporpanmel

Mpocmotp:  Kateropwa ™

YueTHble 3anMcyu NoAbL30BaTenei u

cemeliH...

@,ﬂnﬁasnamﬂem YAANEHME YHETHBEK SanUCei
noABIOBaTENE

1) YcTaroeKa poMTENECKOrD KOHTPOA AR BCEX
nonszoeaTenei

OdopMAeHHE 1 NEPCOHAAN3ALWA
VIsMEHEHME TEMbI

Wzmenenne donHa pabouere crona
Hactpoiika paspewlerus 3kpana

Yacol, A3BIK W pervoH

CheHa packnagkn KNaBmaTyphl WM Apyrig
cnocoboe BECAR

Msnerenme sssica nHTepdeiica

CneunansHble BO3MOXHOCTH
Pexomengyenbie Windows napamerpel
OrTunMsaLIA nS0BpaKEHA Ha IKpaHE

Puc. 5.9

PykoBoacTBO no

CKayaHo ¢
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B oTkpbiBLLIEMCSA AMANoroBom okHe HaxmuTe [MopkniovyeHne no nokansHomn cetu] (Puc.
5.10).

GU

Manens ynpaenexns -

AOMALUHAR CTPAHNLEA [MpOCMOTP OCHOBHBIX CBEAEHWA O CETHM M HACTPONKA MOAKAOUEHUIA

&I MpocroTp noanoi KapTel
| —— _—
Wsmenenne napamerpos .

paarTera BEWARD Heckoneko cetei WrTeprer
ZMEHNTE AONOAHUTENBHEIE (37T KoMNEroTER)
napameTpel oBLUErD JocTyna

MpocMmoTp aKTMEHBIX CETER MoakntoueHne nin oTKOYEHHE

Cets 4 Twun goctyna: WHTepHeT
OBuwecTBeHHaRA CETh MogknoueHna:

Mzmenenne ceTeBbX NapameTpoE

@ HacTpoiika HoBOMO NOAKNFOYEHNA WKW CETUH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogeoyenns
WA e HACTpolika MapLUpyTUSaTopa WNK TOUKKM 40CTyNa.

‘5. MoAKNHUNTEECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntoderie K VPN,

Buibop Aomaluneid rpynnel v napameTpos ebLere qoctyna

Cra. Taloke ,ﬂ,OCI'yI'I K ¢EﬁﬂEM W NPWHTEPaM, pacnonoxXeHHBIM Ha 4pYTNX CETEBLIX KOMMNBHOTEDAX, UK
- W3MEHEHWNE NapaMETPOE 06LLlEI'0 AocTyna.
Bpanamaysp Windows

[oralunHas rpynna ¥eTpanenue nenonagok

Ceoiictea obozpesaTenn JuarHocTuka U MCpaBneHne ceTesblx Npokb. cBegeHMiA 06 nCnpasneHum,

Puc. 5.10
NMPUMEYAHUE!
Mpn HanNMuMU HECKOMbKMX CETEBbIX MOLKIHOYEHUI BbIOEPUTE TO, K KOTOPOMY MfaHMPYETCS MOAKMIOYMTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMNKy [CBeaeHus] (Puc. 5.11).

@ Cocroanue - MNogxa4eHne No NOKaNEHOR CeTH . M
Obiwwe

MoaknoyeHue

IPv4-noaknoHeHme: WHTepHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocTosaHKe cpedbl: MoaknioyeHo
AnuTensHoCTE: 04:47:33

CKOpOCTE: 100.0 MéauT c

AKTUBHOCTE

1
OTnpasneHo —— %F ——  [puHATO

79 188 140 I 805 508 770

[ @Cﬂoﬁcraa ] [@C)Tmowt.] [ [AMarHocTuKa ]

Puc. 5.11

PykoBoacTBO no

CKayaHo ¢
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B okHe «CBeneHus 0 ceTeBOM MOAKIIOMEHUM» MpeAcTaBneHa crnegyowas nHpopmauus
(Puc. 5.12):

CBefeHUA O CeTEBOM ntwumm ﬂ

[lononHuTEnEHEIe CEEASHWA 0 CETM

Ceoircteo 3raueHne

OnpeneneHHeIR Ans no...
Onmcarve Realtek RTLB168C(F)/8111C(F) Famiy P
Pusuyeckuil agpec 00-24-1D-57-45-30

HCP exniouen Oa

IPv4 192.162.0.14

Macka noncem IPvd 255.255.255.0
Aperina nonyuera 11 aemapa 20111 10:27-11
Apetaa ucTexaeT 11 pespans 2011 r. 10:27:11
Wnioz no ymonyanme IP... 152.168.0.1
DHCP-cepsep IPv4 152.168.0.1
DNS-cepeep Pvd 192.168.0.1
WINScepsep [Py
Cnyxfa NetBIOS uepes... Oa
Mokanerei [PvE-agpec... feB0:3126:2820:8112:163%11
linios no ymonuaro [P
DMScepeep |Pvb

O i

Puc. 5.12
Ecnm B atom okHe Bbl yBugenu ctpokn — «DHCP BknrouyeH-Oa», «Appec IPv4-

XXX XXX XXX XXX» (FOE «XXX.XXX.XXX.XXX» — 3Ha4yeHune |P-agpeca),— 3HauuT IP-agpec Bawemy MK
HasHayeH aBTomaTmyeckn. Macka nogceTn ykasaHa B cTpoke [Macka noacetu IPv4], agpec
ceteBoro wni3a — B ctpoke [LUno3 no ymonuyanuio IPv4], agpec DNS-cepBepa — B cTpoke
[DNS-cepBep IPv4]. 3anuwute, nnbo 3anomHuTe AaHHble napameTpbl (IP-agpec, Macka
noacetn, Ceteson wno3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KoMMNbOTEpa, TO MNocle HaCTpOVIKM KamMepbl 6y,qu

HEBO3MOXHO BEPHYTb UX B NepBoHa4asribHoe COCToAHNE A4 BOCCTAHOBIIEHNA NOAKITHOYEHUA K nokarnbHON

cetn n/vmnu cetn VIHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBepeHus o ceTeBOM nogkmntouveHumn» Bbl yBugenu ctpokm —«DHCP BknroveH- Oav,
«IPv4-agpec aBTOHACTPOMKMU-XXX.XXX.XXX.XXX»(FOe XXX.XXX.XXX.XXX — 3HayeHue |P-agpeca),— 3HauuT
Bam He yganock nogknounTbes K nposogHoun cetn (DHCP-cepeep He npucsoun IP-agpec Bawewmy [1K).
MpoBepbTe NpPaBWUMBLHOCTL MOLKIOYEHUS K NMPOBOAHOM ceTu. B cnyyae HeobxoaumocTu, obpatuTech K

Bamemy CMCTEMHOMY aAMUHUCTPATOpPY.
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5.2. U3ameHeHMe napameTpoOB foKarnbHOW ceTu AN NPOBOAHOro NOAKIYeHUs

K IP-kamepe

Mo ymonuyaHuio

IP-kamepa B2530RVZ wumeer IP-agpec 192.168.0.99. YT06bI

NOAKMIYMTBECA K Kamepe AN NepBOHaYanbHON HAcTponkn Heobxoammo, YTobbl Baw komnbloTep

Haxoauncs B TOM e NogceTn, Yto n kamepa. MNpu atom IP-agpeca kamep, KOMNbIOTEPOB U NHOObIX

APYrnX YCTPOWMCTB B CETU HE AOMKHbI CoBNaaaTb Mexay cobon.

BHUMAHUE!

BHUMAHUE!

IP-kamepa BEWARD B2530RVZ no ymon4yaHuio umeet IP-agpec 192.168.0.99. Ecnu Bbl nnanupyete
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa ncknoyeHns KoHdnukra IP-agpecoB nogkntovante kamepbl No

OfHOM 1 n3meHsnTe nx IP-agpeca Ha ntobble cBoboAHbIE B Ballel nokanbHoOm ceTu.

Ecnn Bbl yBepeHbl, 4yto Baw [1K, nogkntoveHHbIn K NpoBOAHOW ceTu, u IP-kamepa, ¢uanyecku
MOAKIIOYEHHAas K TOM xe ceTu, Nnbo Hanpsamyto kK Bawemy MK, HaxogsTca B ogHon nogcety, Bol moxeTe

cpasy nepenTtu K nyHkTy 5.3 gaHHoro PykoBoacTBa.

D,J'IFI M3MEeHEeHNA TeKylnX HaAaCTpOeK KoOMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Tyck — Marnenb ynpaenerHus (Puc. 5.13).

@ Internet Explorer
C

@ Skype BEWARD

| X5 Microsoft Office Excel 2007 LEsr—=me

MzobpasceHmna

,_n Bnoknot
Mysbika
@ DVR Server
Wrpei
@ BR5Controller

Komnetotep
@ BEWARD IP Visor

MNaHens ynpasneHna
m EEWARD Player

YerpoiicTea n npuHTEPSI

_:,ii Crnybo
Mporpammel ne ymonuaHuo

Q
o@, Cny#Bbl KOMNOHEHTOE
Crpaska n nogaep:ka

» Bce nporpamme

— - - T
| Hadmu npozparmil u ghaliabi | 3asepLUeHne paboTel || P |
. | Z3BEPLLEHNE PaboThl |

T B &

Puc. 5.13

B oTkpbiBwEeMca OuanoroBoM OkHe Bblbepute nNyHKT [[IpocMOTP COCTOSIHUA ceTu M
3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).
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I nasa 5. Hacmpoiika nposoono2o coedunenus

HacTpoiika napameTpos KoMneoTepa

Cuctema v He30NACHOCTL
MpoBepka coCToAHMA KOMNEHOTEPE
ApxMBMPOBAHNE JaHHBIX KOMMBIOTERE
Mownck 1 ncnpasnedne npobnem

Ceth i MHTepHeT

==

- | | TMouck & naHenu ynpasneHus

Mpocmotp:  Kareropua >

YueTHble 3an1cK Nonb3oBaTeneid u

CEMEWH...
'@' JloBaBneHne n yaneHNE YUETHBIX 33NUCERA
nob30BaTENEl

'@' YcTaHoBKa POAMTENECKOTD KOHTPONR 4NA BCEX
noL30BaTENEl

[NpocroTp COCTORAHNA CETH 1 33434 I

Buifop napameTpos ACMaLLHER rpynnel n oBLero
ACCTYNa K A3HHbBIM

ObopyaosaHue 1 38yK

OgopmaeHne W NepcoHannsauma
Mzmererme Teme

Wsmernenne dona paboyero crona
HacTpoiika paspeluenna 3xpana

MpocroTp ycTpofcTe  NpUHTERCE

JoBasneHue ycTpoicTea

lNporpammel

¥AaneHue nporpammel

Yachl, A3bIK M pervoH

CMeHa packnagkv KNasnaTypsl WK Apyrix
cnocoBos seoda

Mzmenenne aspika nHTepdeica

CI'IELLI‘IaIIthIE.‘ BO3MOXHOCTH
Pexomengyenbie Windows napamerper
ONTMMU3ALNA M30BPaKEHNA HA 3KpaHE

Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxmuTe «loaknovyeHne no nokanbHon cetn» (Puc. 5.15).

HTepHeT b LlenTp ynpaenenua cetAmn n oSwmm goctynom - || MMouck 6 naneau ynpasaesus P

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

W3meHeHnE NapameTpos

apsnTepa

WMzmennts ACNONHUTENEHEIE
napameTpel obLLEre AocTyna

Cra. TaioKe
Bpanamay3p Windows
Jomawnans rpynna

CeoiicTea oBospesatenn

NMPUMEYAHMUE!

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNIOUEHUA

&u 0 Mpecvotp nonHoil kapTel
| —
d e

BEWARD WuTepHeT
(3ToT KoMnsoTER)

Heckonsko ceteit

MpocMmoTp akTneHER: ceTei MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

OBLecTEeHHaA CETE Mogkntouerna:

zmeHEHNE CeTEBBEX N PaMeTpoB

?l Hacrpoiika HOBOrO NOKAMOYEHNA MW CETK

HacTpolika BecnpoBciHoro, LUMPOKONoADCHOrD, MOdemMHore, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

‘5. MogrntoumnTeca K cetn

MogKNHOYEHNE NN NOBTOPHOE NOAKAHNEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOLEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouenne k VPN,

ﬂ Brifiop gomMaluneii rpynnbl v napamerpos obLero goctyna
Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HA APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEHEHME HENON3Z0K
JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

I'Ip|/| HanM4nMmM HECKOSbKMUX CETEBbIX MOAKMOYEHUN Bbl66pVITe TO, K KOTOPOMY nnaHnpyeTcA NOAKIIOYNUTb

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxmMuTe kHonKy [CBomncTBa] (Puc. 5.16).
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@ Caocroanue - Mogk no no| ¥ cemm M
Ofiwme

MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvG-NoaKnoHeHHE: Bes gocTyna K MHTEpHETY
CocTosHWe cpeab!: MoaknoyeHo

AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MBmT/c

CeeneHma...

AKTWBHOCTE

-

OTnpaeneHo — k,! ——  [MpuHaTo

79 188 140 I 805 509 770

[ @CEOM"CI'BB ][@D‘rmmun‘rh] [ﬂnarHochKa ]

Puc. 5.16
B OTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUss HeobXxoammo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomcTBa] (Puc. 5.17).

U Mogkniosenme no noKansHoM CETH - CEORCTBA u

Cemw | Ooctyn

MoaknioyeHue yepes:

l.7" Realtele RTLE139/810x Family Fast Ethemet cetesoit an:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter -
¥ Q MnaHuposwmk nakeTos QoS
vl gCnyxﬁa O0CTYNE K $ainam n npuHTepaM ceTei Micr—;
- [lpoToken Vi P
-. i I'Ipomnon HHTepHem BEPCHN 4{TCF‘ IFv-iI .
e Jf anﬁep B/B TONONOra KaHaneHoro YpoBHA
& OTBeTUMK 0BHEPYXEHMA TONONOMMK KaHaNEHOMo YPoE =

[l I [

Onucanme
MpoTokon TCP/IP - cTaHaapTHER NpoTokon riofansHemE
ceTeil, 00ECTeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOSACTEYIOLLMMI CETAMM.

0K ] [ Omvena

Puc. 5.17
B nosiBuBLIEMCA OKHE HeobXoOMMO yCTaHOBWUTL 3HauveHust |IP-agpeca u mackvu noaceTw.
Buibepute nyHkT [Mcnonb3oBaTtb cneayrwowun IP-agpec] n Beegute ceobogHbii IP-agpec n3
nogcetn kamepbl, Hanpumep 192.168.0.20, n Macky nomacetn — 255.255.255.0. OcTtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.18).
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Ceoiictea: MNpotokon Mktepreta sepcnn 4 (TCP/IPv4) h
OBwme

MapaMeTphl IP MOryT HESHEYETHCA BETOMETMHECKM, ECTW CETh
MoAAEpHUEEET STY BOSMOKHOCTE, B MPOTHEHOM Cnydyae napameTpel
IF MOMHO MONY4MTE ¥ CETEB0M0 AAMAHMCTPETOPA.

() Nony4uTe IP-aApeC S5TOMATHHECKN

(@ Wcnonesosate cienytowmi IP-agpec:

IP-appec: 192.168. 0 .20

Macka nogceT: 255 .255.255. 0

OCHOBHOI LUMKO3:

Mony4uTe agpec DNS-Cepeepa aBTOMaTHHEKI
(@ Wcnonesosate cieaytowme agpeca DNS-cepsepos:
MpeanoynTaemsi DNS-cepeep:

ANETEpHaTHBHEN DNS-cepeep:

MoATEEpAWTE NAPaMETPLI MPM BEIXOAE

Puc. 5.18

[na npyMeHeHnsa n3ameHeHun HacTpoek Haxkmute KHornky [OK] Bo BCex OTKPbITbIX OKHaX.
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5.3. NMonyyeHune goctyna K IP-kamepe ¢ nomouwbto 6pay3epa Internet Explorer

IOns goctyna Kk kamepe ¢ nomollbio Opaysepa Internet Explorer 3anyctute ero v B

afpecHon cTpoke BBeaguTe 3anpoc: http://<IP>:<port>/, — rge <IP>- IP-agpec kamepsbl, a <port>—

3HayeHne HTTP-nopta. MNocne atoro Haxmute [MepenTtn] nudo [Beoa] (Puc. 5.19).

BHUMAHMUE!

NMPUMEYAHMUE!

p
e@ (= hitp://192.168.0.99/ D = = X || @ Nycran crpanmua x ok

IP-kamepa BEWARD B2530RVZ no ymon4yaHuto umeeTt IP-agpec 192.168.0.99, HTTP-nopT 80.

Ecnn gna HTTP-nopta ucnonb3yetca 3HadeHue 80, Toraa Ans JocTyna K Kamepe 4yepes OGpaysep

[OCTaTOYHO BBECTU B agpecHon cTpoke «http://<IP>/», roe <IP>— IP-agpec kamepsbl.

o e |

-

Puc. 5.19

5.4. NMonyyeHne goctyna Kk Be6-nHTtepdency IP-kamepbl

Mocne 3arpysku cTpaHuubl Beb-uHTepderica kamepbl Npu nomowm Gpaysepa Internet

Explorer Bl yB/naAnTE OKHO aBTOpM3aLnn. Beeaute nmsa nonb3osarens u naporsb. Mo YMOJ4aHno

ncnonb3yeTcs UMA nonb3osaTens —admin, napons no ymonyanuio —admin (Puc. 5.20).

besonacHocts Windows X
iexplore.exe
Cepeep 192.168.1.82 2anpaluBaeT MMA NONLIOEATENA W NapOfk.

3ITOT cepeep Tatcke coobwaeT: "B2530RVZ H.264 IP Camera -
1868582362449".

‘ admin ‘

D 3anoMHWTE YYeTHbIE A3HHBIE

OK OTtmeHa

Puc. 5.20
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NMPUMEYAHUE!

[ns koppekTHoi pa6oTkl BEO-nHTepdeiica IP-kamepbl Heobxoauma Bepcust Gpaysepa Internet Explorer

He Huxe 9.0.

Ona npocmoTpa wu3obpaxeHna ¢ |IP-kamepbl u4epe3 ©Opaysep Internet Explorer
ucnonbe3yTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
COCTaBe M 3arpyXaeT MX HenocpeAcTBEHHO C Kamepbl ANd nocreayrowen ycTaHoBKU. B HkHewn

YyacTu okHa Bpaysepa NosiBUTCS BCMMblBaloLLiEe onoBeLleHne cuctembl 6esonacHoctu (Puc. 5.21).

Be\WARD | nrocwors | wacrpoms | semon ]
e e (e (e

Intermet Explores 12610K4D0BaR NGRSy YETaHOBKA SNEMeTa ACTveX, MPEANpHESATYAD Wi 5e8-cailTon.

Puc. 5.21

HaxmuTe Ha KHonkKy [YcTaHOBUTB] AN yCTaHOBKU KOMNOHEHTOB ActiveX.

BHUMAHMUE!
YcTaHoBKa KOMMOHeHToB ActiveX, HeobxoauMmblX Ans NPocMoTpa M300paxeHusi ¢ Kamepbl, BO3MOXHa

TonbKO Ha 32-6uTHyto Bepcuto bpaysepa Internet Explorer.

Mpwn yctaHoBke ActiveX ana OC Windows 7 nnn Vista cuctema 6esonacHocTn Gpaysepa
Internet Explorer 6ygetr aBTomaTudeckun 6nokupoBaTb ycTtaHoBKy ActiveX. [na npogorkeHus

YCTaHOBKWN HaXXMUTe KHOMKy [YcTaHOBUTL] B OKHe noaTBepxaeHus ycTaHoBku (Puc. 5.22).
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r]nternet Explorer - MNpeaynpexaedye cnoremel BesonacHocTy ‘ g

YCTAaHOBMT b 3TO NporpamMuoe obecneyenna?

@ Mma: ActiveX Control (2013.11.04)
Mzpatens: BEWARD Co., Ltd

LononHUTENEHD YCTaHOBUTE ] IHE YCTAHAEMMBATH I

NOEPEAMTE KOMMBHOTED, CNegyeT YCTaHaENMBaTE NPOrpattel, NoMyYeHHEIE
TONBKO OT AOBEPEHHOMD M34aTend, DaKTopel DUCKE

l@ D&EMANE M3 MHTEPHETE MOrYT DbiTe NONE3HEl, HO 3TOT THN HEHNE MOXKET

Puc. 5.22
lMocne atoro nosiBUTCA OKHO, MHpopmupytowee Bac o HeobxoomMMocTu 3akpbiTusi BeO-

Gpaysepa ansa yctaHoBku. 3akpowte Internet Explorer n HaxxmuTe kHonky [OK] (Puc. 5.23).

Warning M

IE windows must be close before install ocx, OK?

Puc. 5.23
3aTtem, OTKpOeTCH OKHO yCTaHOBKM KOMMoHeHToB ActiveX. Haxmute kHonky [Install] (Puc.
5.24).

-
oo L e
@" Install ‘ ‘ Uninstall ‘

Puc. 5.24
Mocne ycnewHon yctaHoBku Bbl yBuante coobueHve «Register OCX success(C:\)» B

HWXHeW cTpoke okHa. Haxxmute kHonky [Close] onsa Bbixoaa M3 okHa yctaHoBku (Puc. 5.25).
(R
Install ‘ Uninstall ‘

Register OCX success(CNetVideoX)

Puc. 5.25
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NMPUMEYAHMUE!

B onepauwuoHHon cucteme, otnmnyHom ot Windows 7, unu B 6paysepe, otnudHom ot Internet Explorer 9.0,

Ha3BaHUA MEHK WU CUCTEMHblE COO0OLLEHMS MOryT OTNnn4aTbCA OT Ha3BaHUN MEHK M CUCTEMHbIX

coobuweHun B apyrnx OC cemerictea Windows unu B gpyrux 6paysepax.

NMPUMEYAHME!

Mpun yctaHoBke ActiveX gns OC Windows 7 unu Vista npu BKMOYEHHOM KOHTPOSIE YYETHbIX 3anuncewn
OyneT OOMONMHUTENbHO MPOM3BOAMTBCS GNMOKMPOBKA YCTaHOBKM, O YeM nonb3oBaTtento byaeT BbldaHo
JononHutensHoe onoselleHne. [na paspelleHns ycTaHOBKM HeobXOaMMO yTBEPAUTENbHO OTBETUTHL B

nosABUBLLEMCA OKHE.

B apgpecHon ctpoke Opay3sepa BBeguTe IP-agpec kamepbl n Haxkmute [Enter]. OTkpoeTcs
OKHO aBTopu3auuu. Beeante mmsa nonb3oBartens u naponb. Mo ymMonyaHuto McCnonb3yeTca nums

none3oarens —admin, napone no ymon4yaxuio —admin (Puc. 5.25).

BHUMAHUE!
Mocne aBTOopusaumm Bbl MOXeTe U3MEHUTb UMS MNOMb3oBaTenst U Naponb B MeHw Hacmpolka —
CucmemHbie — [Nonib3ogamenu. Ecnu naponb unu nmsa nonb3oBartenst yTepsiHbl, To0 IP-kamepy MOXHO

BEPHYTb K 3aBOACKMM YycTaHOBKaM. [nsi cbpoca HacTpoek Heobxoaumo 3axaTtb KHomky cbpoca Ha 10

cekyH,.

BezonacHocts Windows x
iexplore.exe
Cepeep 192.168.1.82 2anpalLMEEET MMA NONLIOEATENA W MNaPOAk.

3T0T cepeep Takke coobuaet: "B2530RVZ H.264 IP Camera -
186882362449",

admin ‘

D 3anoMHUTL YUETHEIE AaHHEIE

oK OTmeHa

Puc. 5.25
Mocne ycnelwHon aBTopu3almm Bel nonydnte OCTyn K arieMeHTam ynpasneHnsa kamepbl U

n3obpaxeHuio ¢ Hee (Puc. 5.26).
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5.5. \ameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepe3 Be6-uHTepcenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

4YTOObI OHa Haxoaunacb B OAHOWN NOACETU C ocTanbHbIM 060pyaOoBaHUEM.

BHUMAHUE!

[ns coBmecTHOW paboTbl HECKOMBKMX YCTPOWCTB B OAHOWN noaceTy Heobxoammo, 4Tobbl y HUX coBnaganu
nepBble Tpu YacTu IP-agpeca, 1 NONHOCTLIO COBMNagana macka noaceTw.

Hanpumep, IP-agpec Bawero INK: 192.168.50.40. IP-agpec pasgeneH ToykamMu Ha 4veTbipe okTteTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 50, 4 okTeT — 40. Bam Heo6X0AMMO N3MEHUTL
IP-agpec kamepbl Tak, YToObl MX NepBble TPM OKTeTa coBnaganu, To ectb |IP-agpec kamepbl OOMmXKeH
nmeTb Bua: 192.168.50.XX. YeTBepTbii OKTET IP-agpeca kaXxgoro ycTponcTBa ob6s3aTenibHO JOMMKEH ObiTh

CBOUM.

[ins M3aMeHeHUsi ceTeBbIX HAaCTPOeK B BEO-MHTepdeice HaXXMUTE B MMaBHOM MEHIO kamepbl

kHonky [HacTpowku] n nepengute B meHto Cems — LAN (Puc. 5.30).
BG\VARD

JokankHele Hactpoika LAN

Bupeo

Cetn Wcnonssosats IPv6 [

v
> Ocrostbie Bepcun IP | IPV4

s
> PPPoE -
i A 255. 255. 254. 0

Ocoewodt wnos | 10> 168. o . 251

> Bonjour

> E-mail MONYYHTE AETOMATHUECKA

> NAS AneT WONS | o g 0 0
> DDNS MAC-agpec 18-68-82-36-24-49

> PPTP
Mposepra cew

> RTSP

> HTTPS
CoxpaHuTs

> VeenoMneHne

3anuck

Tpeeora

HeTeKuuna nuy

CucremHble

Puc. 5.30
B TtekctoBbix nonax [IP-appec], [Macka nopcetn], [OcHoBHOM W3],
[Mpeanountaembin DNS], [AnbTepHatuBHbIN DNS] HYyXHO BBECTM Takue 3HaAYEeHUs, 4YTOObI
Kamepa nonana B OZHYy nogcetb C ocTanbHbiM obopygoBaHuem (Puc. 5.30). Ona aTtoro
obpaTutech K paHee 3anucaHHbIM, TEKYLLIMM HacTponKaM NPOBOAHOW NOKarbHOM CeTU (CM. MYHKTbI

5.1 nnn 5.1.1) 1, B COOTBETCTBUN C HAMU, YCTAHOBUTE BbllLieyKa3aHHbIe napameTpbl.

NPUMEYAHME!
B cnyyae HeobOxoaMmoCTM, AN HACTPOMKM CETEBbIX NapamMeTpoB YCTPOWCTB obpatutech k Bawemy

ceTeBoMy aAMUHUCTPaTOpPY.
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D,J'IFI NnPUMEHEHUA M3MEHEHUI CEeTEBbIX HaCTpPOEK KaMepbl HAXMUTE KHOIMKY [COXpaHMTb],

nocre yero NOABUTCA yBeJOMIEHNE O Nepes3arpyske yCTponCTBa.
Mocne nepesarpysku, IP-kamepa OyaeTt AocTynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HaCTDOIZKa npoBOAHOIO NOAKNMNK4YeHNA |P-KaMepr 3aBepLlieHa.
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHavyanbHble 3HaYeHUSA

I nasa 5. Hacmpoiika nposoono2o coedunenus

YT06bl BEpHYTb 3HAYEHMS1 NMPOBOAHOIO CETEBOrO MOAKIOYEHUSI K YCTAHOBMEHHLIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OencTBus.

Haxwmute lMyck — NManenb ynpaeneHus (Puc. 5.31).

9 Internet Explorer >
@ Skype > BEWARD
|5 Microsoft Office Excel 2007 Nl Aowpaermur

WsoBpaxenna
_.a BroxHoT »

Myssika
@ DVR Server

Wrpsi
m BRSCentroller

Komnbrorep

w BEWARD IP Visor
w BEWARD Player

T
Tiagn, Ty
oy, Gl

Manens ynpasnexnn
YcTpoicTea M NPUHTEPLI

Mporpammel No yMoa4aHAR:

)
4, Cnyxcbel komnonenTos _
Cnpaska u nogaepxka

> Beenporpaue

— — AT ——
‘ Hadmu npozparmsi u alisei 2 | 3asepLuenne pabotsl il

Puc. 5.31
B oTkpbiBlEMCA OuanoroBoM OkHe Bblbepute nNyHKT [[IpOoCMOTP COCTOSIHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.32).

F=REERX
L6 [ owconsremympaenss 5]

@ v [MaHenb ynpasneHna

Ha::TpoﬁKa napameTpoe KOMNbHITERA Mpocmorp:  Katercpua =

iy  Cvcrema wn HesonacHocTs
' ﬂpDEEpKE COCTOAHWA KOMNBHOTEDD
ApXMEMpDEEHME,ﬂ,HHHbIX KOoMOBHOTERS

Mowck u nenpasnenne npoBaem

) MuTepseT
M [Dpoctorp cocrontua cetn m sa,a,a
-2, BeiBop napameTpos AoMaLUHE rpynnbl v obliero
A0CTYN3 K A3HHBIM

; ObopyaosaHWe 1 3BYK
——-e MpocmoTp yeTpoicTs U NpUHTEpOR

[lloBasnenue ycrpoiicTea

L Mporpammel
k'. YaaneHne nporpammbl

YUeTHble 3aMMcKU NoAs30BaTENER 1
CEMEH...

@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
nons3oeaTened

'@' ¥CTaHoBKa POANTENECKOrO KOHTPOA 4NA BCEX
nonssceaTenei

OgopmMneHne N NepCoHanMsaLua
MamereHne Tembl

MzmeHenue drona pabouero cTona
Hacrpoiika paspelueHuna 3kpana

Yacel, A3bIK U PErMoH

CrmeHa packnagkn KNaenatypel Wan apyrix
cnocoboe BEOA
MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

Puc. 5.32
B oTkpbiBLIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHomn cetn] (Puc. 5.33).
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ml i <« Cetbu MHTeprer » LieHTp yNpaBneHia CETAMU M OBLLAM AOCTYNOK « | 43 ll Mouck & narenu ynpasnesus 2

Manens ynpasnenna - n . . .
AOMALLHAA CTP3HALE POCMOTP OCHOBHbBIX CBEAEHMW O CETW M HACTPOWKa NOAKAHOYEHMN

Lk‘ = MPOCMOTP NEAHOI KapTs!
| — [
Miamenehne napameTpos J ottt

il BEWARD Heckensko cereii Vhreprer
Visuenrs gononsmenshbie (5707 KomnbiOTEp)

napametpel oBilero gocTyna MPOCMOTP aKThEHsIx CeTelt TMoaknioserie nan oTkNtouEHe

Cem 4 Tun gectyna: reprier
OBuwiectsenran ceTs Moknrouenns:

Vamenerme ceresei napanmerpos

@. HacTpolika HOBOrD MOAKAMOUEHIA WA CETH

Hacrpoiixa 6ecnp o, wnp Horo, 5, npAKioro nam VPN-nogkaroueHis
WM e HACTPOIiKa MapLUPYTY3ATOPa WAV TaUKN AOCTYMa.

g Moaanoumsen k cern

MognrosEnIe nm NesTepHoE N K Becnp
ceTesomy coeanHERIID AN MoaKARYERNe K VPN,

i LL S
o, rake ZlocTyn K baiinan W NPUHTEDaM, PACTICAOKEHHBIM Ha ABYTUK CETEBbIX KOMMBIOTEPaX, WM
) UBMEHEHIE N3PAMETPOE 0BLLErD AOCTYNa.

Bparamayap Windows PaMETp! !
Jomalunan rpynna Yerpanenne Henonagok

CaoiicTea oBospesaTenn [IMAFHOCTHKS 1 MCMPaBAEHHE CETEB X MPOBAE AN MDAy EHUE CaeAEHMii 06 MCTPaENeHIN.

Puc. 5.33

B oTkpbiBLIEMCA OKHE HaxmuTe kHoMKy [CBomncTBa] (Puc.5.34).

@ CocroaHue - MogknoueHne No NOKaNLHOR CeTi i u

Ofume

MNoaknoyeH1e

IPv4-NoaKIOHERre: WHTepHeT
IPvE-NOAKIIOYEHME: Bes aoctyna K MHTepHeTY
COCTOAHWE cPedbl: MoprnoYeHo
JNUTENBHOCTE: 04:47:33
CKOpOCTb! 100.0 MéuT fc

AKTHBHOCTE

|
OTnpaBneHo —— %g ——  TpuHATO

79188 140 I 805 509 770

[@D‘rmﬂl—m‘rb] [ﬂmarHocrw(a ]

Puc. 5.34
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMYEHUS HeobGxoaMmo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
vl .Q Mnarmposwwk nakeTos QoS
[w] gCnyxﬁa AOCTYNE K aifnam 1 npuHTepaM ceTeit Micro—,

W] s Npotokon MHrepHeTa &

-. P MpoTokon HHTepHem BEPCHN -i{TCF‘ IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
& OTBETUMK 0GHAPYXEHWA TONONOMMK KEHANEHOr 0 YDOE ~

@ |

YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTOomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuntb IP-appec aBtomatuyecku] w [Monyuntb apgpec DNS-cepsepa

aBTOMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.36).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

| (@ MonyunTs IP-afpec a5TOMATUNECKI I
(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.36
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTb cneayowmn IP-agpec] v 3anonHuTe Heobxogumble nonsg (CM. NyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.37).
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—
Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @lg

Ofwme

MapaMeTpl IP MOTYT HE3HEHATECA AETOMATUHECKM, BCIW CETh
NOAAEPHMBAET STY BOSMOMHOCTE, B NpOTHSHOM Cryyae MapaMeTpel
IP MOXHO NONYYMTE ¥ CETEBOr0 aAMUHUCTPETOPE.

() MonyuuTe IP-aapec aBTOMaTUUECKM

@ Mnons30BaTh CNeayIoWMWA IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNSﬂpBEmBlI
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.37

5.7. TpoBepka npaBUNBLHOCTAM HACTpPoOeK MoAknyeHnsa IP-kamepbl K
nokKanbHoOM ceTu

[Ona KOHTpPONsi NpaBWMbHOCTU CeTEeBbIX HACTPOEK Kamepbl W KOMMbIOTEPA HYXHO
NOAKNIOYMTBCA K Kamepe Yepes 6pay3ep Internet Explorer.

3anyctute 6paysep Internet Explorer. [ina atoro Haxmute lMyck — Bce lMpoepaMmbi v
BblibepuTe cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, MpUCBOEHHBLIN Kamepe  (HanpuMmep:
http://192.168.0.99) (Puc. 5.38).

G@ & http://192.168.0.99/ L = > X || @ rycran crpanuua

Puc. 5.38
Mpy NpaBUNbHbLIX HAaCTPOWMKaxX OTKPOETCS OKHO aBTopu3aumu. [ns aBTopusauuv BeBeaute

nmsA Nonb3oBaTtensa u naposnb, nocne Yero Haxvute [OK] (Puc. 5.39).

BHUMAHUE!

Mms nonb3osaTtens no ymonyaxuto: admin. Naponb no ymonyaxuio: admin.
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Besonachocts Windows >

iexplore.exe

Cepeep 192.168.1.82 2anpaluMEaeT MMA NONBIOEATENA M NAPONE.

3T0T cepeep Takke coobuwaer: "B2530RVZ H.264 IP Camera -
186882362449",

‘ admin ‘

(L2 2]l ‘

|:| JANOMHWTL YUETHEIE JAHHEIE
OK OTtmeHa

Puc. 5.39
Mpy NpaBMNbHO BLIMOJTHEHHbLIX AENCTBUSAX Bbl cMoXxeTe 3anTn B BeG-nHTEpdenc yepes

Gpaysep 1 yBnaetb nsobpaxeHue c Bawewn IP-kamepbl (Puc. 5.40).

Q@ 2 http://192.168.0.99/login.asp £~ || & weB SERVICE
L

Puc. 5.40

NMPUMEYAHMUE!
B cnyyae HeygayHOro coeguHeHUs ¢ Kamepow, NMpoBepbTe MPaBUMbHOCTb MOAKMHOYEHUS K MPOBOAHOM
CeTu, BEPHUTEChb B HAa4aro AaHHOM rMaBbl U NOBTOPUTE HAcTpoKiKy. B cnyyae HeobGxogumocTv obpatutech

K Balemy cucteMHOMY agMUHUCTPATOPY.
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MnaBa 6. NoagknoyeHue IP-kamepbl K cetn UHTepHeT

6.1. O6wue cBeaeHUA o noaknovYeHun IP-kamepbl K cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NHTepHerT.

B atom cnyyae ana ogHoBpemeHHOW paboTbl KOMMbOTEPOB, HOyTOyKoB, IP-kamep u

apyroro obopyaoBaHus B ceTn MIHTepHeT, Yalle Bcero, UCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonb3yTcsa creaylowmne Tpu BapuaHTa:

1. NmeeTca BblgeneHHbIM NpoBangepoM BHelHW ctatudeckun IP-agpec unn PPPoE-
coeauHeHue. lMpu atom, gaHHbIN IP-agpec (unn PPPOE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONMbKO 0AHOW IP-kamepbl U He MOXeT ObiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. VimeeTcs BblOENEHHbIM NpoOBaMgepoM BHELIHWA cTatudeckuin |IP-agpec, KOTOpbIn
MCNonb3yeTcsa Ans NoaKItoYeHns K ceTn MHTepHET NoKanbHOW CeTu, K KOTOPOK, B CBOKO
oyepedb, NMaHMpyeTcs NOAKMOYMTb OA4HY WM Heckonbko IP-kamep. [Mpu Takom
NOAKMIYEHNN UCNOoNb3yeTca MapLipyTusatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHasHavyaeMbIX MapLupyTM3aTopoM NopTOoB.

3. [lpoeangep He BblensieT BHEWHWW cTtaTtudeckun IP-agpec. IP-agpec HasHa4yaeTcs
npoBangepomM ANHAMMYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamMBaeTCHd 3aHOBO M U3MeHsieTcs B npouecce paboTbl (Takas cuTyauus
ocobeHHO xapakTtepHa npu paboTte uvepes ADSL u GPRS). B atom cnyyae, 4tobbl
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OOHOW WM HECKOSMbKUX Kamep K ceTu
MHTepHeT, BHe 3aBMCMMOCTM OT TOro, Kakou IP-agpec BblgeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMO 3afenCTBOBaTb MHTEPHET-CryxObl, paboTtatowme ¢
OVWHaMMYECKUMU agpecamu.

[anee, aTn BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.
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6.2. NoakntovyeHne Npu cTtatuyecKom BHelwHeM |IP-agpece/PPPOE-coeanHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee CceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMYy4YEeHHbIMW OT NpoBangepa. Kak npaswno, nposangep
npegocTtaBnsieT cnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogcetn, Ceteon wnio3 u agpec DNS-cepsepa.

[ns nonydeHuna goctyna K IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy IP-agpecy
Heo6xoauMO BbINOMHUTE CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy K.

Lar 2: nameHnTe ceTeBble HACTPOMKM NPOBOAHOrO coeanHeHus IP-kamepbl (CM. NyHKT 5.5
OaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoOMKaMu, npefoctaBneHHbiMn Bawmm NHTepHeT-

nposangepom (Puc. 6.1).

Sl Ll TP (TSI T TS ST

TNokansHebie Hactpoiika LAN
Bupeo
CeTh Mcnonssosats IPv6 [

v
> OcrosHbIE Bepewa IP IPV4

ST R—— flomp asTouTecK:

> PPPoE A

S A 255 . 255. 254 . 0
OctosHOA WA0S | 192, 168. 0 . 251

MonysuTs asTomaTieckn

> Bonjour
> E-mail

> F1P MpeanosnTaeusii DNS.

> NAS AneT WDNS [ 0 o0 . o0 o

> DDNS MAC-anpec 18-68-82-36-24-49

> PPTP

Mposepra cemn
> RTSP

> HTTPS
[ copanm |
»> YEe#oMmnexue
3anuck
Tpeeora
JleTexuyus nuy

Cuctemunie

Puc. 6.1
War 3: nogkntounte IP-kamepy k BbigeneHHon cetn Ethernet.
Ecnu Bce napameTphbl yka3aHbl BEPHO, Kamepa AOoMmkHa ObITb AOCTYNHa B ceTn VIHTepHeT.
B npuBeaeHHOM nprvmMepe npoBangep npeaocTaBun cneayowmne AaHHble:
e |P-appec: 173.194.122.202
e Macka noacetu: 255.255.255.252
e OcHoBHOM WN03: 173.194.122.211
o [lpeanountaembin DNS: 173.194.122.1
e AnbTepHatMBHbIN DNS: 173.194.122.2
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B obwem cny4yae, ansa obpaweHus Kk IP-kamepe vyepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBoguTCs cnegywowmi 3anpoc: http://<IP>:<Port>, roe <IP>— IP-agpec kameptl,
<Port>— 3HadeHne HTTP-nopTa. Tak kak B JaHHOM MpuMepe ucnonb3yeTtcs 3HavyeHue HTTP-
noprta, 3agaHHoe no ymondauuio («80»), TO, 4TOGLI OOpaTuTbCs K IP-kamepe 4yepes ceTb
NHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-nopT, 3agaHHbIi NO ymMON4YaHuio (3HadeHue paBHO «80»),
3anpoc B agpecHoun cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeauHeHus

MHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMYEHWe No crtatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT goctyn K cetu WHTepHeT u4epe3 PPPoE-
coeavHeHune. B aTom cniyyae, oH npegoctaBnsaeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa B2530RVZ nopaepxuBaet PPPoE-coegmHeHue. [Ona ero uvcnonb3oBaHus
Heo6xoanMO BbINONHUTL CreayoLme LWarw:

War 1: nogkntounte IP-kamepy k Bawlei nokansHon cety unu Hanpsimyto K K (cm. Masy 5).

LWar 2: songute B MmeHto PPPOE HacTtpoek IP-kamepbl: Hacmpoliku—Cemsbs — PPPOE.

War 3: B TekcTtoBbIX nonsix [[lonb3oBaTens], [[laponb] BBEAUTE 3HAYEHUS, NOSTYHYEHHbIE
oT VIHTepHeT-npoBanaepa (Puc. 6.2).

BE@\VARD

TokansHbie Hacrpoiika PPPoE
Bugeo

(B Brarouwrs []

A
» OcHoBHEE b Pap

5 apec [ ]

e —
PPPoE
L —
> UPnP
C—

> Bonjour

> FTP

> NAS

> DDNS

> PPTP

> RTSP

» HTTPS

> Yeepomnenue
3anuce
Tpesora
Mevexuns nuy

Cucremubie

Puc. 6.2

War 4: Bbibepute TMN wudpoaHua “CHAP” wnun “PAP” ona npoBepkn MNOANWHHOCTU
coeavHEeHUS.

War 5: Anga npuHATUS U3MEHEHUI HaXXMUTe KHOMKY [CoXpaHuUTb].

BHUMAHUE!

[ns BCTynneHus ceTeBbiX NapaMeTpoB B cUMy TpebyeTcsa nepesarpyska ycTponcTaa.

War 6: nogkntounTe IP-kamepy Kk BblaeneHHon cetu Ethernet.
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BHUMAHUE!

Mocne noakntoveHuns IP-kamepsbl K BbigeneHHon cetn Ethernet, oHa Byaet goctynHa B ceTu VIHTepHeT nog

IP-agpecom, NpMcBOEHHbIM e Bawimm npoBarigepom n otobpaxaemeliM B none [Agpec] (cm. Puc. 6.2).

Ona obpaweHus k IP-kamepe B ceTn VHTepHeT B agpecHon cTpoke Gpaysepa BBOAMTCA
cnefyowmin 3anpoc: http://[<IP>:<Port>/— rge <IP>— IP-agpec kamepbl, HasHa4yeHHbIN Balumm
nposangepom npu yctaHoBneHun PPPoE-coeanHenus, <Port>— 3HavyeHne HTTP-nopta (no

ymon4yaHuio pasHoe «80»).

NMPUMEYAHMUE!
Mpu nopknioyeHum Kk kamepe 4deped HTTP-nopT, 3agaHHbI NO ymonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

PykoBoacTeo no FOAKNID ORVZ 43


Пишущая машинка
Скачано с

Штамп


Be\«UARD Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

6.3. MopknioyeHne 4epe3 ceTb WMHTepHeT Kk IP-kamepam, HaxopswuMmcs B

nokanbHoOu ceTu
Ecnu goctyn B ceTb VHTepHET ocyllecTBnseTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, onst nogkntoYeHus NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTu3aTop.

BHUMAHUE!
[ns ucnonb3oBaHWs gaHHOTO MeToda MOoAKMoYeHWst Heobxoaumo 3apaHee npuobpectn y Balero
npoBaiigepa nyb6nuuHbIN cTatuveckuin |P-agpec. [lpoBaiigep npenocTaBnsieT, kak MpaBuIio,

OVHaAMUYeCcKUA BHYTPEeHHUU IP-agpec, KOTOpbI OOCTYNeH TOMbKO B MoaceTu nposaigepa. Moatomy

yTO4HUTE TUN Ucnosibdyemoro Bamu IP-agpeca 3apaHee.

[ns Toro 4ToGbl NoaknounTbes K IP-kamepe u3 cetn NHTepHeT, Hago obpatuTbesa no IP-
agpecy, BblJaHHOMY MpoBaniaepoM («BHeLHWUiA» IP-agpec MapLupyTusaTtopa), U K onpeaeneHHoMy

nopTy.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEepHeT Onsi Bcex Kamep, HaxoOsWMxcs B OOHOW JloKanbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN NpoBangepom). [Noatomy Ans gocTtyna K 9Tum

KamepaMm HeoOX0OUMO Ha3HA4YUTb KaXKaomn cBoe 3HaveHne HTTP-nopTa.

[ns atoro TpebyeTcs BbINONHUTL Cneayowmne oencTeus:

o /3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHoM ceTn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rfioKarnbHoOu ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHuss nopToB. [aHHaa yHKUMS no3sondet
nepeHanpaensaTe obpaweHns u3 cetn VIHTepHeT K KkakoMy-nnbo yCTpOWCTBY,
NOOKIMOYEHHOMY K nokansHow ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4eckn nobbiM
COBPEMEHHbIM MapLUPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTudauum (nepeHanpasneHus

nopToB):

1. wucnonb3oBaHue TexHonorun UPNP B MapLupyTusaTope 1 kamepe;

2. py4Hasi yCTaHOBKa NapameTpoB Tabnuubl MapLLpyTU3aLmn.
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6.3.1. UIcnonb3oBaHue TexHonorum UPnP
[nsa opraHu3aumm goctyna k IP-kamepe u3 cetn IHTEPHET HYXXHO caenatb cregytoLlee:

e PaspelmTb Ucnonb3oBaHne n HacTpouTb pyHKkumo UPNP Bawwero mappyTtusaTopa.

NMPUMEYAHMUE!

Hactpoiika pyHkumm UPnP mapupyTtusatopa gomkHa 6biTb onvcaHa B npunaraeMomn K HeMy MHCTPYKLMK.

BHUMAHUE!
He Bce mogenu mapLupyTM3aTopoB nogaepxusatot dyHkumio UPNP ana nepeagpecaumm noptos LAN- 1
WAN-unHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXxvBaeT OaHHYH (OYHKUMIO, TO OH Tpebyet

OOMNOSTHUTENBHOM HACTPOMKKN (CM. MYHKT 6.3.2).

e PaspelwnTtb ncnonb3oBaHne U HacTpouTb yHkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpy ucnonb3oBaHun UPNP yaaneHHblt MPOCMOTP BMOEOMOTOKA C ABYX M 6Goree kamep MOXeT He
paboTatb nMbo pabGoTaTb HekoppekTHo! Ecnm y Bac Bo3HMKkNM npoGrembl, HacTponTe napameTpbl

nepeHanpaBneHns NOpToB BPYUHYH (CM. MYHKT 6.3.2).

War 1: B meHio Hacmpolku — Cemb — OCHO8HbIe OTMETbTE ranioykon NyHKT « Bknountb
nepeagpecauuio NOpPToB», YTOObI BKIMIOYMTL PYHKLMIO Nepeagpecauumn NopToB MapLupyTusaTopa
(Puc. 6.3).

BE\VARD

JlokaneHuie OCHOBHLIE HACTPOHKH

Bupeo

(Farie MopT AaHHbX

BT

ONVIF-

> LAN noet

> PPPOE
[] Brmiowws nepeapecaumio nopros

> up )
T | NonywTs HacTpoitun UPNP-cepaepa asTomaTnsecis

> Bonjour UPnP-cepsep 192.168.0.251

> E-mail BrewHnit IP-agpec

> FP Mopr AaHREX

> NAS HTTP-nopr

> DDNS RTSP-nopt
> PPTP ONVIF-nopt
> RTSP

> HTTPS

> Ysepomnenne

3anmck

Tpesora

LeTeKuuna nuy

Cuctemusie

Puc. 6.3
War 2: oTtmeTbTe ranoykon NyHKT «Monyuntb Hactpoukn UPnP-cepBepa

aBTOMaTU4ecku» n Haxmute [CoxpaHuTb]. [Nocrne 3Toro B COOTBETCTBYHWOLMX MNonsix OyayTt
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ykasaHbl |IP-agpec UPnP-cepBepa, BHewHun IP-agpec Kamepbl U 3HAYeHUA ee NpoBpPOLLEHHbIX

(BHELLHWX) NOPTOB.

Ecnu B Bawen cetn Heckonbko UPnP-cepBepoB, TO, 4TOObLI MOAKNHOYUTLCA K OQHOMY M3
HUX, cHumuTe ranouky «lMonyuntb HacTpoukm UPnP-cepBepa aBTOMaTuyecku», B none
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHeWwHun |IP-agpec Kamepbl W 3HA4YeHUs ee
NPOBPOLLEHHBIX MOPTOB.

War 3: 4tobbl Nony4nMTb OOCTYN K Kamepe n3 cetn MIHTepHeT, Hago obpaTuTbCs K HEN MO

ee BHelHemy |IP-agpecy 1 HasHadeHHoMY e nopTy HTTP.
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6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl K ceTu  WHTepHeT C€ nomoLubio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTponka 60nblUMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnnyHbIX MoAEeren BbINONHAETCS CXOXNM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnegyowmn nyonnyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupyTtusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapupyTtumsatopa), «192.168.1.199» —IP-agpec kamepbl. [1nsa HaCTPOWMKM NCNOSb3YyEM KOMMbIOTEP,
MOOKMIOYEHHbIN K 3TOW JIOKaNbHOW CEeTH.

Ona nopgkniodeHus IP-kamepbl Kk cetn UHTepHeT TpebyeTca HasHauuMTb MopThl, Yepes3
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMEIDT cnegyowme 3HadveHus: HTTP-nopt — «80»,
MNopT AaHHbIX — «5000», RTSP-nopTt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOsWMXcs B OOHOW JloKanbHOW CeTw,
cylecTByeT Tonbko oavH IP-agpec (BblgaHHbIA npoBargepom). NoaTomy onst goctyna K 3TMM Kamepam

HeOGXOLI,VIMO Ka)KD,OI7I Ha3Ha4YnTb CBOU rpynnbl NOPTOB.
[Ons nsmeHeHns noptos IP-kamepsbl BbINOMHUTE cnefyowne AencTBUs:

BHUMAHMUE!
MopT AaHHbLIX 0653aTENbHO AOMKEH TPAHCNMPOBATLCSA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3nnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1. B Beb-uHTepdeice kamepbl OTKpoWTe pasgen MeHwo Hacmpolku-Cemb —
OcHoeHble. (Puc. 6.4).

L [ tvrcion L swemoussome | T ipuos [__sucn ]

TNokanensie

Bugeo

Cetb
> Lan
> PPPOE

> upnp acTpoiiiu UPnP-cepaepa astouaTsecisn

> Bonjour 52.168.0.251

> Email
> F1e

> Nas

Puc. 6.4
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War 2: BBeante B none [I'IopT AaHHbIX] HOBO€ 3Ha4deHue, OT/INYHOE OT 3Ha4YeHud Mo

I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

ymon4aHuio. Hanpumep, nycTb B kKa4ecTBe NnopTa AaHHbIX Ucrnonb3yeTcst nopT «5001»

War 3: ana npumeHeHUs HaCTPoeK HaXXMUTE KHOMKY [COXpaHUTb].

Takum obpasom, nopTbl Anst JOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTn OyayT:
HTTP-nopT — «80», NopT gaHHbIX — «5001», RTSP-nopT — «554».

[ns BTOpOM Kamepbl MOXHO BblbpaTb cnegywowme noptbl: HTTP-nopt — «80», lNopT
AaHHbIX — «5002», RTSP-nopT — «554» u T1.4.

Kamepa HacTpoeHa. OcTanocb NpaeunbHO HACTPOUTL MapLLIPyTM3aTop.

[AnAa HacTpoOMKU MapLUpyTu3aTopa BbINOJIHUTE crieaylowme AeNCTBUA:
War 1: BBeaute B agpecHowm cTpoke Opaysepa IP-agpec mapwpytmsaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMW BBeAUTE NOTMH M napornb. [locne

yAa4yHON aBTOpU3aLnm OTKPOETCSl OCHOBHAs CTpaHuua HacTpoek mapLupyTtudaTopa (Puc. 6.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK

Status

WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n
Wireless

DHCP
USB Settings
Forwarding LAN

Hardware Version: WR2543ND v1 00000000 E

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255266 2660

Wireless

Wireless Radio:

Enable

System Tools

Name (SSID): TP-LINK

Puc. 6.5
War 2: Bbibepute nyHKT MeHio Forwarding — Virtual Servers. B nosBuBLUEMCA MEHHO

HaxmuTe kHonky [Add New] (Puc.6.6).

PykoBoacTeo no FOAKNID ORVZ 48


Пишущая машинка
Скачано с

Штамп


TP-LINK'

I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.6
War 3: no6aBbTe NpaBuna nepeHanpaesneHns nopTtos ans IP-kamepsl (Puc. 6.7). 3apanTe

cnegyoLwme napameTpbl:
[Service Port]: ykaxute nopt, KOTOpbI BGyAeT Ucnonb3oBaTbCs ANa AOCTyNa K Kamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe AN NepeHanpasreHns NopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne NopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopT, uCnonb3yemMbln B AaHHbLIN MOMEHT AN AOCTyna K Kamepe 13

nokasnsHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, Ans KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPEOYIOT HAaCTPOWKM.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS
Network
oo Service Port: 31 (O4-XX 0r XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwardit Protocol: All -
- Virtua 5 Status: Enabled -
- Port Triggering
e Common Service Port: —Select One— -
-UPnP
Security
Parental Control Save
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.7
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Be\VARD I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

LWar 4: HaxmnTe KHOMNKy [Save], 4Tobbl coxpaHuTb npaswuno. MNpasuno gobasneHo (Puc.

6.8).

= 2 450M Wireless N Gigabit Router
Tp LINK WMode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

- e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME Previous Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.9
LWar 6: 1 ewe ogHo npasuno ang NMopTta gaHHbix (Puc. 6.10).

BHUMAHUE!
HTTP-noptel 1 RTSP-NopThl Kamep MOXHO nepeHanpasnsaTb C MOMOLLbIO BUPTYansHOro cepsepa, ogHako

MOPT AaHHbIX Kamep AOMmKeH ObITb pasHbIM U TPAHCNIMPOBATLCS «MOPT B MOPT»!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Madify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-upnp
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10
War 7: Ecnn Bl ucnonb3yeTte HECKONbKO Kamep, To Bam HeobxoamMmo noBTopuTh warn 2-6

ANsa ocTtanbHbIX Kamep (Puc.6.11).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port IP Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 s002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOObI NONY4YMTL AOCTYN K Kamepe u3 ceTn MHTepHeT, Hago obpaTuTbCsa K Hel no
IP-agpecy, BblaaHHOMY NpoBanaepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapuipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIN KaMmepe ans nepeagpecaunun, — «81». 3HauuT, Anga obpalleHna K Kamepe u3 cetu
WHTepHeT Heobxoanmo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.

PykosoacTso no FOAKNID ORVZ 51
CKAYAHO C =—RUERGUL L 7heles) L=


Пишущая машинка
Скачано с

Штамп


Ipunosxcenus

MpunoxeHus

MpunoxeHne A. 3aBoACKNe YCTaHOBKM

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HaunmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
Lnto3 192.168.0.1
Nmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCcTpaTopa) admin
HTTP-nopT 80
MopT AaHHbIX 5000
RTSP-nopTt 554
SMTP-nopTt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov

PykoBoacTeo no FOAKNID ORVZ


Пишущая машинка
Скачано с

Штамп


Be\,UARD Lpunooicenus

MpunoxeHue B. NapaHTUnMHbIe 06sA3aTenbCcTBa

B1. O6wue cBegeHud

a) MNepeg nogkrntoveHnem obopyaoBaHUA HEOHXOANMMO 03HAKOMMTLCS ¢ PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHbl cootBeTcTBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBUCMMOCTW OT UCNOJTHEHWSI YCTPONCTBA).

B) [1nsa noBbllWEHMA HagexXHOCTK paboTbl 060pyaoBaHMs, 3aWwmTbl OT OPOCKOB B NUTAlOLLEN
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS cnegyeT WUCMNoNb3oBaTb CeTeBble PUMNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. dneKkTpomarHMTHass COBMeCTUMOCTb

3710 06opygoBaHMe COOTBETCTBYET TpebOBaHUSIM anekTpomarHMTHon coemectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonomMmex, cosgaBaeMblx annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKoBOACTBE MO aKchnyaTauum ns
KOHKpPETHOro yctponctea. [ns YyCTPOWCTB CO BCTPOEHHbIM WCTOYHMKOM MUTaHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 My +3%. [Ons yCTPOMCTB C BHELUHUM
NCTOYHMKOM NUTaHWS — 3TO cTabunmampoBaHHbii agantep 5 B £5% unun 12 B £10% (HanpsixeHne

nynbcaunn — He 6onee 0.1 B).

B4. 3azemneHue

Bce ycTponcTtea, umetowme BCTPOEHHbIM BNOK NUTaHUS, AOMKHbI ObiTb 3a3eMrneHbl nyTem
MOAKIMIOYEHNSs K creumanbHbiM po3eTkaM  SMNeKTPONUTaHUs C  3a3eMieHueM unu nyTem
HenocpeacTBEHHOrO 3a3eMfeHus Kopryca, €CnvM Ha HemM npefyCMOTpeHbl crneuuarnbHble
KpenexHble 3nemeHTbl. 3a3emnieHve SnekTponpoBOAKM 34aHus OOMKHO ObiTb BbIMNONIHEHO B
cooTtBeTCcTBMU C TpeboBaHuamu MYS (MpaBuna Yctponctea InekTpoyctaHoBok). Ob6opyaoBaHue
C BbIHOCHbIMWM Onokamn NUTaHWst U aganTepamMy Takke OOMKHO ObiTb 3a3eMfeHo, ecnu 3To
nNpeaoyCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LHype nuTaHud. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn n IUHWA, MNPOKNaAblBAaeMbIX MO HaPYXXHbIM CTEHaM 30aHui M Ha
Yyepakax, JOImKeH 6biTb BbIMNOSTHEH 3KPaHMPOBaHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
AOMKHbI ObITb 3a3eMneHbl C ABYX KOHUOB. lMpuyem, ecnn oauH KOHEL, 3KpaHa MOAKMYaeTcs
HenocpeacTBEHHO K LUMHE 3a3eMieHusl, TO BTOPOW — MOAKMOYAETCA K 3a3eMIIeHuI0 4Yepes

paspsgHuK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHWe3aLwnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, OCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA N NUHWUKA, UOYLLMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NoMeLleHUsIM, Ha BXxogax obopynoBaHUS OOMKHbI ObITb YCTAHOBMEHDI

yCTPOWCTBA MOMTHME3ALLUTDI.

B6. Temnepartypa n BNaxXHoOCTb

MakcumanbeHble 1 MUHUMarbHblE 3HAYEHUs TemnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
Takke BNAXHOCTW, Bbl MoXeTe nNocMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas paboyvas Temnepartypa — 3TO TeMnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPMyC YCTPOWCTBA B NpoLiecce ANUTenbHoM paboThbl.

B7. PasmelueHue

Ans BeHTUNAUUKM yCcTponcTBa HeobXoaAMMO OCTaBUTb Kak MUHMMYM MO 5 cM cBOBOAHOro
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHen naHenu ycTtpouctea. [lpu ycTtaHoBke B
TENEKOMMYHUKALMOHHBLIA  WwKac wunn  cTonky pJomkHa 6biTb obecnedeHa Heobxoaumas
BeHTUNsAUuA. [Ins 3Toro pekoMeHOyeTCcs ycTaHaBnvMBaTb B LWKady crneumanbHblil  Gnok
BEHTUNATOPOB. TemnepaTypa OKpyXaloLwero Bo3dyxa W BEHTUNAUMS [OOMXHbl obecneymBaTb
HeobXxoouMbIA  TeMnepaTypHbii  pexum obopynoBaHus (B COOTBETCTBUM C  TEXHUYECKUMU
XapaKTepucTMKkamm KOHKPETHOro 060pyA0BaHNS).

MecTo anga pasmeLyeHns 06opyaoBaHUsa AOMKHO OTBeYaTh crieaytowmmMm TpeboBaHnsaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHunn, roe ycrtaHaenvBaeTca 0OOOpyaAoOBaHWE, He [OOMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmewiatb Ha 0bopygoBaHUM NMOCTOPOHHME NPeAMETbl U NepekpbiBaTh

BEHTUNALMOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxogmmo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbl yganeHus u3 Hero nbiiv. JT0 no3sonut obopygoBaHuio paboTtatb 6e3 cboes B

Te4yeHune npoaosnKUTENIbHOro BpeMeHw.

B9. Moaknto4vyeHne nHtepdencos
O6GopynoBaHe OOMKHO MOAKMIOYATECA B CTPOroM COOTBETCTBUM C HA3HAYEHUEM U TUMOM

YyCTaHOBNEHHbIX UHTEPdENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCTBa

OOO «HIMN «beBapg» He rapaHTupyeT, 4YTo obGopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsx n obnactax NpMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
yTO 0GopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
ero NpMMeHeHun B cneundunyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHLIM 0bs3aTeNnbLCTBAM NpU
NOBPEeXOEeHUN BHELWIHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM U YCNOBUI XpPaHEHUS;

0) dhopc-mMakopHbLIX 06CTOATENBCTB (TAaKNX Kak NoXkap, HAaBOOAHEHME, 3EMITETPSACEHNE U Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHM MO pa3MeLLEHNIO, NOAKMIOYEHNIO U SKCMyaTaumy,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLUNBKE;

[) NCNONb30BaHNSA He NO Ha3HaYeHWIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX W WHbIX BMAOB BO3OEWUCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEeHbl TEXHMYECKON creumdukalmen Ha gaHHoe obopyaoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHust (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4ecTBO U

T.M.).
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MpunoxeHue C. lNMpaBa 1 noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2022.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MEHEHbI 6e3 NpeaBapUTENIbHOIO YBELOMINEHUS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toprosoin mapkon OOO «HIMIM «beeapa». Bece

OCTallbHble TOProBble€ MapKn npuHaanexart Ux sBragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, 4YTO annapaTHble cpeacTtBa OyayT paboTaTb
OOIMKHBIM 0O6pa3oM BO BCEX cpedax M MPUMOXEHUsIX, U He OaeT rapaHTMn M NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, WIu
paboTtocnocobHOCTM Npu ucnonb3oBaHunM B crneundmyecknx uenax. OO0 «HIMM «besapa»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 310 PykoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPOMycKuK, KOTopble, BO3MOXHO, NPOU3OLLINN NpY HanMcaHnun gaHHoro PykosBoacTtaa.

NHdpopmauua B nobon Yactn PykoBoacTBa Mo aKcnnyataumMm N3MeHseTcs U JOMNOSHseTcs
OO0 «HIMMN «besapa» 6e3 npegpaputensHoro yeegomnenunsa. OO0 «HMIM «besapa» He Gepet
Ha cebsa HMKaKoM OTBETCTBEHHOCTU 3a NIOObLIE MNOrPELUHOCTU, KOTOPbLIE MOTYT COoAepXaTbCs B 3TOM
Pykosoactee. OO0 «HIIN «besapa» He 6epeT Ha cebs OTBETCTBEHHOCTM U HE JaeT rapaHTui B
BblNyCke OOHOBMNEHWA WM COXPaHEHUN HEW3MEHHOWN KaKOW-rMbo uHdopmaumm B HacToswem
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobon NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B Nnioboe Bpemsi 6e3 npegsapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauUuio, KOTopasa siBNseTcs
HenpaBUNbHOMW WNW HENOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawviHe

Nnpu3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxeHus.

C3. Npenynpexaexnsa FCC

310 06opynoBaHMe ObIfNo NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NONOXEHMUST O LNPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, dactu 15 [lpasun
®epepansHon komuceun no ceasm (FCC). Otn orpaHmyeHus 6binv paspaboTaHbl B Lensix
obecneyeHns 3aWmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSNb30BaHUN
0o0opyaoBaHNA B KOMMEpPYECKUX Lenax. OTo obopygoBaHMe MOXET M3ny4vaTb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn gaHHoe obGopygosaHve 6yaet
YyCTaHOBIIEHO W/Unu BygeT UCNonb3oBaTbCA C OTKMNOHEHMSIMU OT HacToswero PykoBoacTBa, OHO

MOXeT OKa3biBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCcTBO paanoceA3n, a npu yctaHoBke B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTtom cnyyae Bnageney 6yaet o6s3aH mMcnpaBnsiTb

nocnencTtena speagHoro BO30ENCTBMS 32 CBOWN CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagNONOMEXM BO BHELUHEM OKpyXeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

C5. Noagepxka
Ons uHopMaunnm OTHOCUTESNTIBHO CcepBUCa U NOAOEPXKKW, MOXanynucta, CBSXKUTECH C
cepBucHbIM UeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmauuio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuobpeTeHus
IP-o6opynoBaHus), Aata noKynku.

e CoobLieHuns 06 owmnbkax, KOTopble MNOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpoGnemsl.

e Bepcua npowwvBkn n 4Yepe3d kakoe obopygoBaHue paboTano yYCTPOMCTBO, Koraa
BO3HMKMNa npobnema.

e [lponsBegeHHble Bamn gencteusa (No waram), npeanpuHsaTbie Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Uem nonHee O6ygeT npeactaeBneHHas Bamu uvHdopmaums, Tem ObicTpee Hawm

crneumanuncTbl cMoryT noMoys Bam pelwnts npobnemy.
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MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
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B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + +
21488;/53(/)02278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + A + + + + + + + + + + +
V2/AF0029410003 Planet POE-2400 + + + + + + + + + + + + + + + + + + + + + + +
A3101\]/.4314{OO490 Planet FSD-804P + + + + + + + + + + + aF + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + = + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + aF + + + + + + + + + + +
A920431700088 Plaz%itzlgs/hsﬂw- + + + + + + + + + + + + + + + + + + + + + + +
A920424400021 P'Z%Zto';saw' S I e T e i R i L i R e T T i s
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + - - + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP S T S B S B S S R I R O R T T O B
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
1400100141 B%gféiﬁ;—'\:/\/ . + + + + + + + + + + + + + + + + + + + + + + +

a1
(ee]
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MpunoxeHue E. Noccapumn

3GP — mynbTuMeannHbIi KOHTENHep, onpeaendemblin NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) onsa mynbtnmeguniiHbix cnyx6 3GUMTS.
MHorve coBpemMeHHble MOBUIbHbIE TenegOoHbl UMET (PYHKUMM 3annucu 1M NpocMoTpa ayaumo u

Bugeo B hopmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT 4A3blka(-OB), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparneHus ActiveX, gokymMeHTammu
ActiveX wn cueHapusimmn ActiveX. OnemeHTbl ynpaenenusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBTOMaTUYECKW, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TeXHOMOrMs He
ABNSAETCH KpoccnnaTtgopMeHHOM 1 noaaepXxmBaeTca B NofIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHaa uudpoBas
abGoHeHTCKasA nUHUA) — MOAEMHasi TEXHONOorusi, npeBpallalollas aHanoroBble CUrHanbl,
nepefaBaemMble MNOCPEACTBOM CTaH4APTHOM TeNedOHHON NMHUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), Nno3BOJIAA BO BpeMA pa6OTbI CcoBepLUaTb 3BOHKW.

Angle / Yron o63opa — 9TO yron, KOTopbli 06pasytoT fiyyn, COeaMHSIoWMnE 3aHI0K TOYKY
00bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE PacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHuMs U3MepsieTcs Ha nuH3e, (OKyC KOTOpOM
yCTaHoBreH B GeCKOHEeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHusi, o6bekTuBbl AENSAT Ha TpU Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCero Ucnonb3yTecs Ans NaHOpaMHOro HabnageHns, yron 3apeHns coctaBnseT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [potokon onpegeneHus apgpeca) -
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HMU3KOrO YPOBHSA, NpefHa3Ha4YyeHHbI Ans
onpegenenns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY aapecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON nony4un Grnarogapsa NoBCeMeCTHOCTU ceTen IP, noCTpoeHHbIX
nosepx Ethernet. 3TtoT npoTokon wucnonb3dyetcsa gns ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTea. 1o nokanbHOW ceTu TpaHcnupyeTcst 3anpoc Ans noucka yana ¢ MAC-agpecowm,

cooTBeTCTBYIOWMUM IP-agpecy.

Aspect ratio / ®@opmaT 3KpaHa — 3T0 (popmMaTHOE OTHOLLEHME LUMPUHBbI K BbICOTE KaapoB.
Obwun dopmaT kKagpa, MWCMOMb3yemMbl AN TENeBU3UOHHbBIX 9SKPAHOB W KOMMbIOTEPHbIX
MOHUTOPOB, cocTaBnsdeT 4:3. TeneBuaeHne Boicokon YeTkocTn (HDTV) ncnonbsyet chopmart kagpa
16:9.
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Authentication / AyTeHTudmkauma — nposepka NPUHAONEXHOCTU CyObekTy AocTyna

NpeabsBNEHHOr0O MM  MAEeHTMdUKaTopa; noaTBepxaeHue nognimHHocTn. OamH mn3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE Ballero nosib30BaTenbCKoro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «formHom» (login — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduaeHUManbHOW WHOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoMm. NonyymB BBEAEHHbIV NOMb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET UX CO 3HaA4YeHMeM, KOTOpOoe XpaHUTCA B chneuuanbHou 6ase

OaHHbIX, N, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Autolris / AP[] (ABTOperynupyemas guacpparma) — 3To0 aBTOMaTNU4ECKOE perynmpoBaHme
BENMMYMHbI AguadparmMbl Ansi KOHTPONS KONMYecTBa CBeTa, MOMNafarolwero Ha Martpuuy.

CyuwectByeT gBa BapMaHTa aBToMaTtuyeckon perynnpoBku anadparmel: DirectDrive n VideoDrive.

Bitrate / Butpent (CkopocTb nepeagayn AaHHbIX) — OyKkBaNbHO, CKOPOCTb NPOXOXAEHNS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PEKTUBHOM CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MoOXeT nepeaaBaTbCsl CryxebHasi MHopmMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNeHcauus
3afHero ceeTta). TUNU4YHbLIN NpUMep HeobXOAMMOCTM MCMONb30BaHUSA: YenoBek Ha oOHE OKHa.
OnEKTPOHHbIN 3aTBOP Kamepbl OTpabaThiBaeT MHTErpanbHyto, T.e. 0bLLY OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon yepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MbLIOM
CBeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty aABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepeucos (cryx6), ncnonob3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS UCMONb30BaHUS B JNOKarbHbIX CETAX W UCMONb3yeT CBeAeHUs (3anucu) B crnyxbe AOMeHHbIX
nvéH (DNS) ana obHapyxeHus Opyrnx KOMMbOTEPOB, PABHO KaK M WHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NpMHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR /becknaccoBasi agpecauusn (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONALWMI MTMOKO ynpaBnsaTe NPOCTPpaHCTBOM IP-agpecoB, He ncnonb3ys
XECTKMe paMKu KrnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOro MeToda MO3BOMSeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIM pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHWe pasnuyHbIX

MacoK noaceTen K pasnnyHbiM nNogceTaMm.

CCD / N3C-maTpuua — 3TO CBETOYYBCTBUTENBHbIN 3fIEMEHT, UCNOMb3YIOLWMINCA BO MHOTMX
UMPOBLIX KaMmepax M NPeaCcTaBnsOWMI CODOM KPYMHYH MHTErparnbHyl0 CXeMy, COCTOSILLYH U3
COTEH TbICAY 3apsgoB (NuUKcenemn), KoTopble NpeobpasyloT CBETOBYH SHEPIMKO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctasnatb 1/4", 1/3", 1/2" vnun 2/3".
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CGl (EaMHbin wno30BbIN  MHTepcdenc) — cneundbukaums, onpegensioas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX POPMBbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTasnIoOKCUAHbIA MNOSYNPOBOAHUK) — 3TO LUMPOKO MCMOMb3yeMbI TUN MNONYyNPOBOAHMKA,
KOTOPbIA MUCNONb3yeT Kak OTpuUaTenbHyl0, TaK W MNOMNOXUTENbHYK 3NEKTPUYECKyo Lenb.
[MockonbKy TONbKO Of4Ha M3 3TUX TUMOB Lienen MoXeT OblTb BKOYeHa B Noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3feKTPO3IHEPruM, YeM MUKPOCXEMbI, UCMOoSb3yoLlime
TONbKO OOMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHms KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTKM, OAHAKO 3TO NPEUMYLLECTBO HEBO3MOXHO ucnonb3oBaTtb ¢ [M3C-

OaT4ynkamun, KoOTopble ABNAKTCA TakKe bonee OopormMm B Nnpon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOIO UMEHM YCTPOMCTBY (KOMMbLIOTEPY, CETEBOMY HAKOMMUTENIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyerHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yoanéHHoMm [Joctyne 4vepe3 mogem). [Opyrve mawwuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUMHOM NO OOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / Tlpotokon AuHamMuyeckown
KOHcUrypaumm ysna) — 9TO CETEBOW NPOTOKOS, MO3BOMSKOWMNA KOMMbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoaumble onsa pabotel B cetn TCP/IP. OaHHbIN
NpoTOKON paboTaeT no MoAenn «KNueHT-cepBep». [ns aBTOMaTM4YeckonW KoHdurypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypaumMm CeTeBOro YCTponctBa obOpawaeTtcs K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OoT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas Ha3HayaeT knueHtam IP-agpeca BHyTpu
3aflaHHOro AguanasoHa Ha onpefeneHHbld nepuod BpemeHu. [aHHyo yHKUMIO noadepKusatoT

NnpakTU4YeCkn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LucpoBoe yBenuyeHne — 370 yBenMyeHne pasmepa kagpa He 3a cueT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWs NOMy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hu4ero He
yBENMUMBAET, a TOMbKO BbIpe3aeT HYXHYI 4YacTb Wu300paxeHua u pacTarMBaeT ee [Jo

nepBOHaYanbHOro paspeLLeHus.

Domain Server /| CepBep AOMEHHbIX UMEH — TaKkKe JOMEHbI MOTyT OblTb MCNOMNb30BaHbI
OpraHm3aumsiMiM, KOTOpble XOTAT LEHTPanu3oBaHHO YMNpaBnsaTb CBOMMM KOMMbiOTEPaMM (Ha
KOTOpbIX YyCTaHoBMeHbl onepaunoHHble cuctembl Windows). Kaxabli nonb3oBaTenb B pamMkax
AOMeHa noryyaeT Y4YeTHYH 3anucb, KoTopas OOblYHO paspellaeT 3aperncTpupoBaTbCs U

ncrnonb3oBaTtb NOOON KOMMbOTEP B AOMEHE, XOTsi OQHOBPEMEHHO Ha KOMMbIOTEP MOryT ObiTb
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HalnoXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)VILIMpyeT nonb3oBaTteneun B ceTu.

Ethernet— nakeTHasi TexHonorusi nepefadv [OaHHbIX MNPEUMYLLECTBEHHO B JTOKanbHbIX
KOMMblOTEPHbLIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBoaHble  COEAMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W NPOTOKOSbI yrnpaBneHus

OOCTYMNOM K cpefie — Ha KaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue yCTaHOBKM MO YMOJIYaHMIO — 3TO YCTaAHOBKW,
KOTOpbl€ M3Ha4YanbHO UCMOMb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIv
pa3. Ecnu Bo3HMKHET HEOGXOOMMOCTbL NEpPeyCTaHOBUTL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ansi GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbLIO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBoM aKkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMW, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxeT ObITb MporpaMMHoe obecneveHue, paboTatoliee Ha KOMMNbIOTEpe,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®oKycHoe paccTtosiHMe — u3MepssiemMoe B MunnNuMeTpax ¢OKyCHoe
paccTosiHne 06bEeKTMBA KaMepsbl, ornpeaensioLlee LWNPUHY ropu3oHTanbHon 3o0HblI 0630pa, KoTopoe
B CBOIO ovepedb naMmepsietca B rpagycax. Onpegensetcs Kak paccTosiHue OT nepeaHen rnaBHom
TOYKM [0 nepegHero dokyca (Ans nepegHero HOKYCHOrNo pacCTOsHUA) U KakK pacCTosiHue oT
3aHewn rmaBHON TOYKM 00 3adHero dhokyca (aAnga 3agHero ookyCcHoro paccrtosaHus). MNpu atom, noa
rMaBHbIMKM TOYKaAMKU MNOApPa3yMeBalOTCA TOUKM NepeceyeHus nepegHen (3agHen) rnaBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas yacTtoTa — KONMYeCcTBO KaapoB, KOTOpoe BuaeocucTeMa (KOMMbIOTEPHas!

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaET B CEKYHAY.

Frame / Kapp - kagpom g4BnseTca nonHoe BuaeoudobpaxeHve. B ¢opmarte 2:1
YepeccTpoyHOM  pas3BépTkM uHTepdenica RS-170 wm B opmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMMTETA NO pPagvoBELLAaHMI0 Kaap co3gaeTcsa M3 ABYX OTAeNbHbIX obnacren
NNHWIA YepecCTpOYHON pasBepTkn 262.5 nnn 312.5 Ha yactoTte 60 vnmn 50 My ans Toro, 4ToObLI
cchopmmupoBaTtb MOMHbIA Kagp, KOTOpbIi 0Tobpasntcs Ha akpaHe Ha yactote 30 wnm 25 My, B
Buaeokamepax C NPOrpecCUBHOM pPasBEPTKON KaXabl Kagp CKaHMpyeTCA MOCTPOYHO U He

SBIISAETCS YepeCcCTPOUHbIM; BOMNbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / [lportokon nepegayun ¢dannoB) — 3TO MNPOTOKON
NPUITOXKEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonoe TCP / IP. OH ucnonb3yeTcs, 4ToObI

obmeHuBaeTca dannamm  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsier
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nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnUMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTCs K NpOTOKONam NpUKNagHoro ypoBHA U Ans
nepegayn AaHHbIX UCNONb3yeT TpaHCnopTHbIN NpoTtokon TCP. KomaHabl 1 AaHHble, B OTNMYKe OT
GonbLlUMHCTBA ApYrMX NPOTOKOMOB nepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbI Ha
CTOPOHEe cepBepa, Ucnonb3yeTcsa Ang nepegayun aaHHblX, NnopTt 21 - ana nepegayv komada. MNopt

ana npuemMa gaHHbIX KInMeHToM onpenendaeTcd B Ananore corriacoBaHus.

Full-duplex / MonHbIn Aynnekc — MOfHbIA Aynfekc npeacTtaensdetr cobown nepepady
AaHHbIX OHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3BykoBoCnpou3BeOEHMSI 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cucteMamun. Takke nonygyniiekcHas cBsidb obecneyvmBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNX 3a O41H pas.

G.711 — crangapT gns npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton aumckpeTtusauum 8000 kagpos/cekyHay u 8 out/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoadpchumumeHT ycnneHmsa — koadppuumMeHTOM yCUneHnsa asnsetca KoapgpuumneHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBAEeT Cuny curHana.
KoadbpumumeHTbl yennenuns obbl4HO BbipaxatoTcs B eanHmuax mowHoctu. deunben (ab) sensetca

Hanbonee yI'IOTp66VITeJ'IbeIM cnocobom ans n3mepeHna ycuneHuma ycunmtens.

Gateway / MexceteBOoM WNO3 — MEXCETEBLIM LUMO30M 4BMASETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM Bxoda B Apyryto ceTb. Hanpumep, B KoprnopaTMBHOW CETW, CcepBep
KOMNblOTEpPa, OENCTBYIOWMIA B Ka4YeCTBE MEXCETEBOro LUM3a, 3a4acTylo Takke AeWCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBOM LUMN03 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, Kyaa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NpUxoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a gnd AgaHHoro nakeTra.

H.264 — 37O MeXayHapoAHbI CTaHOapT KOAMPOBaHWUS ayamo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10" nnn AVC (Advanced Video Coding)). [JaHHbI CTaHOapT COAEPXUT psg HOBbIX
BO3MOXHOCTEN, MNO3BONSAKLINX 3HAYUTENBbHO MOBLICUTL 3MMPEKTUBHOCTL CXKaTus BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLyto rMOKOCTb NPMMEHeHUs B pa3HOobpa3Hbix ceTeBblx cpedax. Mcnonb3yetcs B LnMpOBOM

TenesmaeHum Bblcokoro paspetuerus (HDTV) n Bo MHorux gpyrux obnactax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / poTokon nepegaun runeptekcra) — 3To0 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUAEO- U APYrMMU
MynbTumeama darnnammn) B cetu. poTtokon HTTP gaBnseTcda NpOTOKONOM BbICLLErNO YPOBHS B
cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTtcd 4O NONyYeHus

noateepXxXaeHua o ero npaBUiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awWwuMwWEéHHbIA NPOTOKOSN nepepaym

runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepefaBaemble Mo npotokony HTTP, «ynakoBbiBaloTCA» B KpunTtorpadpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTca 3aluuTa aTUX gaHHbIX. B otnuyme ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTpPATOP - CETEBOMN KOHLIEHTPATOP UCMNONb3yeTcs Ans nogknoyeHns
MHOrOYMCMEHHBIX YCTPONCTB K ceTn. CeTeBON KOHLEHTpPATOp nepeaaeT BCe AaHHbIe B YCTPOWCTBA,
MOAKIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TONbKO nepegaeT AaHHble B YCTPOMCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpPOTOKON ynpaBrAOLWMNX
coobuweHun) — ceTeBor MpPOTOKON, BXxoaswwmn B ctek npotokoroB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefady cooblleHuin 06 owmnbKax u OpYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUKLUMX NPV Nepefaye AaHHbIX, HAanpuMep, 3anpawmBaemasi ycryra HejoCcTyrnHa Unn xXocT unm

MapLpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / Ctanpgapt IEEE 802.11 — 5T0 ceMelCTBO cTaHAapToB Anst 6ecrnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unm 2
Mout/cek Ha nonoce 2.4 Tu. CtaHaapt e 802.11b 3agaeT ckopocTb nepegayn AaHHbIX 11
MowuT/cek Ha nonoce 2.4 ITu, B TO BpeMa kak ctangapt 802.11a no3BonseT 3agaTtb CKOPOCTb A0

54 MouT/cek. Ha nonoce 5 Twu.

Interlaced video / YepeccTpouHas pasBepTka — 3TO BMOEO3anUCb CO CKOPOCTb 50
n3obpaxeHuin (Ha3biBaeMbIX NONSAMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTesibHbIX Nons
(nonykagpa) 3atem obbeamHawTca B 1 kagp. YepecctpouHas passepTka Obina paspabotaHa
MHOrO NeT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop WMPOKO npumeHsietcs. OHa aaet
XOopolune pesynbTaTbl NPy NPOCMOTPE ABWXKEHUS B CTaHAAPTHOM M300pakeHuu, XOTs Bcerga

CYLLIECTBYET HEKOTOPOE UCKaXKeHMEe N300paKeHNS.

Internet Explorer (IE) — cepusa 6pay3epoB, paspabaTbiBaemas koprnopauuen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIX cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — aTo cTaHgapT 3awmuTbl 060pyAOBaHWSA, KOTOPbIA ONUCbIBAET
nbine- 1 Braro- 3awuTy Kamepbl BuaeoHabniogeHusa. lMepsas unmdpa obo3HavaeT ypoOBEHb
3aWnTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, uMdppa 6 o603HaYaeT NOMHOE UCKIYEHUe
nonagaHusa nbinu). BTtopas umdpa obo3HayaeT ypoBeHb 3aliuMTbl OT MNOMNagaHUs KUOKOCTEWN
(Hanpumep, umdpa 6 obosHayaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NI Bpe€MEeHHOM 06J'IVIBaHVIVI.)
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IP-kamepa — uUMdpoBas BuAeokamepa, OCODEHHOCTbIO KOTOpOW SIBRsieTCs nepegaya

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beauMHeHHOM rpynnbl
aKkcnepTtoB B obnactu oTtorpadhmm) — oanH M3 NONYyNsipHbIX rpaduyecknx opmartos,
NPUMEHSAEMbIA O XPaHEeHUs oTon3obpaxkeHnn n NogobHbIX UM n3obpaxkeHui. NMpu cosgaHum
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HaCTPOWMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npun 6Gonee HM3kOM KO3appUUMeHTe cxaTtuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaeTcs obbem dpainna, cywecTByeT BbIOOp Mexay KayecTBOM U300paeHuss n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3To0 Mepa n3MepeHnsa CKOPOCTU NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblYMCNUTENbHAA CeTb) — KOMMbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONMbLUYO TPYyNNy 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egnHuua n3MepeHnda OCBELLEeHHOCTHW. Onpenenﬂemﬂ KaK OCBELUEHHOCTb
NOBEpPXHOCTU nnowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YyBCTBUTEINTbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIM agpec yCTPOMCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEANHEHHOrO K CETU YCTPOWCTBA UNK, TOMHEE, ero NHTepdeinc

OnAa NOAKNMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6uT/ceKk) — 3T0O Mepa U3MEpeHUss CKOPOCTWU MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BUTbI NPOXOAAT 3a4aHHY0 TOYKY. OTOT napaMmeTp 06bI4HO
ncrnonb3yeTcs, 4ToObl NpeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AorbkHa paboTaTb Ha

ckopoctn 10 unu 100 Mo6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbii METOA BMAEOCXKATUS, OCHOBHOW OCOBEHHOCTbIO
KOTOpPOro SIBMSIETCS CXaTWe Kax[Aoro OTAENbHOro Kagpa BMAEONOTOKa C MOMOLLLK anroputMa
ckatna wusobpaxenHun JPEG. lMpn coxatum metogom MJIPEG MexkagpoBasi pasHuua He

Y4UTbIBaAETCA.

MPEG-4 — 3T0 MeXayHapoaHbl CTaHaapT, UCMOMb3yeMblid NPeNMYyLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Bugeo. Crtangapt MPEG-4 B OCHOBHOM WCMNONb3yeTcss ANd BeLaHus
(noTokoBoe BMAEO), 3anncu OUNbMOB Ha KOMMAaKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLUIMPOKOBELLLAHUSI, B KOTOPbIX aKTUBHO MCMOMb3YyeTCs CxaThe LMdPOBbIX BUAEO U 3BYKA.

Multicast / F'pynnoBasa nepepa4a — cneumanbHas ¢dopma LUMPOKOBELLAHUS, MPU KOTOPOW

KOMMM MNaKeTOB HampaBnslTCA onpegenéHHoMy MoAMHOXeCTBY afpecatoB. Hapsgy c
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NPUNOXEeHNnaAMN, YyCTaHaBnMMBawWMMU CBA3b MeXay WCTOYHUKOM U OOHUM nony4vaternewm,

CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOcbinan nHdopmMaumo cpasy
roynne nonyyatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmaLMM nocrnatb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumn npeacraenseT cobon pacwmperne IP-
agpecaumu, No3BoNAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nony4darensaMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAY4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TPaAavUMOHHBIM Noaxodom. Hanpumep, aobasrneHne HOBbIX NoNb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CroCOBHOCTU ceTu. 3HauYUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinalvwWwun cepBep, KOTOpbIi OGonblle He [AOMKeH noadepXmBaTb  MHOXECTBO

[ABYXCTOPOHHUX COEAUHEHWIA.

Ana peanusaumn rpynnoBoM agpecauun B JfOKanbHOW CeTU HeobOXOoAauMMbl: MoAAepKka
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeguHEHUM K rpynne 1 nofyvyeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapTOW, MpUNOXeHMe, UCMorb3ylowee rpynnoBy0 agpecauuio,
Hanpumep, BMAEeOKOHepeHUnsa. TexHonorma «MynbTUKacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopoepxmBaeTcs cratndeckas M guHamumyeckas agpecauums. [pumepom
ctatmyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKAovawowen B cebs Bce ysnbl
nokanoHon cetn, 224.0.0.2 — BCce MapLlpyTu3aTopbl foKanbHOM ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBuUpoBaH [Ans MPOTOKOMOB MapLIpyTU3auun u  Jpyrux
HU3KOYPOBHEBLIX MPOTOKOSIOB  NOAAEpXKW rpynnoBov agpecaumn. OcTtanbHble  agpeca
ONHAMWYECKNn  UCMOMb3ylTCA  NPUNoXeHnsmMn. Ha  cerogHAWHUM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UKW MyIbTUKACT).

NTP (Network Time Protocol / lMpoTokon CUHXpOHM3auUM BpPEeMEHU) — CEeTEeBOW
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHu ¢ ucnonb3osaHueM ceter. NTP ncnonb3dyet ana ceoeu

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctanpapt NTSC) — ctraHgapt NTSC
SIBMISIETCSA TENeBM3NOHHLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC pgoctasnsieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacrneson ctaHaapT, onpegenstoLwmun
NPOTOKONbI B3aMMOOEWCTBUSI TakMX YCTPOWCTB, Kak IP-kamepbl, BUOeopernctpaTtopbl U CUCTEMBI

ynpaeneHna Bugeo. MexgyHapogHblh  (opyMm, Cco3faBlUMA - [aHHBIA - CTaHOapT, OCHOBaH
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kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKn U pacnpoCcTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CeTEBOro BUAEeOoHabnioaeHus.

PAL (Phase Alternating Line / TeneBu3noHHbIn cTtaHpapT PAL) — TeneBu3MOHHbIN
ctaHgapT PAL aBndaetcs npeobnagarlowmm TeneBM3MOHHbIM CTaHA4apTOM B CcTpaHax EBponbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power-over-Ethernet / NMutaHue 4yepes Ethernet) — TexHonorusi, nossonstoLuas
nepefaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU 3MEKTPUYECKYH) 3SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / Mopt - wuaeHTMOMUMPYEMBLIN HOMEPOM CUCTEMHLIM PECYPC, BblAENAEMbIN
NPUMOXEHMWIO, BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3W C NPUIOXKEHUSIMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YucCne C APYrMMU NPUMOXKEHUSMU Ha 3TOM Xe
xocTe). B 0Bbl4HOM KNMEHT-CepBEPHON MoAenu npunoxeHne nnubo oxuaaeT BXOASAWMX OAHHbIX
UM 3anpoca Ha CoeduHeHue («crnywaeT nopT»), NGO NochbITaeT AaHHble WNKU 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIVI npunoXxeHmnem-cepsepom.

PPP (MpoTokon ABYXTOYEYHOr0 COE€AMHEHUA) — MPOTOKOM, MNO3BONSAIOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefadyn Ans CBA3WM Mexay ABYMSA ceTeBbiMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepeepy nocpenctBoM TeNedOHHON IMHUK.

PPPoOE (Point-to-Point Protocol / lpoTokon coeAnHEeHUs «TOYKa - TOYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE cCoeanHeHne, Takoe kak nimHma DSL, 6ecnpoBoaHoe yCTPOMCTBO UK KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO MoAema nosib3oBaTeny nokanbHOW ceTn MoryT
nony4atb OOCTYNn C MHAMBMAYanbHOW MPOBEPKOW MNOAMMHHOCTM K BbICOKOCKOPOCTHLIM CETAM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT apPEKTUBHBIN CNOCO6 CO3AaHMSA OTAENbHbBIX COEANHEHWI C yaanNeHHbIM CepBEPOM

ON4a KaXXgoro nosib3oBaTtend.

Progressive scan / lMporpeccMBHOe CKaHMpPOBaHUE — 3TO TEXHOMNOMMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, npy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OOHOW NMHMK B
nopaake wuxX pasMeLLleHus Kaxayl LWecTHaguaTy [ofio  CekyHabl. To ecTb CcHayana
nokasbiBaeTcs NuHuA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpa3om, n3obpaxxeHne He BbeTcs
Ha oTaenbHble nonykagapbl. B aToM criyyae nonHOCTbIO ncyesaeT 3dpdekT MepLaHus, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4yaetca ©onee BLICOKMM.

RJ45 — yHMUUMPOBAHHbLIA pasbéM, UCMOMNb3YyEMblIA B TENEeKOMMYHMKauuax, umeet 8

KOHTakTOB. Mcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbi.

Router / MapwpyTtusatop — 370 YCTPOWCTBO, KOTOpoe onpeaensder Touky Onvkanwien

CeTWN, B KOTOPYH NMakeT AaHHbIX OOJDKEeH ObITb HanpasJieH Kak B CBOM OKOHYaTeSbHbIN MYHKT
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Ha3Ha4YeHu4. MapLupmisaTop cosgaet  w/uvnu nogaepXueaeTt - cneyunaribHyro Ta6J'IVIL|,y

MapLlpyTn3aumn, KotTopasa CoxpaHdeT MH(*)OpMaLl,I/II'O, KaK TOJIbKO OHa OOCTUraeTt onpepaerneHHbIX
NYHKTOB Ha3Ha4YeHUA. WHorga MapLpyTn3aTtop BKIOYeH B Ka4decCctBe YacCTu CeTeBOoro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN NPOTOKON B peXUMe peanbHOro
BpeMeHMu) — 310 npotokon IP ona nepefayv gaHHbIX (Hanpymep, ayavo vnv BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEObXoanMble OIS
BOCCTaHOBIIEHUSA rofloca unu BuaeonsobpaxeHns B NPUEMHOM y3rie, a Takke [aHHble O Tune
kogupoeanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepeaarTcs BpEMEHHas MeTka M HoMep nakeTa. OTn napamMmeTpbl NO3BOSAOT NPU MUHUMATbHbIX
3agepxkax onpegenuTb MNOPSAOK M MOMEHT [OEKOOMPOBaHMSA KaKOOro naketa, a Takke
WMHTEpPNoNMpoBaTb NOTEpPsiHHbIE MakeTbl. B KayecTBe Hwxenexawiero npoTtokonia TPaHCMOPTHOro

YPOBHS, KaK NnpaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeaadyn NOTOKOB B pexume
peanbHOro BpeMeHU) — aTO NPOTOKOS YNpaBneHusi, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHus
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHom nnu ogHoagpecHon nepegayn v ans
cornacoBaHus ncnonb3yembix kogekos. RTSP MOXHO paccMmaTtpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpeaocTaBnsaemMbiMM cepBepoMm mynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayecTBe cTaHAapTHOrO NpoTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namati tuna SD) — cdopmat kapTbl dnaLwl-
namaTv, paspaboTaHHbIN AN UCMONb30BaHMA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHSALWHUA [OeHb LMPOKO WUCMONb3yeTcss B UUPOBLIX YCTPOWCTBAX, Hanpumep: B
doToannapartax, MobunbHbix TenedgoHax, KIIK, kommyHukaTopax wu cmapTtdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / JnNeKTpPOHHbIA 3aTBOP — 3TO 3MNEMEHT MaTpuubl, KOTOPbIA NO3BONSET
perynupoBaTb BpeMs HaAKOMMEeHUA 3NeKTpu4eckoro 3apsga. JdTa [geTanb OTBeYyaeT 3a
ANNTENBHOCTb BbIAEPXKKM M KONMYECTBO CBETA, NOMABLUEro Ha Matpuuy nepes hopMUpPOBaAHNEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / MNpocTton npoTokon nepegayM nNoYTbl) —
npotokon SMTP wucnonb3yetcs Ana OTCbUIKA W NOMyYeHUs1 3NEKTPOHHOWM noyTbl. OgHako
MOCKOSbKY OH SIBMSAETCS «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OFPaHUYEH B CBOEN BO3MOXHOCTM
No BMECTMMOCTU COOOLUEHWUA Ha Momfy4alrowem KOoHUEe, U OH 0Bbl4HO MCMOoMNb3yeTcs C OAHUM U3
ABYX Apyrnx npotokorios, POP3 nnun npoToKoNoM MHTEPAKTMBHOIO AOCTyNa K 3N1EKTPOHHOW noyTe
(npoTtokon IMAP). 3Tu NpoTOKOMbI MO3BOMSOT NONb30BATEN COXPaHATH COOOLLEHMS B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckin sarpyxarb UX U3 cepeepa.
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SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuLeHHbIX

cokeToB / [IpOTOKON TPaHCNOPTHOro YPOBHA) — 3TK ABa npoTokona (npotokon SSL asngetca
npuemMHUKoM npoTtokona TSL) aBngaTca  KpuntorpaduMyeckumy  NpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumHcTBE cny4vaeB npotokon SSL ncnonb3yetcs
yepes npotokon HTTP, 4ytobbl chopmmpoBaTb NPOTOKON 3alUMLLEHHOW Mepegadn rmneprekcTa
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Ansl OCYLLECTBEHUS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnyeCcKoro Kroya, YTobbl NoATBEPXKAATL UAEHTUYHOCTL CepBepa.

Subnet mask / Macka nogcetu — OuToBasi Macka, ornpegensowlas, kakaa yactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakasi — K afgpecy Camoro yana B 3TOW CEeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTca B cetn
192.168.0.0.

Switch / KommyTatop — kOMMyTartopom 4BMsIETCA CETEBOE YCTPOWCTBO, KOTOpPOe
CcoefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblGMpaeT MapLIpyT AN Nepecbiikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTOp siBNsieTca 6onee npocTbiM m
B6onee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

hyHKUMIO MapLLpyTM3aTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHna nepeaayen) — oavH 13
OCHOBHbIX CeTeBbIX MPOTOKONoB WHTepHeTa, npegHasHadeHHbld N9 ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsax TCP/IP. TCP - aTo TpaHCNOPTHLIN MexaHu3M, NpeaoCcTaBsoLWwmmn
NOTOK AaHHbIX C NpeaBapuUTenbHOM YCTaHOBKOW COeAMHEHNS, 3a CHET 3TOro AaloLmi YBEPEHHOCTb
B AOCTOBEPHOCTM MNOSy4aeMblX OaHHbIX, OCYLLECTBNSET MOBTOPHbLIN 3anpoC OaHHbIX B criyvyae
noTepn AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMM OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time-to-live) — npegensHbIN NEpUoa BPEMEHU UMM YNCIIO UTepaLnii v Nnepexonos,
3a KOTOpbIN Habop AaHHbIX (NaKeT) MOXET CyleCcTBOBaTb O CBOEr0 MCYE3HOBEHUS. 3HayvyeHue
TTL moxeT paccMmaTpumBaTbCs Kak BEPXHAS rpaHuLa BpeMEHU cylecTBoBaHUA IP-gentarpammel B
cetn. None TTL ycTtaHaBnNuBaeTca oTnpaBuTeNemM genTtarpaMmmMbl U YMEHbLUAETCH KaXabIM y35IOM
(Hanpumep, MapLIpyTM3aTOPOM) Ha NyTU €ro crefoBaHWsi, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHMs B OaHHOM YCTPOWCTBE WM COrnacHo npotokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS pPaBHbIM HYr0 4O TOro, Kak gerMTtarpamma npubyaeTt B NyHKT HasHaveHusl, TO Takas
aentarpamma otbpacbiBaetca u  oTtnpasutento oTcebinaetca ICMP-naket ¢ kogom 11 —

«[MpeBbllIeHVe BPEMEHHOTO NHTEpBanay.

UDP (User Datagram Protocol / lpoTtokon pgeutarpamm nosnb3oBarens) — 370
npoTokon oO6MeHa [aHHbIMU C OrpaHWYEHVSIMM Ha MNepecbllaeMble AaHHble Mo  CeTw,

ncrnoneaytowen npotokon |IP. TNpotokon UDP saensetcs anbTepHaTuBowm npoTtokony TCP.
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npel/IMyUJ,eCTBO NpPOoTOKONa UDP coctouT B TOM, 4YTO ANS Hero HeobsizaaTenbHa gocTaBka BCEX

[AaHHbIX N HEKOTOpble NakeTbl MOryT ObiTb NPONYLLEHbI, ECX CETb NeperpyxeHa. 3To 0CoGEHHO
yaoGHO npu nepegave BMaeoMaTepuarnoB B peXxunmMe peanbHOro BPEMEHW, MOCKOMNbKY He UMeeT
CMbICria MOBTOPHO MNepefaBaTb YCTapeBLUyd MHGOPMaUMo, KOTopasi BCe paBHO He OyaeT

oTobpaxeHa.

UPnP (Universal Plug-and-Play) — TexHomnorusi, no3Bofsdowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 06opya0oBaHMIO,
pasBriekaTenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUN3aM) CcoeauHATbCa  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO uvepe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKMX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
nogaepxuBaeT ceTeBble MHAPACTPYKTYPbl NpakTUyeckn noboro Tuna - Kak NpoBOAHblE, TaK U
OecnpoBoaHbie. B 1x yncno, B 4acTHOCTW, BXoasaT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTm Ha ocHoBe TeneMOHHbLIX NMHUA, NUHUIA 3nekTponuTaHua u np. lNoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIA yKasaTtenb pecypcoB) — 370

CTaHOapTU3NPOBaHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHOM NpOTOKON Nepeaavu faHHbIX) —
NPOTOKOM, CO34aHHbIM crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu IHTepHeT nobble UMdpPoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmnm HTTP-3anpockbl OT KMNNEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn mm HTTP-otBeThl, 06bIMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, annom, Meama-noTokoM Unm ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHasA TOYHOCTb») — TOProBasi Mapka
npombiwnenHon rpynnbl «Wi-Fi Alliance» ans 6ecnpoBogHbix ceten Ha 6ase craHpapta |IEEE
802.11. Jlboe obopynosaHue, cooTBeTcTBYylOWee cTaHaapTy |EEE 802.11, moxeT O6bITb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLEro ceptudukata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — ato 6ecnpoBoaHast nokanbHasa ceTb, UCNONb3yoLas B
Ka4yeCcTBe HOCUTENS paauOoBOIIHbLI: 6eCcnpoBOAHOE MOAKMOYEHMNE K CETU KOHEYHOIO NONb30BaTENS.

[ns OCHOBHOW CeTeBOWN CTPYKTYpPbl 06bIMHO MCNOMNb3yeTcs KabernbHoe coeanHeHue.

WPS (Wi-Fi Protected Setup) — ctaHgapT, NpeAHasHavYeHHbIN ANa NoslyaBToOMaTn4eCcKoro

co3gaHusa 6ecnpoBogHON JoMallHen ceTu. [poTokon npmusBaH oka3aTb NOMOLLb MOSIb30BaTENSIM,

KOTOpblE€ He obnagatot LUNPOKNMMU 3HAHUAMU O 6esonacHocTn B 6eCI'IpOBOD,HbIX ceTax, U Kak

crnepacTBue, UMEIDT CIOXHOCTU Mpu ocylecTeneHnn HacTpoek. WPS aBToMaTuyeckn obosHavaeT
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nMMA Ccetn n 3agaet mmcprBane, ana 3awnTtbl OT HEeCaHKUMOHNPOBAHHOIO AO0CTyMNa B CETb, Npu

3TOM HET H606XOD,I/IMOCTI/1 BPY4HYHO 3aaBaTb BCE NMNapaMeTpbl.

AnNroputm cxaTtusi BMAEO — 3TO MEeTOAMKa YMeHbLUeHUs pasmepa daiina undpoBon
BMOEO3anuMcK NocpeacTBOM  yaaneHust rpaduyeckmx SfeMEeHTOB, He  BOCMPUHMMAaEMbIX

yenioBe4vyeCKknM rnasom.

BapudokanbHbin OOGBLEKTUB — OOBEKTMB, MO3BOMSAOLWNA WCMOMb30BaTh pPasfiMyHble
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTE OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (POKYCHBIM

pacCcTosiHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bua kabens cBsA3W, npeactaBnsieT cobol odHY MM HECcCKonbKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIAcTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHUKOB MPOU3BOAMUTCS C LIENbl MOBBILEHMS CTEMeHW CBA3M Mexay cobo
NPOBOAHMKOB OZHOWM Napbl (3NeKTpoMarHuTHasi noMexa OfMHaKoBO BNMUsieT Ha ob6a nposoaa napbl)
M NOCNEeayLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHMX WMCTOYHWKOB, a Takke

B3aMMHbIX HAQBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BO3,EI,e|7ICTByeT Ha Yy4YacCToOK
CBETOYYBCTBUTEINIBHOIO Matepuana unm CBeTOLIyBCTBMTeﬂbHOVI mMaTpuubl ansa COO6LL|,eHI/IFI emy

onpenenéHHon aKCnosnunn.

[eTekTop ABMXEHUA — 3TO annapaTtHbIN NMMB0 NporpaMMHbIN MOAYMNb, OCHOBHOW 3adaven

KOTOPOro ABndeTcs o6Hapy>|<eHV|e nepemMeLlarlnxca B none 3peHnd Kamepbl OOBbEKTOB.

[eTekTop caboTaxa — 3TO MporpamMMHbIA MOAYfMb, KOTOPbIA MO3BONSIET OOHapyXMBaTb
TakMe cuTyauuun, Kak: pacOoKyCUpoBKa, NEPEKPbITUE UM 3acBe4YMBaHME M300paXKeHusi, OTBOPOT
Kamepbl, YacTuUyHas noteps curHana. [puHUMN OEeWCTBMS OCHOBaH Ha aHanuse B pexume
peanbHOro BPEMEHW W3MEHEHWSI KOHTpacTa JrloKanbHbIX ObnacTten KagpoB M3 BUOEOMOTOKA,
nony4aemoro c Tenekamepbl-getektopa. [Jetektop cabotaxa aBToMaTtuyecku BolbvpaeT obnactu
KagpoB, MO KOTOPbIM HEOOXOOUMO OUEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHU M, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX 06nacTax npeBblllaeT HEeKOTOPbI OTHOCUTENbHbIN MOPOT,

NPUHNMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Onadparma (ot rpey. diaphragma — neperopopgka) — 370 oTBepcTue B obObeKTUBE
Kamepbl, KOTOpOEe perynupyeT KONMYecTBO CBeTa, Monajawowero Ha matpudy. WM3meHeHue
pasMepa auadparMbl MO3BOSMISIET KOHTPONMPOBATb LUENbIA psad nokasaTtenen, BaXHbIX A5

nony4yeHna ka4eCcTtBeHHOro M306pa>|<eH n4.

HdomeHHOe uMsA — 3TO onpegeneHHas BykBeHHasi nocrnefoBaTeNnbHOCTb, 0603HavaroLasn
UMsi calTa WM Mcnonb3yemasi B MMEeHax 3MEKTPOHHbIX MOYTOBbIX SALWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaunn UHTEPHET-Y3rN0OB M PaCMOSIOKEHHbIX Ha HUX CETEBbIX PECYpCOB

(Beb-canToB, cepBEPOB 3MNEKTPOHHOM NOYTbI, APYrMX Cryx6) B yaobHoM gns yenoseka opme.
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MK-noaceeTka (MK-npoxektop) — ycTponcTtBo, obecneumBarollee MnoAcBETKY OObekTa

Ha6mo,qu|/|;| C nsny4veHmnem B VIHC*)paKpaCHOM Anana3oHe.

Kamepa «aeHb/HOYb» — 3TO BUaeokamepa, npegHasHaveHHast Ans paboTbl KPYriocyTO4HO
B pasHbIX YCINOBUSAX OCBELLEHHOCTU. B ycnoBusix sipkoit ocBeLLLeHHOCTH u3obpaxkeHue LBeTHoe. B
TEMHOE BpeMsi CyTOK, KOrga sipkuiA CBeT nponajaeT, U HauMHaKTCs CyMepku, U3o0paxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kogek — B cnuctemax cBs3n kogek — 3To 06bl4HO kogep/aekoaep. Kogekm ncnonbayotes B
WHTErpuMpoBaHHbIX LEensax WM MuKpocxemax Ans npeobpa3oBaHWs aHanoroBblX BUOEO- U
ayguocurHanoB B umdpoBon dopmat anda nocnegytowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNMPOBbIE CUrHambl B aHanorosbii ¢opmat. B kogeke ogHa MUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHNs aHanNoroBoro curHana B ULM@poBomr 1 LMdpoBOro curHana — B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTbCS K KOMMpeccun/gekomnpeccun, u B 3ToM
crny4ae oH 06bl4HO O3HaYaEeT anropmuTM U KOMMBIOTEPHYO NPOrpaMmy Anst YMeHbLueHns obbema

dhainos 1 nporpamm.

Hopmaano 3aMKHYTbI€ KOHTAKTbl — TakKad KOHCTPYKUMA OaTHUKa, KOTOpad B NnaCCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbI€E.

Hopmaano Pa3OMKHYTble KOHTAaKTbl — TaKad KOHCTPYKUMA [OaTyuka, KOTopasda B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O6GBbeKTUB — 3TO YaCTb ONTUYECKOW CUCTEMbI BUaeOoHabnogeHus, npegHa3HaveHHada aond

CbOKyCVIpOBKVI NOTOKa CBETa Ha MaTpuue BnaeokamMepbl.

OTHoweHne curHan/wym — YUCMEHHO onpedenseT codep)XaHue napasuTHbIX LYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3Ha4yeHME OTHOLIEHUS CUrHan/Lwym gns

BUgeocurHana, TeM MeHbLLE MOMEX U UCKaXKEHUI NUMEET V|306pa>1<eHV|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAILWMNX LndpoBoe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmukcensa coctaBndeT KpOoLIEeYHYyto obnactb I/I306pa)KeHI/Iﬂ.

Mpokcu-cepsep (Proxy - npeacraBuTenb, YMNONMIHOMOYEHHbIA) — cnyxba B
KOMMNbIOTEPHbLIX CETAX, MNO3BONSALWAA KIMEHTaM BbINOMNHATL KOCBEHHbIE 3anpocbl K ApYyrym
ceTeBbIM crnyxx6am. CHavana KnueHT MOAKMNoYaeTCs K MPOKCU-CepBepy M 3anpaluvmBaeT Kakou-
nnbo pecypc, pacnonoXeHHbIN Ha Apyrom cepeepe. 3aTteM Npokcu-cepeep NMBo nogknovaeTcs K
yKa3aHHOMY CepBepy W nonyyaeT pecypc y Hero, nubo Bo3BpallaeT pecypc u3 cobCTBEHHOro
kawwa. Mpokcn-cepsep NO3BONSET 3aMLLATE KIIMEHTCKUN KOMMbIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M nomMoraeT cCoxXpaHATb aHOHUMHOCTb KITMeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin noBefeHWe QYHKUMOHaNbHbIX OGOKOB MNpw

nepenadvye AOaHHbIX. CDOpMaJ'II/I3OBaHHbIe npasuia, ornpegendrwmne nocneaoBaTtesibHoOCTb U
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d)opmaT cooOLLIEHNIA, KOTOPbIMU OOMEHNBAOTCA CEeTeBble KOMMOHEHTLI, NeXallMe Ha OAHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspeweHne n3obpaxeHNA — 3TO KOMMYECTBO MUKCENEen (ToYek) Ha eduHuuLy nrowagmn
n3obpaxeHus. MamepseTtcst B Meranvkcensax nnvm otobpaxaeTtcsi B Buae AByX BENUYUH — BbICOTbI U

LLUMPUHDbI I/1306pa)KeHMFI. BricoTta u LLIMPpHMHaA TakKKe B JaHHOM CIrliydae U3aMepdarTCA B NUKCENAX.

Py4Hasa auadparma — npoTUBONOMOXKHOCTb aBToMaTn4eckon gmadparmel, T.€. HaCTporkKa
anadparMbl  Kamepbl AOMKHA BbINOMHATBCA BPYYHYKO ONS perynupoBKM KONMu4yecTBa CBETa,

Agocturarowiero 4yBCTBUTESIbHOIO afieMeHTa.

CeeTocuna o6beKTMBa — 3TO XapakTepucTyka, nokasbliBatoLLlas, kakoe KONMYecTBO cBeTa
cnocobeH nponyckaTb AaHHbIA 0ObEeKTMB. Yem Gonblue MakcUManbHbIi AMaMEeTP OTKPbITOW
AvadparMbl (MK, COOTBETCTBEHHO, YEeM MeHblue F-yucno), TemM Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npu CUMMIEKCHOM CBSA3N CEeTeBOM Kabenb WM KaHamn CBS3N MOXET

MCNoNb30BaTbCA AJ14 nepeaavdn MHd)OpMaLl,I/II/I TONMbKO B O4HOM HanpasieHunn.

YnuyHas Bupeokamepa — 3TO kamepa BuaeoHabnoaeHusi, koTopasi obrnagaet Bcemu

HeobX0AMMbIMU XapaKTepUCTUKaMK 3aLUTbl OT BNSIHUA BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHass Buaeokamepa — 3TO Kamepa, koTopaa [aeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonyyYeHus UBETHOro nsobpakeHus
BO3Me KaXKAOW A4Yerkn MaTpuubl OpMUpYOTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUN CUHIOW. Taknum obpasom, Tpu s4Yenkm
CTaAHOBATCS 0OQHOM Toudkon B LBeToBOM dopmaTe RGB. CnegoBatensHO, BMECTO Tpex Nukcenen

Ha pe3yrnbTUupyrowem M306pa>l(eHI/IVI Mbl nony4yaem TOJIbKO OAUH.

AnekTpomexaHnyecknn WUK-comnbTp — npeacraesnger coboW YCTPOUCTBO, KOTOpoOe
cnocobHO B OQHOM pexvme MofaBnAaTb MHpPaKpacHbIi Ananas3oH Npu NOMOLUM UHAPAKPACHOro
NK-dunbTpa, a B gpyrom pexmume VK-counbTp ybrupaeTcs anekTpoMexaHuyecku, Takum obpasom,

aenaa AoCTynNHbIM BECb CMEKTP CBETOU3NMYyYEeHUA.
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